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Vulnerabilities

Authentication

Vulnerabilities

Policy Violation

Availability
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3000+

R e R MHE (Compliance Reports) :
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caluOx
Last 1 hour@16:58

low: Top Conversations By Bytes Top Malware

cQaoaenx
Last 8 hours@16:49

[system] FortiDeceptor: IPS Attacks on Decoys Source IP to Destin..~

©
)
P Malware Source Destination Count
W32/Amadey.94_.  10.1.0.18 45.141.84.184 144 I
MSIL/Kryptik.GV_. 10.1.0.13 202.28.49.85 [T —
MSIL/Kryptik.GV_.  10.1.0.19 202.28.49.85 [T —
PossibleThreat. 10.1.0.18 195.22.153.244 - —
PossibleThreat.P..  10.1.0.18 217.160.0.230 i —
. VBA/Agent.LAG!_.  10.100.91.5 10.100.66.200 [17  —
A
‘W32/BitCoinMin_. 10.1.0.12 210.153.27.14 i —
W32/Crypren.AF..  10.100.91.11 10.100.66.11 [l —
®
2 B X Top Devices By CPU cadsmx
Last 1 hour@17:05 Last 1 hour@16:56

5J-Dev-A-Fdy-Fastiron
Juniperfw
ph-network-3560_1
FEVMO000000129188
5J-QA-A-105-JunOffice
fortiwifi
FSAVMOIOD0008872
FortiSandbox-01

FortiGate-OT-OTCSE

AAJ_\ FGT_Edge
T

T T = =
30 16:46 16:56 . pu g

cagdabx
Last 1 hour@17:00

FortiEDR Most Targeted Application

low: Top Conversations By Bytes

Inconelusive, avp...: 1152

192.168.77.21
192.168.77.34

_

110.75.120.5 |
31.13.64.35

66.102.251.24

| 192.168.77.36
1 192.168.77.39
| 192.168.77.25

cabafx

OT - Incidents in Purdue Levels - Security Incidents Summary
Last 8 hours@16:51

=]
s
Last 8 hours@17:04

Event Name g‘:{sgg?,’v Purdue Level ;I'rl.)ctiadlel:.ﬂque
Sudden Increase In DNS Requ... m Level 3.5 ) =
Large Qutbound Transfer EE  Level2 2 I
Large Qutbound Transfer EEM  tevel 3.5 2 I
Large Outbound Transfer To .. [LEIM Level 3.5 2 I
Sudden Increase In DNS Requ... L0  Level 2 il S—]
Sudden Increase In Firewalt C.. [0 Level 3.5 I )
Sudden Increase in Reported ... LI Level 3.5 I )
Sudden increase in Traffic Fr.. [0 Level 2 I )
Sudden increase in Traffic Fr. LI Level 3.5 I )
e Frcacciva Fad lar MNS Nuari  BTSTTTE  fovar 2 5 A— ) 7

[system] FortiGate Top Applications by Type

COUNT (Matched Events)

\&

COUNT(Matched Events)

a0k

80k o

40k o

20k

S

LSmDiciuui,Fike Min...:32
PUP, TreeSize Profes...:80
PUP, Advanced IP Ad...:64
PUP,Flatmii_v1.5.exe:24

cada8x
Last 8 hours@16:54

uspicious, avp.exe:632

licious, Advanced ...:64

FortiGate Application Control

Total Mails

Spam Details

20 T T T
Fab 23rd, 2021 16:08 16:13 1628

I TriStation_CP.Status.KeyState. Program.Run...
I TriStation_Execution.Command.Upload. Funct.

M Modbus_Exception.Slave.Device. Failure
M TriStation_Execution. Command. Upload. Progr....
M SNMP_GetNextRequest

COUNT(Matched Events)

Last 8 hours@16:52

00+
Fab 23rd, 2021 08:00  10:00 11:00

cafe8x
Last 1 hour@17:07

1838 1848 et
M TriStation_Execution.Command.Get.CP.Statu...
TiStation_Execution.Command.Upload. Funct...
Medbus_Read.Input.Registers

B TriStation_Execution.Command.Upload.Progr.

1 TriStation_Execution.Command.Command.Reje....

cafan0x
Last 1 hour@16:50

Top Sources by Bandwidth
192.168.138.90
10.1.5.1
192.168.138.113
192.168.95.99
192.168.138.55
192.168.99.99
192.168.138.103
192.168.138.111
192.168.88.11

192.168.88.25

cQUeOx  Total Spam

1"’6
=

Last 1 hour@16:50

T
] 47852 ME

cqUenx

Top Country By Malware
Last 24 hours@16:47

MRV IERIR

T T
052.07 MB 13068

FortiSIEM UEBA - Event Types
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cagetx

[system] FortiGate Top Sources by Bandwidth
Last 1 hour@17:08

7620 M8

572218

1207 MB

o8
Fab 23rd, 2021 1808
W 192.168.138.90
92.168.95.99
V‘ 92.168.88.11
W 192.168.138.55
W 192.168.88.13

W 192168102
192.168.99.99

Flow: Top Conversations By Bytes

Total:41.81 MB

192.168.77.22:7.98 MB.
204.79.197.242:7.98 WB.

61.129.7.47:8.3 B
61.129.7.47:8.3 1B

192.168.77.32:8.69 ME
47.254.92.5:8.69 B

4
COUNT(Mat

cage8x
Last 1 hour@17:03

UGN

ked By Count

cadafx
Last 1 hour@17:10
MOE - 7.98 MB
W 7.98 MB - 8.17 MB
8.17 MB - B.45 MB
M 8.45 MB - B.72 MB
W8.72 MB - B.86 MB
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- FRPEREBEIRZEIRIE (ping only discovery) - E# CMDB ER}E -
ZE4 “Unmanaged” iAB H#HZ= - BERISFAMER A

poS @E=n WEBSR ALEIH EETEE SCMB  WEEE =T 08 asEs © A @2 &

& ® 4 15 1 4 0 0 0 0

Routers Firewalls Windows Unix ESX AWS Azure OT/loT
P Devices .
CMDB > Devices
» Appl = | &
geE M EUCESE94E - Q  Filters Applied dEHE- E O 1/1 1
P Users
: : 2% P wE A ik B RBEREE HERSR  emns
P Business Services B
» CMDB Reports HOST-10.1.217 .1 10.1.217.1 Generic Unmanaged PING Super

WE B BE WE BB GERE BB BE  Daspy N
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HEBERRIRIE
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. E%@Tﬂﬁ%%%}]?m%%ﬁ (L2 Scan)

T “Identity & Location” &3k
HEEAAE - REEERNE

: b - s — = om
@ BRE - EE R R KB L2 A2 }@%ﬁ gl 33 g Fﬁﬁ*ﬁ 7 A
YK
JI. F|=|
0 - n iI3R I:Ilb\ n K
Identity & Location X
Q zanizations v (O [FRE: Last 1 Hour~  fHIER & 1/2
IP Address MAC Address User Host Name Domain VLAN ID : Connected to First Seen Last Seen
192.168.26.120 00:26:b9:1f:3b:76 sara.tanner (Domain) stanner-laptop ACCELOPS Jun 24, 2021 1:58:41 AM Jul 9, 2021 1:55:11 AM
ph-network-3560_1
192.168.64.187 00:0c:29:9d:d4:c6 svc_monitor (Domain) lab03-ws145Cw8-2 ACCELOPS 22 192.168.19.1 Jun 24, 2021 1:23:52 AM Jul 9, 2021 1:56:08 AM
(GigabitEthernet0/14)
5J-Main-Cat6500
192.168.20.116 00:0c:29:4e:e1:eB svc_monitor (Domain) lab03-ws145Cw8 ACCELOPS 30 192.168.20.1 Jun 24, 2021 1:23:52 AM Jul 9, 2021 1:56:18 AM
(GigabitEthernet1/36)
5J-Main-Cat6500
192.168.20.157 f0:4d:a2:96:b6:f9 jeff.price (Domain) jprice-desktop ACCELOPS 5 192.168.20.1 Jul 8, 2021 9:00:42 PM Jul 9, 2021 1:33:33 AM
(GigabitEthernet0/19)
192.168.26.119 c0:cb:38:15:97:e5 jeff.price (Domain) jprice-laptop ACCELOPS Jul 7, 2021 9:00:02 AM Jul 9, 2021 1:43:07 AM
192.168.26.102 00:23:5a:3e:62:69 jared.anderson (Domain) lab02-ws07SCw8-LAPTOP ACCELOPS Jul 9, 2021 1:00:25 AM Jul 9, 2021 1:50:45 AM
192.168.26.102 00:23:5a:3e:62:69 ANONYMOUS (Domain) lab02-ws07SCw8-LAPTOP NT Jul 9, 2021 1:04:07 AM Jul 9, 2021 1:54:42 AM
192.168.26.109 00:24:d6:4c:f0:d0 greg.allan (Domain) greg.allan-LAPTOP ACCELOPS Jul 9, 2021 1:00:53 AM Jul 9, 2021 1:55:20 AM
5J-Main-Cat6500
192.168.64.195 00:0c:29:1e:al:d8 sdavis-desktop 3 192.168.20.1 Jul 9, 2021 2:00:01 AM Jul 9, 2021 2:00:01 AM

(GigabitEthernet0/11)
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Configuration Diff M| x

set poe-pre-standard-detection enable

set poe-pre-standard-detection enable

set untagged-vians "gtn. Fortilink™

set type physical

set dhcp-snooping untrusted

set dhcp-snoop-option82-trust disable
set arp-inspection-trust untrusted

set untagged-vlans "gtn.FortiLink™
set type physical

set dhcp-snooping untrusted

set dhcp-snoop-option82-trust disable
set arp-inspection-trust untrusted
set igmp-snooping enable set igmp-snooping enable
set igmps-flood-reports disable set igmps-flood-reports disable
set igmps-flood-traffic disable
set stp-state enabled

set stp-root-guard disabled

set stp-bpdu-guard disabled

set igmps-flood-traffic disable
set stp-state enabled

set stp-root-guard disabled
set stp-bpdu-guard disabled
set edge-port enable set edge-port enable
set discard-mode none

set packet-sampler disabled

ot cflnw-rointar-intarval N

Top Bottom Previous

set discard-mode none

set packet-sampler disabled

<ot cflnw-rnnntar-intarval N
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CMDB RBEEERM REXBESFIRETN)

@ EER e BRSO Ll IR

» Devices
Applications
Users
Business Services
CMDB Reports

Overall
Network
Server
Virtualization
Beaconing
FortiCare 360

Ungrouped

Copyright © 2022 Fortinet, Inc. All rights reserved.

CMDB #HE45 8.

Network Device Components with Serial Number_clone

HEH W

Device Name

Device Type
Vendor

Device Type
Model

Component Model

Component Serial

Device Version

Component Description

3550-Desktop

CoreFW

ERS3510GT

FG240D3913800441

FGVM04TM22004180

FortiGate-100F

FnrtiGateh0R

Fortinet

Avaya

Fortinet

Fortinet

Fortinet

Fortinet

Fartinet

FortiOS

ERS

FortiOs

FortiOs

FortiOs

FortiOs

Fartins

Organization: Super

WS-C3550-24-5MI

FGT_501E

3510GT

FGT_240D

FGT_VM64KVM

FGT_VM64

FGT_100F

FGT _S0B

User: admin

CHKO0626W1RU

FG5H1E5818902695

12JP240F106W

FG240D3913800441

FGVM02TM22016519

FGVM04TM22004180

FG100FTK19025566

FGT50R2G10A15108

Scope: Global

© Fortinet Inc. All Rights Reserved.

12.2(35)SE

FortiGate-501E
v7.0.0,build0066,210330 (GA)

v5.3.3.015

FortiGate-240D
v5.4.1,build1064b1064,160608 (GA)

FortiGate-VM64-KVM
v6.4.9,build1966,220421 (GA)

FortiGate-VM64
v6.4.9,build1966,220421 (GA)

FortiGate-100F
v7.0.5,build0304,220208 (GA)

Fortigate-50B

Cisco Catalyst 3550 24 10/100 baseT ports + 2
Gig uplinks fixed configuration Layer 2/3
Ethernet Switch

Fortinet FGT_501E, HW Serial#:
FG5H1E5818902695

Ethernet Routing Switch 3510GT

Fortinet FGT_240D, HW Serial#:
FG240D3913800441

Fortinet FGT_VM64KVM, HW Serial#:
FGVMO2TM22016519

Fortinet FGT_VM64, HW Serial#:
FGVMO4TM22004180

Fortinet FGT_100F, HW Serial#:
FG100FTK19025566

Fortinet FGT_50B, HW Serial#:

FortiSIEM 6.6.2.1637
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CMDB # &5 4558,

VolP Phone
Windows Installed Software

Decommission
Generic
Ungrouped
Applications
Users
Business Services
CMDB Reports
Overall
Network
Server
Virtualization
Beaconing
FortiCare 360

Ungrouped

HEH W

Device Name

Device IP

Device Type Model

Installed Software Name

Installed Software
Vendor

Installed
Software
Varcinn

1/3 5 9 N

Installed Software

W2K12R2SVRTW

W2K12R2SVRTW

W2K12R2Z5VRTW

W2K12R2SVRTW

W2K12R2SVRTW

W2K12R2SVRTW

W2K12R2Z5VRTW

W2K12R2SVRTW

W2K12R2SVRTW

W2K12R2SVRTW

W2K12R2Z5VRTW

W2K12R2SVRTW

Copyright © 2022 Fortinet, Inc. All rights reserved.

10.1.200.182

10.1.200.182

10.1.200.182

10.1.200.182

10.1.200.182

10.1.200.182

10.1.200.182

10.1.200.182

10.1.200.182

10.1.200.182

10.1.200.182

10.1.200.182

Windows Server 2012 R2
Windows Server 2012 R2
Windows Server 2012 R2
Windows Server 2012 R2
Windows Server 2012 R2
Windows Server 2012 R2
Windows Server 2012 R2
Windows Server 2012 R2
Windows Server 2012 R2
Windows Server 2012 R2
Windows Server 2012 R2

Windows Server 2012 R2

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219
Microsoft Visual Studio 2010 Shell (lsolated) - CHT
Microsoft VSS Writer for SQL Server 2012

NXLog-CE

SQL Server 2012 Common Files

SQL Server 2012 Database Engine Services

SQL Server 2012 Database Engine Shared

SQL Server 2012 Management Studio

Sql Server Customer Experience Improvement Program

Organization: Super User: admin Scope: Global

© Fortinet Inc. All Rights Reserved.

Microsoft
Microsoft
Microsoft

Microsoft

9.0.30729.4974

10.0.40219

10.0.40219

10.0.40219

Nov 18 2019, 0
Nov 18 2019, 0«
Nov 18 2019, 0
Nov 18 2019, 0
Nov 18 2019, 0
Nov 18 2019, 0
Aug 31 2022, 11
Nov 18 2019, 0
Nov 18 2019, 0
Nov 18 2019, 0
Nov 18 2019, 0

Nov 18 2019, 0«

FortiSIEM 6.6.2.1637
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Edit Event Parser Definition

FortiGateParser-oldStatus-delta-i Device Type: | Fortinet FortiOS

+ Validate v Test Reformat Enable Clear XML | =, Previous

<collectFieldsByRegex "S_rawmsg">

Next

<regex><I[CDATA[<:gPatSyslogPRI><_mon:gPatMon>\s+<_day:gPatDay>\s+<_time:gPatTime>\s+<_body:gPatMesgBody=>]]></rege

</collectFieldsByRegex>
</case>

R =

<case>
<collectFieldsByRegex "S_rawmsg"s
<regex><![CDATA[<:gPatSyslogPRI>?<_body:gPatMesgBody>]]></regex>
</collectFieldsByRegex>

(o8]

1
22
3

]
P

</case>

[
o L

</switch>
<setEventAttribute "eventType"="FortiGate-Generic"</setEventAttribute>
<setEventAttribute "totFlows">1</setEventAttribute>
<collectFieldsByKeyValuePair =" o "S_body">

<attrKeyMap "sessionld” "session_id"/>

[
oo~

=

<attrKeyMap "sessionld” "sessionld"/>
<attrKeyMap "sessionld” "sessionid"/>
<attrKeyMap "httpUserAgent” "agent"/>

Lo M=

I

<attrKeyMap "encryptAlgo” "encryption"/>
<attrKeyMap "wlanRadiold" "radioid"/>
<attrKeyMap "profileDetails” "applist"/>
<attrKeyMap "profileDetails" "policytype"/>
<attrKeyMap "profileDetails" "profile"/=

~ o

LW W W L W W W W R

(==}

© Fortinet Inc. All Rights Reserved.
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Reports

Rules

» Availability

» Performance

» Change

» Security
Ungrouped

Networks

Watch Lists

Protocols

Event Types

Malware Domains

Malware IPs

Malware URLs

Malware Processes

Country Groups

Malware Hash

Default Password

Resources > Rules

g @ Edit -

BRI : Severity

) 7 - MEDIUM

7 - MEDIUM

7 - MEDIUM

7 - MEDIUM

7 - MEDIUM

7 - MEDIUM

laa [ !F;J)ﬁ—

N
BT

/\/\

Description

Initial AcCess,
(s) Sudden Increase in Successful Logons To A Detects a sudden 50% increase of successful logons to a host Persistence,
Host over a 30 minute window

Defense Evasion

Detects sudden increase in CPU usage - current average
over 30 minute interval is more than 3 standard deviations
away from the mean and the current average is at least 50
percent

(s) Sudden Increase In System CPU Usage Impact

Detects a sudden increase in system memory usage - over a
30 minute interval, either the physical or virtual memory is
25% more than the statistical average over that same time
period and the current physical memory usage is at least
50%

(s) Sudden Increase in System Memory Usage

Detects daily user login volume anomaly against profile.

GlSskieni: il Sl POl This may indicate suspicious user behaviors.

(s) Sudden Increase in WMI Response Times a 30 minute time window

. Detects location change for a user unfeasible in the period
SR o il e 2B, of time. This may indicate a stolen credential.
Detects daily user login distribution anomaly against

SRR O i (8 LTS profile. This may indicate suspicious user behaviors.

© Fortinet Inc. All Rights Reserved.

Detects a sudden 50% increase of WMI Response Times over s EB
\

Detect

(ML) E#E4R
T EDEE S AR

Privilege Escalation,

REEEEER D

BERERAETREES N

aysvcail




JEHE 15' ) _\’7;.’5_13 Detect

'E"’?,\%E (FortiGuard Lab) - 1%k

@ EER . RS : RTE Il FHEE = TE

& iFE > Malware IPs > FortiGuard Malware IP

» malware Domains HE v n A 15 E T Dec 13, 2022 12:15:28 AM 1/20,679| 1,032,920 > M

¥ Mal IP:
atware 1S Low IP Malware Type  Country Description Date Found Last Seen

Emerging Threat Malware IP

00:11:56
100.0.0.0 e s d Mal
ThreatStream Malware IP ware/Ln panelts Sl A 12/13/2022 CST

Malware/Install 00:11:56
-0.41.228 ationTraffic Spyware and Malware 12/13/2022 CST

Zeus Malware IP

&

FortiGuard Malware IP Malware/Install 00:11:56

.106.211 i . Spyware and Malware
Hail-A-TAXII Malware IP ationTraffic 12/13/2022 CST

&

00:11:56
12/13/2022 CST

&

TruSTAR Malware IP .108.111 Malware/CnC Spyware and Malware

ThreatConnect Malware IP 00:11:56
.108.129 Mal /CnC S d Mal N
ware/Cn pyware an ware e o

&

Dragos Worldview Malware IP
00:11:56
12/13/2022 CST

&

AlienVault OTX .108.131 Malware/CnC Spyware and Malware

00:11:56
12/13/2022 CST

BlackList

&

.108.142 Malware/CnC Spyware and Malware

Ungrouped

00:11:56
1. . Malware/CnC Spyware and Malware
» Malware Hash 12/13/2022 CST

&

00:11:56
12/13/2022 CST

&

» Malware Processes .108.193 Malware/CnC Spyware and Malware

P Malware URLs 00:11:56
.108.203 Malware/CnC Spyware and Malware 1271372022 CST

&

© Fortinet Inc. All Rights Reserved.




150

JINELR

SEHT KA P Mk

® f¢ CSV EEA
O E# &8 API

URL: http://abc.corp.com/internal_ip_blacklist.txt S m
HHiE: +

Scheduled for: every 1 day at 00:00 AM starting 12/15/2022.

© Fortinet Inc. All Rights Reserved.




Detect

ERV BB

@ EEM . RS A SEEY TRTE ScMDB 1M EEE =T

= iE[E > Reports > Threat Hunting

w Reports #ﬁ@ gﬁ?ﬁ %{ﬁ: E% T n = s e Global ~ K L4 2/4 153 ?> H

Frequently Used £ 0 O Name Description Scope Report Design Template

Event Status
Ry ts file timest dification by using touch d. Requires FSM Li Agent
Linux file timestomping via touch R I & Himes am|:? RIS [27 Gy IS (R R HIEf GRS (EIT System Global System Reports Roc
Incidents Crowdstrike Data Replicator logs.

Reports Linux internal reconnaissance attempts via commands such as ifconfig, whoami etc.

Threat Huntin Li int L
i inxanternat reconn Requires FSM Linux Agent or Crowdstrike Data Replicator logs.

System Global System Reports Rod

Business Service Reports Successful and Failed sudo executions on Linux systems. Requires Linux SSH access

Linux Successful and Failed sudo
logs.

System Global System Reports Rod
Baseline
Log4J Exploit Request Detected by Regex. Regex Inspection of http user agent, referrer,

Log4J) Exploit Re t Detected By R
= EplieL e sl Ly I cookie, content type, and cache control for Log4) CVE-2021-44228.

Device System Global System Reports Roc

Function Log4) Exploit Request Detected on Host by Log4J Exploit Request Detected on Host by Fortinet Product. IPS signature ID 51006 for

Syst Global Syst R rts R
Fortinet Products Log4J CVE-2021-44228 seen by a Fortinet product. ystem obal System Reports Roc

FortiSIEM Operational
Log4) Exploit Request Detected on Network Log4J Exploit Request Detected on Network by Fortinet Product. IPS signature ID 51006 for

Syst Global System Reports R
FortiSIEM Audit by Fortinet Products Log4) CVE-2021-44228 seen by a Fortinet product. ystem obat system keports Roc

Finds activity Associated with AfraidGate Malware. Requires FSM Windows Agent or

Cross Org Mal tivity - AfraidGat
alware activity raidbate Crowdstrike Data Replicator logs.

System Global System Reports Roc

Report Bundles . .. . . . . .
Finds activity Associated with Angler Malware. Requires sysmon logs via FSM Windows Agent
Malware activity - Angler ‘y . = - b < = System Global System Reports Roc
or Crowdstrike Data Replicator logs.
Synced Reports

Find activity Associated with InPage Malware by domain match. Requires DNS logs from FSM

Syst Global Syst Ry rts R
Windows Agent or Crowdstrike Data Replicator logs. ystem obal Jystem Reports Roc

Fortinet Security Fabric Malware activity - InPage - Domain match

Beaconing Reports . X Find activity Associated with Sage 2.0 Malware by domain match. Requires DNS logs from
Malware activity - Sage 2.0 - Domain match System Global System Reports Roc

FSM Windows Agent or Crowdstrike Data Replicator logs.

© Fortinet Inc. All Rights Reserved.




FE F &0

MITRE ATT&CK
HENTEREE

pos @ EEE e ERSH

= List w I BB T Ll 222 o34
Tactics: 2% =

=E teconnaissance

Initial Access

& UEBA

MITRE ATT&ECK® Incident Explorer =

1T I H

T.r II‘E

b R EIE O REEE

S8~

Execution Persistence

Defense Credential
Evasion Access

Privilege

Escalation Discovery

Detect

# (Advanced Persistence Threat)

@ E a &

Status: 2RI > D EE&EE: Last 2 Hoursvy @«

171 B

Lateral
Movement

Command And

Control Exfiltration

aw9001

TR1

211.141.78.56
150.109.116.15
54.209.131.199
www.abcd.z2.dcal.com
www.xyz.z1.dca0.com

221.229.172.66

BENE . me wms

1

® o o 2

1

BE

1

172 (330 » N

HBREERE

[EEBE) oct 15 2021, 01:50:30 PM

Windows User Added to Groups

[EEBE) oct 15 2021, 01:50:30 PM

Windows User Password Changed

Persistence

Persistence

AW9001
User: administrator
Target User: Users

AW9001
User: Administrator
Target User: Admini_

© Fortinet Inc. All Rights Reserved.




MITRE ATT&CK BEZH F KIS « IHi0F A

ITRE ATT&CK FiEZ1EZS (Enterprise & ICS)

@ EER WEEAF ASEIY WEISE SMDB M Ej

= List + 2ERSH  WEZFSH  SUBA  MITRE ATTRCK® IT: Rule Coverage =

Show All v 1068 #8ll - 51% Technique Coverage

Reconnaissance

Resource
Development

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

Command And Control

Exfiltration

13

10 Tech
32 Sub-Tech

9

7 Tech
31 Sub-Tech

46

9 Tech
16 Sub-Tech

116

12 Tech
29 Sub-Tech

167

19 Tech
H Sub-Tech

143

14 Tech
85 Sub-Tech

315

40 Tech
130 Sub-Tech

128

15 Tech
46 Sub-Tech

67

28 Tech
35 Sub-Tech

41

9 Tech
18 Sub-Tech

46

17 Tech
28 Sub-Tech

62

16 Tech
30 Sub-Tech

49

9 Tech
12 Sub-Tech

213

13 Tech
21 Sub-Tech

Search Closed Sources

Phishing for
Information [1]

Search Open Technical
Databases

Active Scanning [12]

Search Victim-Owned
Websites

Gather Victim Host

Information [1]

Search Open
Websites/Domains

Gather ¥ictim Org
Information

Gather Victim Hetwork
Information [&8]

Gather Yictim Identity
Information

Compromise
Infrastructure [4]

Acquire Infrastructure

Stage Capabilities [1]

Obtain Capabilities

Develop Capabilities

Compromise Accounts

21

Establish Accounts [1]

Valid Accounts [22]

External Remote
Services [3]

Replication Through
Removable Media [1]

Phishing [7]

Hardware Additions [1]

Supply Chain
Compromise [5]

Trusted Relationship
[1

Drive-by Compromise

1

Exploit Public-Facing
Application [6]

User Execution [17]

Software Deployment
Tools

Scheduled Task/Job
[13]

System Services [7]

Inter-Process

Communication [2]

Deploy Container

Windows Management
Instrumentation [11]

Exploitation for Client
Execution [4]

Container

Administration
Command

Mative API [1]

Command and Scripting
Interpreter [72]

Dffice Application
Startup [1]

Boot or Logon
Initialization Scripts

21

Boot or Logon
Autostart Execution
[14]

Browser Extensions

Create Account [16]

Scheduled Task/Job
[RE) ]

Traffic Signaling

Modify Authentication
Process

EITS Jobs [2]

Compromise Client
Software Binary [1]

Server Software
Component [8]

Boot or Logon
Initialization Scripts

21

Boot or Logon
Autostart Execution

[14]

Domain Policy
Modification [10]

Scheduled Task/Job
131

Access Token
Manipulation [4]

Abuse Elevation
Control Mechanism [16]

Escape to Host

Process Injection [15]

Exploitation for
Privilege Escalation [6]

Group Policy
Modification

Hijack Execution Flow
[17]

Subvert Trust Controls

Masquerading [32]

Obfuscated Files or
Information [14]

Use Alternate
Authentication
Material [7]

Abuse Elevation
Control Mechanism [16]

Modify Authentication
Process

Process Injection [15]

Hide Artifacts [5]

Impair Defenses [61]

Hijack Execution Flow
71

Valid Accounts [22]

Unsecured Credentials
21

Steal or Forge Kerberos
Tickets [6]

Man-in-the-Middle [7]

Steal Web Session
Cookie

Modify Authentication
Process

Hetwork Sniffing [5]

Credentials from
Password Stores [1]

Forge Web Credentials

Steal Application
Access Token [3]

Forced Authentication

05 Credential Dumping
[47]

Software Discovery [2]

System Dwner/User
Discovery [5]

System Metwork
Lot i i

Remote Service Session
Hijacking [2]

Software Deployment
Tools

Use Alternate
Auth

Discovery [2]

¥irtualization/Sandbox
Evasion

Network Share
Discovery [2]

System Location
Discovery

System Metwork
Connections Discovery

21

Container and
Resource Discovery

Password Policy
Discovery [2]

Cloud Service
Dashboard

Account Discovery [11]

© Fortinet Inc. All Rights Reserved.

Material [7]
Exploitation of Remote

Services [7]

Lateral Tool Transfer

Remote Services [24]

Replication Through
Removable Media [1]

Internal Spearphishing

Taint Shared Content

Data Staged [5]

Man in the Browser

Data from Removable
Media [2]

Man-in-the-Middle [7]

Data from Hetwork
Shared Drive [1]

Data from
Configuration
Repository [1]

Data from Cloud
Storage Object [3]

Data from Local System

21

Input Capture [1]

Screen Capture [1]

Data from Information

Repositories

Application Layer
Protocol [12]

Encrypted Channel

Protacol Tunneling [4]

Hon-5tandard Port [2]

Communication
Through Removable
Media

Mon-Application Layer
Protocol [5]

Traffic Signaling

Data Obfuscatian [2]

Web Service

Ingress Tool Transfer

[15]

Exfiltration Over
Physical Medium [1]

Exfiltration Over Web
Service [2]

Automated Exfiltration
i}

Exfiltration Over
Alternative Protocol

[10]

Exfiltration Over Other
Hetwork Medium

Data Transfer Size
Limits

Transfer Data to Cloud
Account [1]

Scheduled Transfer

Exfiltration Over C2
Channel [34]

Endpoint Denial of
Service [103]

Hetwork Denial of
Service [29]

Disk Wipe

Resource Hijacking

Firmware Corruption

Inhibit System
Recovery [4]

Service Stop [22]

Defacement [1]

Data Encrypted for
Impact [2]

Data Destruction [6]

Data Manipulation [20]




MITRE ATT&CK EL ¥ FRBZ ~ IX1ig

ITRE ATT&CK ¥

Initial Access IC5

2 BT

Show All ~

Execution IC5

W EEAT S UEBA

Persistence I1C5

WEISE ECMDB

=\

MITRE ATT&CK® IC5: Rule Coverage -

Privilege Escalation ICS

Evasion IC5

84 #iAll - 100% Technique Coverage

Discovery ICS

Lateral Movement IC5

5% fE28 (Enterprise & ICS)

Collection ICS

Command And Control ICS

Inhibit Response Function

Impair Process Control

Impact ICS

18

12 Tech

9

9 Tech

5

5 Tech

2

2 Tech

6

& Tech

5

5 Tech

12

& Tech

10

10 Tech

3

3 Tech

13

13 Tech

5

5 Tech

12

12 Tech

Supply Chain Compromise
1

External Remote Services

Wireless Compromise [1]

Exploit Public-Facing
Application [1]

Drive-by Compromise [1]

Remote Services [6]

Rogue Master [1]

Exploitation of Remote
Services [2]

Replication Through
Removable Media [1]

Spearphishing Attachment
1

Transient Cyber Asset [1]

Internet Accessible Device

Graphical User Interface
(L}

Madify Controller Tasking
[}

Change Operating Mode [1]

Hooking [1]

Native API [1]

Scripting [1]

Execution through API [1]

Command-Line Interface

]

User Execution [1]

Module Firmware [1]

Yalid Accounts [1]

System Firmware [1]

Project File Infection [1]

Modify Program [1]

Hooking [1]

Exploitation for Privilege
E=calation [1]

Exploitation for Evasion [1]

Change Operating Mode [1]

Spoof Reporting Message
1

Indicator Removal on Host

1

Rootkit [1]

Masquerading [1]

Hetwork Sniffing [1]

Hetwork Connection
Enumeration [1]

Remote System Information
Dizcovery [1]

Wireless Sniffing [1]

Remote System Discovery
)]

© Fortinet Inc. All Rights Reserved.

Program Download [1]

Valid Accounts [1]

Default Credentials [1]

Lateral Tool Transfer [1]

Remote Services [6]

Exploitation of Remote
Services [2]

Point & Tag Identification
01

Automated Collection [1]

Monitor Process State [1]

170 Image [1]

Screen Capture [1]

Detect Operating Mode [1]

Wireless Sniffing [1]

Data from Information
Repositories [1]

Man in the Middle [1]

Program Upload [1]

Standard Application Layer
Protocol [1]

Commonly Used Port [1]

Connection Proxy [1]

Block Reporting Message [1]

Service Stop [1]

Block Command Message [1]

Alarm Suppression [1]

Activate Firmware Update
Mode [1]

Modify Alarm Settings [1]

Manipulate 1/0 Image [1]

Denial of Service [1]

Rootkit [1]

Data Destruction [1]

Block Serial COM [1]

System Firmware [1]

Device Restart/Shutdown
1

Module Firmware [1]

Modify Parameter [1]

Spoof Reporting Meszage
)]
Unauthorized Command

Message [1]

Brute Force 170 [1]

Loss of Safety [1]

Damage to Property [1]

Loss of Protection [1]

Denial of Yiew [1]

Denial of Control [1]

Manipulation of VWiew [1]

Manipulation of Control [1]

Loss of Yiew [1]

Loss of Productivity and
Revenue [1]

Loss of Control [1]

Loss of Availability [1]

Theft of Operational
Information [1]







Monitor

Bl —

%%Eﬁl}#

mRTEE

e e
FIE=R= =T

@ ERW

=z E/gﬁﬂ"'ﬂ
R =AY

EHETT

I EESH MBI SCMDB W EFEE =TI O a5EE ® A =

‘D BEER: Last 2 Hoursy @~

¥

2 EBESHT  WIEEST i UEBA MITRE ATTECK® S198. SESM v

i= List

SEENSE

EEWHT

High Severity Inbound Permitted IPS Exploit User added to Remote Desktop User Group User added to Administrator Group VNC from Internet Network Device Hardware Critical m

192.168.22.16 Test_Lab SJ-Dev-A-Fdy-Fastlron Test_Lab

185.56.80.120 Test_Lab
82.165.133.137 Test_Lab
211.141.78.56 Test_Lab
46.174.114.209 Test_Lab

WIN2008-ADS Test_Lab
threatsocdc.threatsoc...

WIN2008-ADS Test_Lab
threatsocdc. threatsoc...

192.168.22.10 Test_Lab
82.200.196.142 Test_Lab
187.32.97.241 Test_Lab
213.41.120.34 Test_Lab
14.102.50.227 Test_Lab
91 1R7 100 204  Test Iab

Test_Lab Test_Lab

SRENIH - &k BREX / EREY

threatsocdc.threatsoc.com FGT51E
Test_Lab Demo_Lab Test_Lab

© Account Locked: Network Device

192.168.22.10 192.168.22.16

WIN2008-ADS

& Windows Server 2008 Test_Lab

o es s sens

© Inbound cleartext password usag

© VNC from Internet

Test_Lab

© User added to Remote Deskto, © High Severity Inbound Permitted

© User added to Administrator
© Windows: Active Directory Us 9

© User added to Remote Deskto
© User added to Administrator

© Domain Controller User or Gri

© Missing specific performance met

36 34 © OT Permited Traffic not from Pur 8

© Multiple Logon Failures: Dom
© Windows Groups Changed

© Domain Controller User or Gr

© Windows: User Added to Local




lEHES_ : EERE (RE—H Monitor
RER Wit TRAE—BER

Demo Dashboard~ $¢ Demo X &k X

n ==, A All Severities ~ All Organizations ~ 2EfrE v Table View ~ o 35~ 1/1 16

Perf Sec
Status - Status

Avail

Status CPU Util Mem Util Disk Util

Maini : Device Type Organization Packet Loss - Uptime Uptime %

Microsoft Windows
W2K8R2SVREN .1.200.181 SE_Lab 115 d 100%
Server 2008 R2 —a U

w2k12r2svrtw- Microsoft Windows
dc.se_lab.ftnt.com... R Server 2012 R2 2B L ez e

Fortinet
FMG-VM64_v7 10.1.200.2 ortine g 69 days
FortiManager

VW64GB 10.1.200.200 VMware ESXi Server | 115 days
LAB-1500D 10.1.200.254 Fortinet FortiOS _ 5 days
ERS3510GT 10.1.210.35 Avaya ERS . 10 days
3550-Desktop 10.1.215.87 Cisco 10S 401 days
Paul-Desktop-2960 10.1.215.97 Cisco 10S 10 hours
LAB_Switch_01 172.16.101.1 Fortinet FortiSwitch o 477 days
Video_Room_01 172.16.101.11 Fortinet FortiSwitch . 477 days
Rack_F_to_ A 172.16.101.2 Fortinet FortiSwitch | 477 days
Rack F to B 172.16.101. Fortinet FortiSwitch . 477 days
LAB_Switch_02 172.16.101. Fortinet FortiSwitch | 477 days
LAB_Switch_03 172.16.101. Fortinet FortiSwitch . 477 days
Rack_F_to_D 172.16.101. Fortinet FortiSwitch | 477 days

Rack F to_|I 172.16.101. Fortinet FortiSwitch . 111 days




fE H&p Il — & Monitor

RETESH (Global) - § FHKEE X ERA AR X RELEHEEEE X RS X NetFlow/sFlow X Identity & Location X

+ Y R B & & & W

B K ot S U 53 A 573 K s AT = o3 x KRR SR =

Last 1 hour@14:59 Last 1 hour@14:59 Last 1 hour@14:59
COUNT(Matched Events) 4

50

(41%)10.1.2...:11545

New Sessions/Sec

(41%)10.1.2...:11675

(3%)10.1.200.2.:91
(3%)10.1.200.2...:91
(2%)10.1.200.2...:59

3 74
(2%)10.1.200.2...:59 : : T~

(2%)10.1.200.2...:51 N ; 0 T T T T ]
y 2 . Dec 14th, 2022 14:00 14:15 14:30 14:45 14:59

M LAB-1500D,10.1.200.254 M FGVM04TM22004180,10.1.225....

573 K it 2R A B 2% 3 A B3 Kot H 3t B R TR 3 T A (B PSP )

Last 1 hour@14:59 Last 1 hour@14:59 Last 1 hour@14:59

Netherlands
GIGA-BYTE
United States 1ent purposes only nt purposes only F eve

Russian Federation

Canada Apple

Taiwan

China

Japan

Singapore
VMware
Germany

Copyright © 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637




fE HH &6 411 7Y

TEIEEA (Global) ~ & [k X EREESASE X

Monitor

IR {EHIEE I E X fHiEzE X NetFlow/sFlow X Identity & Location X

+ 7Y

o B & &

BHE A A A3 T AT B S x

Last 1 hour@18:14

QRS ES R A & 504 (CPU Util)

Last 1 hour@18:14

_ LAST(CPU

Reporting IP util) Trend

15.0Mbps —

172.16.0.4 63%
10.0Mbps — 172.16.101.6 44%

172.16.101.5 36%

//—\ 172.16.101.9 34%
_—ﬂ"-‘-_-'__.-—-‘-h‘-‘-"‘—— -
‘_._,_.—'—F"'-F'-_ -

— 192.168.19.1 34%
T T T T T T T T T T T 1
Dec 15th, 2022 17:15 17:20 17:25 17:30 17:35 17:40 17:45 17:50 17:55 18:00 18:10 1814

M 172.16.101.4,G1K5D3114803552 (primary),G1K5D3114803552 M 172.16.101.4,port24(primary), port24

M 172.16.101.2,G1K5D3114803552(primary),G1K5D3114803552 I 172.16.101.2,port24(primary),port24

M 172.16.101.5,__ FoRtI1LiNkO__(primary),_ FoRtI1LiNk0O__ 172.16.101.5,port52(primary),port52

W 172.16.101.2,port 14(primary),port14 172.16.101.6,__ FoRtI1LiNk0__(primary), FoRtI1LiNkO__
172.16.101.6,port52(primary),port52 M 172.16.101.4,port18(primary),port18

LAST (Total Bit Rate)

5.0Mbps —

172.16.101.1

L16.101.11

R A IES T AN RS x

Last 1 hour@18:15

PSS R =i MAX(Memory ... x

Last 1 hour@18:14

ve Time Reporting Device Reporting IP Source IP Status MAX(Memory Trend

Reporting IP

util)

05:59:32 PM
05:59:31 PM
05:59:24 PM
05:58:32 PM
05:57:57 PM

05:54:37 PM

Video_Room_01
Video_Room_01
Video_Room_01
Video_Room_01
Video_Room_01

Video_Room_01

172.16.101.11
172.16.101.11
172.16.101.11
172.16.101.11
172.16.101.11

172.16.101.11

Copyright © 2022 Fortinet, Inc. All rights reserved.

10.1.210.100
10.1.210.100
10.1.210.100
10.1.210.100
10.1.210.100

10.1.210.100

Organization: Super

User: admin

failed
failed
failed
success
success

success

Scope: Global

10.1.210.35

172.16.101.11

172.16.0.4

172.16.101.1

172.16.101.6

172.16.101.5

a7 EQW
:'Jng.':‘

70.74%

1%

50.11%

48.95%

48.85%

FortiSIEM 6.6.2.1637




fE A &6 41

IEVERTEAE (Global) - 1 [k X @EEESAE X

+ Y

LB gst (HBLHN)

Last 8 hours@15:09

Event Name

. AEE BD

FREL (AR fE X

Firewall Action

fEhkas X

NetFlow/sFlow X

Rule Name

Identity & Location X

COUNT (Matchet
Events)

FortiEDR blocked inconclusive file

FortiEDR blocked suspicious file
FortiEDR-Security-PUP-Logged

FortiEDR blocked malicious file

FortiEDR blocked suspicious file
FortiEDR-Security-FortiEDR-Syslog-message-FortiEDR-Sy...
FortiEDR blocked malicious file

FortiEDR-Security-PUP-Blocked

EnrtiENR hlaclad cucniciauc fila

Blocked (Simulation)
Blocked (Simulation)
Logged

Blocked (Simulation)

Blocked

FortiEDR Syslog message

Blocked (Simulation)

Blocked (Simulation)

Bloclkad

Dynamic Code - Malicious Runtim...

Dynamic Code - Malicious Runtim...

Unconfirmed File Detected

Malicious File Detected

Dynamic Code - Malicious Runtim...

Unconfirmed Executable - Execut...

Malicious File Detected

Cucnicioauc Annlicatinn - Cannacti

9216

5056

BB AIMNRIPEEET

Last 8 hours@15:09

oses only For developmer

For dev

oGeogle

Monitor

o - & &

For OC'\.’CKE:( |

ses only

-+

#hEEFE) ©@2022 Coogle, TMap Mobility | {8 5

HISEHE FHRE A Suat x

Last 8 hours@15:09

EREESET (HKE)

Last B hours@15:09

RUEE FIPET TR

Last 1 hour@15:09

COUNT(Matched Events)

COUNT(Matched Events) COUNT (Matchet

File Name Events)

Source IP

192.168.1.155 (84%)Dynamic Code -

Malicious Run...: 1840

avp.exe

10.1.1.8 Advanced IP Address ...

Suspicious,avp...:5056

10.1.1.8 Advanced Port Scann...

Inconclusive,a...:9216

10.1.1.8 TreeSize Professional...

10.1.1.8 keygen.exe

Suspicious,Fake...:256
PUP, TreeSize Pr...:640

192.168.1.69 Fake Minecraft Instal...

PUP,Advanced I...:512
PUF,Flatmii_v1

Ma_di_z_.._ A A

Copyright © 2022 Fortinet, Inc. All rights reserved.

192.168.1.155

Flatmii_v1.5.exe

Organization: Super User: admin

Scope: Global

(8%)Malicious File De
tected:168
(7%)Unconfirmed File

FortiSIEM 6.6.2.1637




fE HeEp 7

REVEHA (Global) - § kB X 4ERETAEE X
+ Y

Windows 2 CPURRE 1T ((F391H)

Last 1 hour@15:10

3.50%

3%

AVG(CPU Util)

Dec 14th, 2022 14:11

M 10.1.200.181, TrustedInstaller.exe, Trustedinstaller.exe
M 10.1.200.181,Microsoft DNS,dns_exe

M 10.1.200.181,Windows Explorer Browser,explorer.exe
M 10.1.200.181,Windows DHCP Server,svchost.exe

M 10.1.200.181,Windows DHCF Client,svchost.exe

14:16 1421 14:26 1431

Windows & A a0 8%

Last 1 hour@15:10

Event Receive Time Server

AfE e B

IR fE X

x

{EiREE X NetFlow/sFlow X Identity & Location X

. T T 1
14:41 14:46 14:51 14:56 15:01 15:06 15:10

M 10.1.200.181,svchost.exe-k LocalServiceNetworkRestricted,svchost.exe
M 10.1.200.181, Microsoft Network Services,svchost.exe
M 10.1.200.181,mmc.exe,mmc.exe

10.1.200.181,Windows Management Interface (WMI) Service, WmiPrvSE.exe
M 10.1.200.181,svchost.exe-k LocalSystemNetworkRestricted,svehost.exe

Windowsf% 2% Bl 8%

Last 1 hour@15:10

Event Receive Time Server User

+ 59 7

Monitor

B B L & @

Windows f2:ECiRME R AR (KfH) *

Last 1 hour@15:10
10.1.1.41,Microsoft Netw...
172.16.10.28,Microsoft N...
10.1.200.181, TrustedInst...
10.1.1.33,svchost.exe,sv...
172.16.10.9,svchost.exe, ...
10.1.200.181,svchost.ex...
10.1.1.41,Windows Servi...
172.16.10.28, Windows 5...
10.1.1.41,MS Exchange E...

172.16.10.28,MS Exchang...

T
%

0

Action File Name

Dec 14 2022, 02:34:27 PM W2K8R2SVRTW

Dec 14 2022, 02:34:27 PM W2ZKBR2SVREN

Dec 14 2022, 02:34:27 PM jim W2KBR2SVRTW

Dec 14 2022, 02:34:26 PM kevin W2K8R2SVREN

Dec 14 2022, 02:34:26 PM vincent W2K8R2SVREN

Dec 14 2022, 02:34:26 PM vincent W2ZKBR2SVREN
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