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NetApp No.1 in Taiwan in 2021
#1 in CY2021 whole year & Q4

« NetApp is #1 in 2021 with 33.6% market

OPEN NETWORKED AFA
share in Open Networked. 90.3% Y/Y growth CY2021 CY2021
compare to 2020, outpacing market growth of Ranking m Ranking m
37.1% NetApp 33.6% NetApp 39.8%
Dell
HPE
+ NetApp is #1 in 2021 with 39.8% market 0

share in AFA. 95.9% Y/Y growth compare to | Hitachi
2020, outpacing market growth of 36.7%

OPEN NETWORKED AFA
* In CY2021 Q4, NetApp continue to be the top _ CY2021.Q4 _ CY2021Q4
storage vendor with the #1 position in Open AL % Ranking -if?
Networked with market share of 30.6% and De” oo i A

#1 position in AFA with market share of HPE

32.6% | Fitachi

P NetApp 5 ©2020 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL — Source: IDC Worldwide Quarterly Enterprise Storage Systems Tracker
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2022
including statistics about application and data availability. IDC has reviewed NetApp ONTAP system
availability statistics between January 2019 and December 2021, noting that the data indicates a
minimum , availability across over 100,000 controller pairs running ONTAP 9 software.
This populatiomrinciades NetApp AFF80x0 and AFF A-Series systems as well as FAS25xx, FAS26xx,
FAS27xx, FAS8xx0, FAS9000, and FAS500f systems. Clearly, NetApp can deliver "six-nines plus"
availability and has done so consistently in mixed enterprise workload environments that include both
block- and file-based applications.

White Paper

Meeting the High Availability Requirements in Digitally
Transformed Enterprises

Sponsored by: NetApp

Eric Burgener
March 2022

|
Enterprises) - S #F4R5k US48442021 - 2022 £ 3 A

[IDCl&=

White Paper

2020

statlstlcs about application and data availability. IDC has reviewed NetApp ONTAP system availability
= s-for the period from June 2019 to December 2019, noting that the data indicates a minimum of
%% availability across the tens of thousands of controller pairs running ONTAP 9 software.
Thispopulation includes NetApp AFF80X0 and AFF A-Series systems as well as FAS25xx, FAS26xx,
FAS27xx, FAS8xx0 arrays, and all FAS9000 systems. Clearly, NetApp can deliver "six-nines plus"
availability in mixed enterprise workload environments for both block- and file-based applications.

L

Evolving Availability Requirements Demand More Than Just a
Resilient Storage Infrastructure

Sponsored by: NetApp

Eric Burgener
February 2020

Resilient Storage Infrastructure ) - XX #R5% US46076020 - 2020 &£ 2 B

IDC FEHR 2019 F 1 AE 20215 12 HHEETH NetApp ONTAP %GR 0] AT ER

ZUEFE'N - IRONTAP 9 %MAIANT LB ZEHlzd - RS 99.9999%

135 NetApp AFF80x0 ] AFF A 251 %45 LUK FAS25xx + FAS26xx * FAS27xx * FAS8xx0 * FAS9000 1 FAS500f %4 - #&3f1Eblock and file-basedHiR & (2 & &l o By Ol HE B A0 276 189" A0 B F 14
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What is CSfC?
- BAEBIEIXZ2/F (NSA) AERNRKELZEETE - CSfC 24
BRFABZ B RAERE D
+ CSfC RSl IT EmEdmE s = KAl EEIIE TR ELK
B EERORTT R RIS L K
* NSA BREEELERE S EZE BIEMNEA KRB ERACAR
CSfC Bre R FRRRTT

NIAP

National Information Assurance Partnership

Protection Profiles Resources

- oo Compla Ust »» Complant Product
Compliant Product - NetApp Storage Encryption (NSE) running ONTAP 9.7P13

Certificate Dawe, <o 0000

7][] TR B T
TT) Waa AT
Validation Report Number: CCEVS.VRVID11174.2021

Product Type: Encrypied Siocage

Conformance Claim: Protection Profie Compliant

PP identifier: collaborative Protection Profle for Full Deve Encryption - Authorzation Acquisition Viersion 2.0 + Errata 20190201

CC Testing Lab: Lewdos Common Crteria Testing Laboratory

M NetApp
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NIAP

National Information Assurance Partnership

Protection Profiles Rescurces

es Complant Product

Compliant Product - NetApp Volume Encryption (NVE) Appliances running ONTAP 9.7P13 7][] 4'2\ m\ﬁ E%'f

Certificate Dme. 2270000

Validation Report Number: CCEVS-VR-VID11175-2021
Product Type: Encrypied Storage

Conformance Claim: Protection Profile Compliant

PP identifier: collaboratve Protection Profle for Full Drive Encryption - Authorization Acquistion Version 2.0 + Errata 20190201
collaborative Protecton Profie for Full Drive Encryption - Encrypticn Engine Vieesion 2.0 « Errata 20190201

CC Testing Lab: Lewdos Common Criteria Testing Laboratiory




&, Cloud Insights
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IDC Report : SSD &k &i#&mE , HDD FAREMNZERSERE , INABE SAS FERERIBBR

Solutions  Analysts Events Blog AboutIDC ContactUs mylDC _

— 14 Jun 2021
IDC Forecasts Solid Growth for the Hard Disk Drive and Solid
3 State Drive Markets to Meet Increasing Demand for Data Storage
Capacity
Contact NEEDHAM, Mass., June 14, 2021 - International Data Corporation (IDC) recently published new forecasts for the worldwide hard disk
For more information, contact: drive (HDD) and solid state drive (SSD) markets. While both markets were affected the COVID-19 pandemic, the outlook looks good as

demand for storage remains strong in multiple areas.

Michael Shirer
press@idc.com Worldwide HDD industry petabyte shipments are expected to see a compound annual growth rate (CAGR) of 18.5% over the 2020-2025

508-935-4200 forecast period and average capacity per drive is forecast to increase at a five-year CAGR of 25.5%.

"While the client HDD market continues a long-term secular decline due to rising SSD attach rates, the COVID-19 pandemic has over the
Jeff Janukowicz

jjanukowicz@idc.com
908-329-5609

near term increased the demand for certain types of HDDs, particularly mobile HDDs as well as capacity-optimized HDDs," said Edward

Burns, research director, Hard Disk Drive and Storage Technologies at IDC. "And the demand for storage capacity continues to grow at a
steady pace as the world creates and stores more and more data."

Edward Burns The COVID-19 pandemic impacted the various segments of the HDD market - enterprise storage systems, personal computers (PCs),
eburns@idc.com

508-872-8200

personal and entry-level storage (PELS) devices, video surveillance systems, and consumer electronics products - in different ways.

Key trends in the worldwide HDD market include:

ITENRES:


https://www.idc.com/getdoc.jsp?containerId=prUS47975921

Gartner Report : 2026 ¢ SSD K AE 35% , AZE HOD 155K 96 9% Corner

hFERARRFEEFHSERR N SUEENSSD Kk KA EHINL-SAS

Gartner: Enterprise SSDs will hit 35% Gartner: Flash array revenue to

f HDD/SSD exabytes shipped b
3026 /SSD exabytes shipped by overtake HDD

By Chris Mellor - May 16, 2022

cooo 0000

In four years’ time over 95 percent of shipped hard disk drives will be high-capacity
nearline 3.5-inch drives, and SSDs will outstrip the “other disk drive” categories, According to Gartner, all-flash-array revenues

including "Zteb°°k' desktop PC, external, and mission-critical 10K rpm 2.5-inch revenue next year and grow to 55 percent of all external storage revenues in 2026.
enterprise drives.

High-Capacity / Nearline HDD Capacity Shipped; % of Total HDD

Capacit
HDD and SSD Capacity Shipped (Exabytes); SSDs % of Total - s Capacity Shipped (Exabyte’s)) y = % of Total HDD Capacty —_—
ws HDDS SSDs <+ 2 SSD % of Total ¥ .
5,000 35%
3,000
4200 ."'O 30% 90% 100%
4,000 N ” 85% .
o 22500 79% £
3,500 ik 25% w 80% 8
ee® O i E ° 8
" 3,000 O...O...-Q' 20% £ 2,000 =
@ 2,500 - B = 60% 2
B - 15% o 2 5
2,000 O.- oo >1500 5
. [ o 36%
1,500 g 40%
o ® 10 & 1,000 3
1,000 -
ol B N = ] =
0,
v ~ oo} D o - w w w w w M - . . 9,
S 3 & § § § 8 I 8 8§ . 0%
& « « Q « S S S S S 2017 2018 2019 2020 2021 2022E 2023E 2024E 2025E 2026E

Source: Gartner; TrendFocus; Wells Fargo Securities, LLC .
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AFF A-Series

v

5-10ms latency, $

Ml NetApp 11 ©2023 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —

Sub-ms latency, $$$
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KAERY ZE

» Qutstanding price/performance <+« Ransomware protection

» Leading raw-to-effective data » Business continuity, disaster
efficiency recovery

« Tier to hybrid flash or cloud » Application-integrated backup

 Better energy efficiency and recovery

= == 5 43

CIE = EASRIE S

+ Entry capacity aligned with + Disaster recovery to cloud
needs  Back up to cloud

« Clustered scalability * Tier to cloud

» Connect to performance flash
or hybrid flash

NetApp® AFF C-Series
HIGH-CAPACITY ALL-FLASH STORAGE SYSTEMS

The product images shown may represent the range of products or be for illustration

purposes only. They may not be an exact representation of the product.
M NetApp 13 ©2023 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —
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Power and cabinet saving - A250 vs. FAS8300

ALL Flashii§ A iafe & i HE

*Average price of high-voltage industrial electricity: 3.1039 NTD per kWh; carbon
dioxide emissions: 0.509 kgCO2e/kWh (Taiwan Ministry of Economic Affairs
Bureau of Energy's 108 Annual Electricity Carbon Emission Coefficient)

VIES A A250 FAS 8300
Configuration 3.84 TB NVME SSD *24 1.8 TB SAS *168
Capacity 210 TiB 214 TiB

Power (W) 554 1,849

Power consumption 4,855 kwh/yr

16,210 kwh/yr

Air-condition 1,888 BTU/hr 9,449 BTU/hr
consumption
Cabinet space 2U 18U

Power Savings

11,355 (kwh/y)

Carbon Reductions

5780 kgCO2e/yr

Electricity Bill Savings

$35,245 NTD/yr

AE * =M -

& N —BEEE - &

M NetApp
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NFS,CIFS, FCP, iSCSI, S3
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A] 4% _E & Cloud Volumes
‘Tj‘ TWE ONTAP
REINEMEE Q—]

2F75FAFF £R7FAFF SE2SSD/NL-SA
e ZXEMISDINL-SAS ONTAP Select
Qiﬂb =
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Cluster up to 24 nodes

AFF A-Series AFF C-Series AFF C-Series FAS systems
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FabricPool

Performance Tier

HA PAIR

—
100TB
Capacity headroom

Active data
Snapshot™ copies
Inactive data

M NetApp

Performance Tier

HA PAIR

—
20~40TB

amazon | §3

Microsoft Azure

& mom.
60 ~ 80TE

NetAppES MR ZE RIS ARl G E &S
o] LIEF T FCP,iSCSI, NFS,CIFS %€
ERZMRERETAFEENE
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NetApp Efficiency Guarantee Program
FARAMNZEBUERRE - REEFERMIERCES N

ERFRETEBUERE « EHREIFEEIUER  BESEEMEL
« MERSEXERZITHNIEARS Tz%ﬁ%%]‘ﬁﬁ’]?ﬂ?ﬁﬁé - BRESMEERMEZNGTAR
- Virtual Servers {R:&3:1, VDI (Full Clone) 1R 8 » —BXRERERER180KA - 2 LHH

%@NetApp@)Snapshot g IBHEX )(Q?{%Eg o FMERAMME | REZBWURFRELEMELEME -
Ao B PRI(100%)

AFF *+ ASA* + FAS500f + ONTAP® Select (SSD) + SolidFire®

* AFF = All Flash FAS
ASA = All SAN Array

M NetApp © 2021 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —
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ONTAP 9.10.1 Anti-Ransomware

g\ -

Ml NetApp 20 ©2020 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —
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.2+ Wana DecryptOr 2.0

Payment will be raised on

511512017 11:23:24

Time Left

Your files will be lost on

5/19/2017 11:23:24

Time Left

How to buy bitc

Contact Us

=3
Ooops, your files have been encrypted!

,

What Happened to My Computer? i
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt=.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

m

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

MAOAET Lo AN T e b

TVl d cee

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgw519p7AABisjré SMw

bitcoin
ACCEPTED HERE

© 2021 NetApp, Inc. All rights reserved.



Ransomware as a Service
Example: Karmen

@& Dashboard

Dashboard statistics Overview

s

® Updates O Infos

© Current version m
© Price to unlock 1.2683 BTC

© Don'tior get update you key!

© Contact jabber devbitox@sj.ms

© Contact Telegram

506000

Ml NetApp 23 ©2021 NetApp, Inc. All rights reserved.



NetApp Solution for Ransomware o B 2 R R (P

Overview Snapshot Copies SnapMirror (Local or R

ONTAP Anti-ransomware

fEFREBEAERE

<+ Add
*  ONTAP 9.10.1 On-Box Anti-Ransomware

- REIXBERBLHE

« Volume £—ERIBEBEERSE
« 7 X 30 REREBBE

- HEELZHPEERS

Name

Anti_ransomware_backup.2021-1 1-18-150%

hourly.2021-11-18_1505

IRattE==515%

Suspected File Types

An tl- ransomware You can mark the suspected file types as false positive or potential ransomware attack. The system will make
necessary adjustments to the way it detects abnormal activity in the future.

STATUS

() Enabled in learning mode

Started Tirme! 16 Sep 2021 6:51:PM

Q Search ¥ Filter

o The systern has been auto-learning the workload characteristics of — -
FILES (SHOWING A MAXIMUM OF 20 FILES,

v Alearning period of 7o 30 days is recommended, Top_Dir_1/Sub_Dir_11/test_file_8335.5.png.\ckd
/Top_Dir_1/Sub_Dir_11/test_file_27373.5.htmLIckd b
Top_Dir_1/Sub_Dir_11/test_file_27373.5.mp4.lckd
Top_Dir_1/Sub_Dir_11/test_file_27373.5.doc.Ickd
Top_Dir_1/Sub_Dir_11/test_file_27373.5.gif.Ickd
Top_Dir_1/Sub_Dir_11/test_file_103.2.jpg.ickd
sWitCh to actiVE mo dE Top_Dir_1/Sub_Dir_11/test_file_103.2.doc.lckd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.htmlIckd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.mp4.Ickd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.doc.lckd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.gif.\ckd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.xyz.Ickd

» Yfou can switch from "learning” to "active” mode at any time.
v Switching sarly might lead to too many false positive results,

Ml NetApp 24 ©2022 NetApp, Inc. All rights reserved.




Demo - Anti-Ransomware

I. Z7/5/{€/H ONTAP 9.10 on-box Anti-Ransomware
Bl ERE EFEH BHEREEREER FEGHETEE

PA&k\

FINetApp 2 ©2021 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —
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SnapMirror Business Continuity & MetroCluster
RPO=0 to, RTO= Zero

SnapMirror® NetApp® _
Business Continuity MetroCluster
Part of data protection and All-flash premium Site Level protection

bundle

ONTAP 9.8 — Public Preview
Workload Level protection
SAN Only

Multiple workloads can be protected
Dedicated Network Fabric

IP and FC variant
TR 4592 — Oracle on Metrocluster

SPD-1039-2 Disaster Recovery and Business Continuity for Enterprise Applications
BRK-1067-2 NetApp Business continuity solutions (MetroCluster )

FbNetApp
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SnapCenter Overview

"%

M NetApp © 2021 NetApp, Inc. All rights reserved. --- NETAPP CONFIDENTIAL ---



SnapCenter — Supported Plugins

Filesystems, Hypervisors, Databases and Storage Systems

: Microsoft® o
schonge P {lsever  Oace FTIIANA

mEl windows
Il server

vmware
. mongol5. % MHS& PL

El - —
]
 ONTAP | ONTAP ONTAP

M NetApp © 2021 NetApp, Inc. All rights reserved. --- NETAPP CONFIDENTIAL ---



SnapCenter Dashboard — Monitoring workflows from a single screen

Get Started

Status

a8 Dashboard
Resources
Monitor
Reports
Hosts
Storage Systems
Settings

Alerts

M NetApp

RECENT JOB ACTIVITIES €
+" Clone Completed [Job ID: 719]
stdIn-plugin-01.chandomoO1....

+ Backup Completed [Job ID: 717]
stdin-plugin-01.chandom01....

+" Backup Completed [Job ID: 714 ]
stdIn-plugin-01.chandomoO1....

+ Clone Completed [Job ID: 702 ]
stdIn-plugin-01.chandomoO1....

+ Backup Completed [Job ID: 696 ]
stdIn-plugin-01.chandomoO1....

»*  Backup Failed [Job ID: 688 ]
SC-SERVERO1.CHANDOMO1....

2 min ago
19hago
20hago
21 hago
21hago

1dago

Last 30days ~

See All
Jjoss @
Backup R e
68%
Completed
® Failed: 10 Warning: 4
®Running: 0

CONFIGURATION @

E 3 Hosts
o1

Completed: 30

LATEST PROTECTION SUMMARY €

ALERTS €
@ 2 Critical 5 Warning
rd Expired 1dago
Supported version of Linux operating s.. 1dago
© Plug-in Loader (SPL) service for Linux e 1dago
Supported version of Microsoft SQL Se... 1dago
© SnapCenter Plug-in for Microsoft SQLS.. 1dago
Insufficient free disk space on the Sna... 1dago
Insufficient free disk space on the Linu... 1dago
See A
STORAGE @
40.21 68 41.06G8
5 Primary Snapshots 2 SnapMirrors
GB
80
60
40 .

® Primary Snapshots

€ 4 svms

Last 90 Days

Last refreshed: 05/09/2019 09:05 PM

All Plug-ins ~

Secondary
Brimary SnapVault
26% 100%
Successfu Successfu [%
FEntitles =Entities

® Failed: 26
Successful: 27

18.01c8
2 SnapVaults

Secondary Snapshots

LICENSED CAPACITY €@

Standard trial

0TB
In Use

® Not configured: 27

Not initiated: 25 ® Failed: 0 ® Not configured: 0 ® Successful: 27

3.97 x

Storage Savings

46.57 GB
Clone Savings

® 19257 GB
Snapshot Savings

® 80.43GB
Storage Consumed

Primary Storage

Notify at 90%
v

100TB
Licensed

© 2021 NetApp, Inc. All rights reserved. --- NETAPP CONFIDENTIAL ---



Demo - SnapCetner

%38 SnapCenter

BlfEFrEEREEIES(DBA) t’ZH LRI R IR B E

A # {89 SnapCenter
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"'4-‘~‘ ud v x “ M x +

< e ® Not secure demous.tivdemonetapp.com nuy'e ain/working-environments?siTenantid sworkspace-AuUWQWTXL Q w o

Compliance Replication Status Backup & Restore

Create Cloud Volumes ONTAP A Discover
Working Environments

~, <0.01 031718

-~ <0.01 e 031

~

n je Type here to search

Pl NetApp 35 ©2020 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



CVO RBINEH - 8 ooxx KE

Why buy? EinRZithE N - RIFITHEMN R4
BIEEZREZIZO %% RTO/RPO B O] A
Recovery Data on Demand B BiE[R

Why now? e AR - ZHIBER - ERPOEHZEEAE
%”fﬂqﬂ/D\EEF'aﬁKE HETHIRE BT REERE

FEREmBENITONAEEER

Why NetApp? FIF ONTAP EE B4

HERPLEFENEREL Z2E DR
%48 NetApp SnapMirror % fili 4
NetApp RME—RBEEHE

B EET - S LS ERER
4TB LT R, TRERBUER

 EBHMARME - ZECAASE

ERSEERIDE

RRZEMAZRTRR - DXER - REFEEEESHR

M NetApp 36
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@Microsoft Azure

Cloud Volumes

ONTAP Blob /

On-Premises
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ZBNetApp SnapMirror [E2 2 EIxAICVO

o A ABEIETEBEN, Ao i§ENEREHEER
EnRiE T 2R AINIERE
XGHE . BRZS, AWMARREERS
EimE& A EAEARE—E CVO
HR1%361E A Node License
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Time is Money

- BOERE - EHERBSERE
FEER : BEEBERRLEARE, FAIRERER
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© Potential Attacks (4)

Potential Attacks Detected 4 Status User Evidence

Ransomware Attack 10days ago New 2 Kristjan Egilsson >700 Files Encrypted
- BRmBEIRER - SBEFIREERAGER - BUSEZF R S

Ransomware Attack 12daysago InProgress /7 Armann Carlsonson >700 Files Encrypted
Jul 9, 2020 8:29 AM
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Ransomware Attack 15daysago InProgress /' Keeley Landry >1500 Files Encrypted
Jul 6, 2020 2:55 PM
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