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_ Phishing & Lateral Data Exfiltration
Reconnaissance zero day attack Back door movement gathering i B R A =X AT
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*Trustwave Holdings, Inc. "2016 Trustwave Global Security Report.” 2016. Accessed April 5, 2017.
**\/erizon. "2016 Data Breach Investivation Report." 2016. Accessed April 5, 2017.

Confidential and Proprietary. For Internal Use Only. © 2015 Gigamon. All rights reserved.



http://go.trustwave.com/URzU0DM0lF0Rqs03gc000Zc
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
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Machine to
Machine

6.7 ns available to
@ process a network
packet on a 100Gb link

Internet i
of Things dsi= _ 4.7ZB of global data
Data Center “E=m center traffic in 2016*
Emergence transition to v -
of Big Data 40-100Gb / 1.7PB of M2M
Security Tool traffic in 2017**
P

Time
*Cisco Global Cloud Index 2016.
**Statista Global machine-to-machine (M2M) data traffic from 2014 to 2019 (in petabytes per month)
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>80% ©2019F B RN S IE1B1E80%?

@) 80% ssiimmnEissEazRmmnERE R EEs0%?

T

YD 33% tmMawareRERMES S

@ SSLREM O RIEFEKEFFAEREMIZINEZ (Internet servers, Cloud services)

1 Source: Gartner “Predicts 2017: Network and Gateway Security”, December 13 2016.
2 Source: SSL Performance Problems, NSS Labs
3 Source: 2016 Trustwave Global Security Report
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GARTNER 121 ADAPTIVE SECURITY ARCHITECTURE EjEe E L2248

the core

Twelve Security Capabilities of the Gartner Adaptive (@) fepax
Security Architecture Boiicy

= Adjust Implement
Predict 1 felea e \ Prevent

Risk-Prioritized Harden Systems
Exposure Assessment H
Anticipate Threats/ Isolate Systems
Attacks Continuous

Baseline Systems and Visibility and Prevent Attacks
Security Posture Adjust Verification Monitor
Posture adti Posture

Systems
System activity
Payload
Network

Compliance

Gartner.

*Source: Gartner Data Center Infrastructure Operations and Management Conference, December 2016
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GigaSECURE® /B %

Legacy Approach Without Gigamon With Gigamon Security Delivery Platform

Security Tool ~ Security Tool  Security Tool  Security Tool Security Tool  Security Tool  Security Tool  Security Tool

Relevant
Traffic
Relevant

Traffic

Irrelevant
Traffic

Enterprise LAN Enterprise LAN
- RRFEREESRL ZFNTE - BB EEEEAEH v ZEMAVEN SR BIEE v KIBiRF BELZREMEE
o AR RS RS ¢V IBEEENBEARELRE
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Network Transformation through
Software-Defined Visibility

Traditional IT network Architecture SDDC Datacenter Architecture

— Gigamon

a8 i

REST APIs

O HAPIB BN EFEREZEMAutomation

Multi-tiered
security appliances
(inline or out-of-band)

GigaVUE-FM

AHIGigamon A5 &% [ B2 5
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@ '::I|'5'¢l;|c;f €orero ‘ ) S & CyKickLabs Q;YDH ORT. DAM?ALLA datiphy
Gigazon" gg “@ExtraHop OFireEye = Flowmon @ FLow [YForcePOINT >~ Fore
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NETFORY .d‘“ NexDefense niara  Niksun Cp Phantom® & pindrop .&_ PROTECTWISE" & REDSEAL

REDSHIFT Reservoirlabs RSA d&seceon @ SentryWire zzsolebit 'S‘p“”ﬂ;NTj Splunkb @ steaithsecurity
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Use Case : In-Line Bypass & # & Z W BE
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heartbeats

1E, RA A=

BZ U B RO R

BMIFAEIRR M E

TR EZREIED, WNFIN/AZERE
f, RAFHAR, W AR EHEEENF

225 B Inline, =3 Out-of-Band, Flow-based
=21 GigaSECURE® & —322018
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Use Case : 4gNetflow/IPFIX & Metadata 2

ROUTER/SWITCHE A EAX RARIEZEEHNNETFLOWA R - I [&iFEH H 2 ZE A RINETFLOW V5/VI K
IPFIXB W/ TEEHE

Without Gigamon With Gigamon
Production Network Tools and Analytics Production Network Tools and Analytics
- sgpieain

NetFIow 118, oJigss SR IE” pyIRAl:

EEEHEEJZ ZEHZHANetflow 217 - HEEBVEMREHEIER
Router/SwitcheszE 4 K ZNetFlow#o §% 15 58 58 5 18 & 2T ERBHE—TFEEEHN

o Tﬂx(Samplmg) HINetFlow#C i ZomE EZ 2T 1E . a=EAKENetflowny&E Bl ol3ER 254 (End-to-End)

« BB4rRouter/Switch R~z ENetFlow EZPE - BUHEERC&CT EIL B ERIT A

- fEANetflow#t st T EWAH R R = E D Netflowf )5 Z2 = « BIERSIEMMZ=iNetFlow#i st L BI9BESEE 2
AL FBBAR R - HEAES % 0] [B) 5 8 ) 6 & A B NetFlow v5/VI/IPFIXZEUL /D #7585

« OJEEZRMetadataERMESIEM T LEIERIZEE R
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NetFlow / IPFIX
E Generation

Netflow / IPFIX/JIMetadata & F-

HTTP Response Codes DNS Discovery*
Informational C&C
?Z;iiéitlon 4 04 302
i Redirect

Client Error
Server Error PAGE NOT FOUND

KREHTTP{T AT 2IRDDOSH E LK A SR A8 Ik 3 14
%ﬁA'TR ﬁﬂ/ Bots

HTTPS Certificate Anomalies* Mapping User, Hostname & IP Address*

DNS transactions o] %17
EEREI A AC&CEHIN
= ﬂffﬁ el =i

g et netesnts Vi \;I;).’I. HTTPS CertlflcateS __l' Flzzﬁ H Kejber(?S Aty nJ—.ELEl
N:”:.:::mmfwﬁ.‘ ?é EEE r==h /}%\ FIJ-.E 1%}5@ Metadata DHCPEE%% J//{ ﬁﬁﬂiﬂﬁﬁ /nlj-:l%
et ton At ot bt o “ *ﬁ} IP (hostname and | P)
Vel fromn 25/04/2007 te 257AT2008 acnine
Pt i s s EA R {F 7O
=]
* Planned Any forward-looking indication of plans for products is preliminary and all future release dates are tentative and subject to change.
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Seanch Proot Reports Mlents

[ashboarnds

HTTP&URL

Last 2 hours b

hitp_Meta_Date

Hetp_Rsp_Status

Hetp_Req_Url

Top 5 ResponseStatusCodes

7.500

6309

5,000
3
g
2,500 7%
302
Top 5 UrlRequested
20,000
E 10,000

bestral gigam.. w2 'get_plans 4 testrad gigam.. 2, get_plin 181

1,249

848
e -
304 s

gigamonHtpRs plaatus

7,432

219.29%5 255 250 1500

gigamonHttpReglirl

testnil gigamen com

301

2,666
O [e—
|

Vid= g, SpringSenve.oom



DNS

| Last 24 hours

dns_Meta_Data_Fields

INTERESTING DNS FIELDS
Top 5 DnsQuery
150,000

111,684

100,000

teredo.ipwe.microsoft.com

Top 5 DnsResponselPv4Addr

15,000

162.213.33.133

162.213.33.164

gigamon_Dns_Response_TTL
gigamon_Dns_Response_Mame —

gigamon_Dns_Response_|Pv4_Addr —

gigamon_Dns_Response_Code -

gigamon_Dns_Ouery_MName

53,134

23,160
13,203

ec2. us.wiest...azonaws.com _ldap._tcp.C....gigamon.com

dzisy.ubuntu.com outleok.office365.com

gigamonDnsQuearyMName

2,651

10.115.122.250 54.240.251.131

_~— agigamon_Dns_ldentifier

gigamon_Dns_Opcode

Top 5 DnsResponse

75,000

terade.ipve.microseft.com daisy.ubuntu.com

Top 5 DnsResponseCode

130,000

102,808
100,000

lEditv ‘ Maore Infa ~ ] l 4 | &

11,155
ocutlook.office365.com ecd.us.west....MaZoNaws.com nexus.officeapps.live.com

gigamenDnsResponseMame




SS1 Edit ~ | MoreInfo ~ i &

Last 24 hours v
ssl_Meta_Data_Fields
ssl_Server_Name_Indication ssL_Cert_lssuer_Common_Mame
ssL_Certificate_Subject_Pub_Algorithm ssL_Cert_Sub_Pub_Key_Size
ssL_Cert_Subject_Ali_Name
ssL_Certificate_Signature_Algorithm ssL_Server_Version
ssL_Server_Cipher
ssL_Cetificate_Serial_Number ssL_Server_Compression_Method
ssL_Certificate_Valid_Not_After ssL_Server_SessionlD
ssL_Certificate_Valid_MNot_Before ssL_Certificate_Subject_CommonMName
ssL_Certificate_Subject ssL_Certificate_lssuer
INTERESTING SSL FIELDS Top 5 ServerNamelndication
Top 5 Certificatelssuer 300,000
241,882 232,791
C=U5/ST=Wa _.IT S5L SHAZ 341,469 200,000
p.
e =
E C=BE/O=Clo..SHA25E - G2 215216 E
Tg - 97,495
o /C=US/O=Syma..ver CA - G4 188,906 100,000
=
-‘a'—'__, 29,461
' /CN=hgvm02....==unknown:> 102,878 ' 20,188
Z I =
C=US/0=Coog...uthority G2 _ 57 308 outlock.office365.com ragistry.npmjs.org confluence.gigamon.com nexus.officeapps.live.com ztom.boomi.com
sslServerMamelndication
0 50,000 100,000 150,000 200,000 250,000 300,000 350,000
count
Top 5 ServerVersion Top 5 ServerCipher
1,500,000 600,000
1,047,552 405,648
1,000,000 400,000
= =
= c
3 3
2 2 226,474
500,000 200,000 179,470
268,468 109,267

49,852
13,600 4,352 ]

769 768 770 49199 49172 49192 49171 49193




Use Case : SSL JN#Z

OUT OF BANDEZIN-LINEIN#E 2%
@

Corporate servers

T2 A server keys

RSA key exchange

Gigamon £3$2014 % £80ut of band #%

@ « Corporate servers
» Diffie-Hellman (DH) key exchange
* Emerging TLS 1.3 standard
« HETEinline 7T SSLEFZE

6 * Internet Servers or SaaS services
« (B HE Internet server keys
« MZETE inline F 7T SSLEFZ

2o

[

AR FR S di==F=
FP8 L =aX =N1I=
== Encrypted Traffic === Decrypted / Unencrypted Traffic
Clients Internet Servers
T -
= =
-.
I ¥
Active, Inline E Passive, Out-of-Band
Appliance(s) . . Appliance(s)
< > " Network
NGFW E . Forensics

G

5] EEEEEECTRN =

P visibility Platform

—PE Anti-malware

D
o rsa

Corporate Servers

Any forward-looking indication of plans for products is preliminary and all future release dates are tentative and subject to change.
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$3 Dropbox

4 SSL Session
Leg 2
(encrypted)

v o
S S
Sl
o F R
S &
SSL Session =
o [Tl
Leg 1 =
_ (encrypted) =
=
=)
=]

SL NNEER 455 i B

HEsRKITERHE

—) Encrypted traffic
= == == =P Decrypted traffic

Inline Tool 1
E.g. IPS / Firewall

Inline Tool 2

E.g. Anti-malware

T Highlights
R . FihServersiclients AT FIEIELIMER

. FE=%Private keysili# %

- MaEKHARSA, DH, PFS

Out-of-Band Tool - OJERFXZEZEinlineflout-of-band L&,
E.g. SIEM O] Ef#E D7 ~ Bypass ~ B &1 - £
T EfEZEE EHeartbeattd
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R R ar
pe= md ECONCEEE) [ECONCEEE) MR A ST AN
" " FEMFERERBERS

B THRE
E [DOpOEmm> [DOmOEEE)> ‘ ~ APF/ASF AR LS

) Flow SSL o
Sl EELL
E | p ‘ Mapping® Decryption hl CLILITIITLW é&

GigaVUE-VM

Physical

E4% metadata

Tunnel Metadata izt SIEM 5% UBA
mm llll> Termination

GigaVUE-VM

User
Behavior
Analytic

G Visibility Platform

Gigamon®

FcLAFlow Mapping® =R 2B EZ N E B ITRE T B8R (Adaptive packet filtering)
o] [E] i E £ NetflowEi Z JtiMetadataza A~ B T B o B R I
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« ZEIXABRAMRAES NARAEIREEZREEIRA - EXFRMARTT
- HIMBEIEE&10Gbps @ IRS R I9 R E8283Gbps

e 245 Core Switchﬂﬁ%%ﬂ?&ﬁﬂ_ . *ﬁ%%@ﬂ%iﬁ%ﬁ%?ﬁ%%:ﬁ%ﬁ% a>H » P Dst £
Server FarmMEE 24 7B @ E _ B NGFW 1 8l
« IREBFW - WAFEHEREHIE  FRE ZHEFREE N BENIEEEERE
« POCHIG 1R A=
— ZINW AR s AR H E Z0Mirror Port
— BRI EEAININeED, - AR RBEFREAETAR - HFE N ERANAE =
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WAN Switchl WAN Switch?2

{EfFirewall X

QoS Device

Core (Local) Core (Remote)
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RiZEE GigamonEl & & FrServer Farmi T 2218

Core (Local) Core (Remote)

=~

=~

EtherChanne

Z.\Fft/ A8 EdgeSwitch

3 ! Servers

Z\ A/ K EdgeSwitch

Servers

]

m
"L

s
30
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Gigamon¥J 9l & 25 Z P ServerFarm T #2215

WAF QoS WAN WAN Core Core
Device Device ~ Switchl ~ Switch2 ~ (Local)  (Remote)

Core  Core  Zi/AMl ZFf/AME
%MNG Firewall ¥T9FNG Firewal (Local) (Remote) EdgeSwitch EdgeSwitch
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Out-of-band &£ 2248

SIEM Flow Analysis
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Inline
Bypass

EN=V:IIRE S papstl

SOLVING PAIN POINTS OF BOTH SECURITY & NETWORK TEAMS

No service !!

Service continue

© 2015 Gigamon. All rights reserved.
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 IP Dst IER 2% Server Farm HIE80 « 443 "= - A BBEWAFRE - AEEARANRE

« SSLINZEE 0] Bypass FW

S EE M
- £ L BXREAWIEMEERER - o kB E R HHEEZR(Fail Open - Fail Close)
— AR - MR RTTARAETAR - RTTRBITEEFN

« RRIEFIE R
~ Inline SSLR% - HREAREEREINEREES - HLLIMEREBARSTRER

- AREARETEER  EARE  IHUEEENSHETURSET
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« Netflow BViX R [E 2
_ Router{E i I HAE AL I - #2 HiNetfowlS 5B 1: 1000AE & . AUiE
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ASOC Security Tool
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EE 4 NetFlow
1:1000 ¢ [E ASR9010
NetFlow Collector
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|

16 SRS

Confidential and Proprietary. For Internal Use Only. © 2015 Gigamon. All rights reserved.




2 & Gigamonf& 2215

= [
(@) o
o o
100 GigE () G) 100 GigkE
TANET ASR9010
10 GigE

<IEI>10 GigE

WTTPIeres 1 =¥
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:

Gigamon HC2

Ml

ASOC Security

?‘E% SPAN i & Tools
10 GigEt RO HEA RS

10 GigE

<< 4
EE4ENetFlow ¢ [E ASR9010
1:1

NetFlow Collector

FESEES
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