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Graphical Diagnostics Tools
P DS B (L3 B S 7 T B

M “Ethemnet - O
File Edit View Go Capture Analyze Statistics Telephony  Wireless  Tools  Help
dm @ [ DRB Res=T s EHQaan
[_. |A|:||:|I'-r' a display filter ... <Ctrl-/=
Mo.  Time Source Destination Protocol Length Info
1 @.6600808 Beckhoff 3d:69:13 Broadcast ARP 68 Who has 192.168.68.17 Tell 192.
2 @.880045 Beckhoff 27:df:fa Beckhoff 3d:69:13 ARP 42 192.168.8.1 is at 80:01:85:27:
3 8.8868318 1592.168.8.2 152.168.8.1 ICMP 98 Echo (ping) request 1id=8xd6@7,
4 9.90R457 192.168.0.1 192.168.8.2 ICMP 98 Echo (ping) reply  id=xd6@7,
5 1.881583 192.168.8.2 152.168.8.1 ICMP 98 Echo (ping) request id=8xde@?,
6 1.881788 192.168.8.1 192.168.8.2 ICMP 98 Echo (ping) reply  id=8xd6@7,
7 2.802726 192.168.8.2 192.168.8.1 ICMP 98 Echo (ping) request 1id=8xd687, seq=2/%
8 2.002838 192.168.0.1 192.168.8.2 ICMP 98 Echo (ping) reply  id=8xd6@7, seg=2/t
9 4.769598 Beckhoff_27:df:fa Beckhoff_3d:89:13 ARP 42 Who has 192.168.8.27 Tell 192.168.8.1
w 4.769837 Beckhoff_3d:69:13 Beckhoff_27:df:fa ARP 68 192.168.8.2 is at B8:81:85:3d:69:13
«- 42.846334 192.168.8.1 192.168.8.255 BROW... 252 Domain/Workgroup Announcement WORKGROUF
<
» Frame 3: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
» Ethernet II, Src: Beckhoff_3d:69:13 (@@:81:85:3d:69:13), Dst: Beckhoff _27:df:fa (@8:81:85:27:df:fa) :
» Internet Protocol Version 4, Src: 192.168.8.2, Dst: 192.168.8.1
» Internet Control Message Protocol
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> wireshark_11CAD869-9F97-492C-B6DI-CO7FCCO650E06_20190326122433_a03604.pcapng

|| Packets: 12 - Displayed: 12 (100.0%) - Dropped: 0 (0.0%) || Profile: Default
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Graphical Diagnostics Tools

Wmﬂﬂﬂ—:lﬁﬂ:ﬂ’ﬂﬁﬁﬂ& =

Diagnostics

Packet Capture | Debug Flow Packet Capture  Debug Flow
{.! Capturing Packets (165
I3 USI0L LES L7 L 1020009 -7 L7 £ 10.200.1 er FISITFTTIHTS LFam, ALy JCL{_LQ""JUJLLU/ ALRTO/UIoOUT 10
) ) ) 153 64063295 172.16.200.254->172.16200.1 TCP 55897->443 [ACK] Ack=2918814524
NPU hardware acceleration mustbeEhsabled_c-ntheresl,lpeclflm_feﬁre:'\{all 154 64117205 172.16.200.254-» 172.16.2000 TCP 55897->443 [ACK] Ack=2918815956
@ policy to see all packets. To do so, set "auto-asic-offload" to "disable” in 155 65.06442s 172.16.200254-> 172.16200.1 TCP 55897 ->443 [ACK] Ack=2918816606
the CLI. 156 66.11081s 172.16.200.254->172.16.200.1 TCP 55897->443 [ACK] Ack=2918816928
157 67.10890s 172.16.200.254->172.16200.1 TCP 55897->443 [ACK] Ack=29185817255
Interface M port1 - 158 68.11789s 172.16.200.254->172.16.200.1 TCP 55897->443 [ACK] Ack=2918817582
159 68334795 172.16.200254->172.16200.1 TCP 53799->443 [PSH,ACK] Seq=2345072242 Ack=670530916
Maximum captured packets @ ‘EE;EFEHYJ 1] 50 68338375 172.16.200.254->172.16200.1 TCP 53799-»443 [ACK] Ack=670531688
161 68.33907s 172.16.200254->172.16200.1 TCP 53799->443 [PSH,ACK] Seq=2345072329 Ack=670531658
162 69.06752s 172.16.200.254->172.16.200.1 TCP 55897->443 [ACK] Ack=2918818364
© Filters 163 69.11119s 172.16.200.254->172.16200.1 TCP 55897->443 [ACK] Ack=2918819059
164 70068465 172.16.200.254->172.16.200.1 TCP 55897->443 [ACK] Ack=2918819709
Filtering syntax @ WN:ESM Advanced Timeline | Headers  Packet Data
Haost 172.16.200.254 X O S a1
SR E DN S
172.16.200.1 b4
13
Port 443 T o5
5
b
@
E 4fs
Protocol number & E
2/s
‘ L 1] =+
2. R EIBRERG 3. FAREENE & o
Startcapture— 40 seconds ago 20seconds ago MNow

Click Start capture. The capture is visible in real-time.
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Graphical Diagnostics Tools

“capture” }

BTk =R

hetH 2 BIEhE “ Headers” or'’

Packet Capture

Debug Flow

it Capturing Packets

" Packet Data” Ex=IBEEES

MR E IP R -

e
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B

Z |P tHEEEN =2

oFa 107 OUL7Ss L7 L 1020009 -~ 17 L. 10.2UU. 1 er JIOTF T HRS [AL] RURTL7 1007 10L7
374 168.26166s 172.16.200.254->172.16.200.1 TCP 55897->443 [ACK] Ack=2918892315
270 1&;!’111/\% 172 1900204 - 172 149001 TCD __cooo7 - 442 [ACK]  AcLl—2010003007
376 169.26250s 172.16.200.254->172.16.200.1 TCP 55897->443 [ACK] Ack=2918893660
ST 170315275 [ 172.16.200.252 > 172.16.200.1 TGP 558577223 |ACK] Ack=2915853983
378 171.30975s [172.16.200.254 -> 172.16.200.1 TCP 55897->443 [ACK] Ack=2918894311
379 172.27644s |172.16.200.254-> 172.16.200.1 TCP 53799->443 [PSH,ACK]

380 172.27950s |172.16.200.254-> 172.16.200.1 TCP 53799->443 [ACK] Ack=670556969
381 172.27994s |172.16.200.254-> 172.16.200.1 TCP 53799->443 [PSH,ACK]

382 172.30581s [172.16.200.254-> 172.16.200.1 TCP 55897->443 [ACK] Ack=2918894639
383 173.26696s |172.16.200.254-> 172.16.200.1 TCP 55897->443 [ACK] Ack=2918895425
384 173.31481s [172.16.200.254-> 172.16.200.1 TCP 55897->443 [ACK] Ack=2918896118
385 174277655 W172.16.200.254-> 172.16.200.1 TCP 55897-»443 [ACK] Ack=2918896772
Timeline | Headers | PacketData }E :l:-J %_EEE ==

[ TR

Seq=2345075%44 Ack=6705561

5eq=2345076031 Ack=6705569
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g8 ee a1
45 @@ es 7f

58 18 ge fc
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Source IP 172.16.200.254 Ack 2918889197
Source Port 55897 Flags ACK
Destination IP 172.16.200.1 Window 516 Zk X
Destination Port 443 Length 0
Protocol TCP Checksum 0x502a
-

packet-capture.pcap

2]

[ 356 ] m‘ I \NpA
Packet Capture Debug Flow
IP Address 172.16.200.1
|O Q earch o
Time = SourceIP = Destination IP = Dot
0.07541s 172.16.200.254 172.16.200.1 Owner Fortinet
1.06700s 172.16.200.254 172.16.200.1 Locatio Burnaby, British Columbia, Canada
2.04962s 172.16.200.254 172.16.200.1 Coordinates 49.24881 /-122.980507
2.05034s 172.16.200.254 172.16.200.1 Running Services gz Fortinet-FortiGuard £zt Fortinet-Web
2.05063s 172.16.200.254 172.16.20 2t Fortinet-ICMP 2t Fortinet-DNS
&2z Fortinet-Outbound_Email 2 Fortinet-S5H
2055555 172.16.200.254 1721620 &8 Fortinet-FTP &2z Fortinet-NTP
2.05653s 172.16.200.254 72.16.200.1 =2z Fortinet-Inbound_Email z2z Fortinet-LDAP
imeline ead s SH + e For'tinet—NetBIOS.Session.Ser\fice g2z Fortinet-RTMP
Timeline Headerg Packet Data g8 }E :tT_I. @ W ﬁ
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fo fc ab |P...xu......R...|
11 2e ae |.1 <V.m -
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Graphical Diagnostics Tools
WERENIFERZ{E "diag debug flow” [RiES LA

# diag debug reset

# diag debug flow show iprope enable

# diag debug flow sho function-name enable

# diagnose debug console timestamp enable

# diagnose debug flow filter saddr <addr/range>
# diagnose debug flow filter sport <port/range>
# diagnose debug flow filter daddr <addr/range>
# diagnose debug flow filter dport <port/range>
# diagnose debug flow filter proto <protocol>

# diag debug flow trace start 1000

# diag debug enable

id=20085 trace_id=319 func=resolve_ip_tuple_fast line=2825 msg="vd-root received a packet(proto=6,
id=20085 trace_id=319 func=resolve_ip_tuple line=2924 msg="allocate a new session-013004ac"
id=20085 trace_id=319 func=vf_ip4_route_input line=1597 msg="find a route: gw-192.168.150.129 via |
id=20085 trace_id=319 func=fw_forward_handler line=248 msg=" Denied by forward policy check"
id=20085 trace_id-320 msg="vd-root received a packet (proto=1, 10.72.55.240:1->10.71.55.10:8) from
id=20085 trace_id-320 msg="allocate a new session-00001cd3"

id=20085 trace_id-320 msg="find a route: gw-192.168.56.230 via wanl"

id=20085 trace_id-320 msg="Allowed by Policy-2: encrypt"

id=20085 trace_id-320 msg="enter IPsec tunnel-RemotePhasel"

id=20085 trace_id-320 msg="encrypted, and send to 192.168.225.22 with source 192.168.56.226"
id=20085 trace_id-320 msg="send to 192.168.56.230 via intf-wanl "

id=20085 trace_id=321 msg="vd-root received a packet (proto=1, 10.72.55.240:1-10.71.55.10:8) from internal."
id=20085 trace_id=321 msg="Find an existing session, id-00001cd3, original direction"

id=20085 trace_id=321 msg="enter IPsec ="encrypted, and send to 192.168.225.22 with source 192.168.56.226 " tunnel-RemotePhasel"
id=20085 trace_id=321 msgid=20085 trace_id=2 msg="send to 192.168.56.230 via intf-wanl1"

© Fortinet Inc. All Rights Reserved.




Graphical Diagnostics Tools

d
o

Packet Capture

NPU hardware acceleration must be disabled on the respective firewall
© policy to see all packets. To do so, set "auto-asic-offload" to "disable” in

WERBNIGER{E “diag debug flow” BREEDHITE

Debug Flow

the CLI.
Number of packets = 100
© Filters
Filter type Basic
IP type [ irva I
Source IP @ 172.16.200.254

Source port @
Destination |P @
Destination port @

Protocol

172.16.200.1
443

Any
Specify
TCP
UDP
SCTP
ICMP

FRiA RS

AR E 18 8 1% 14

Start debug flow

>

i

2

Packet Capture

© Q, search

E] Packet Trace #1 o

20:33:12

20:33:12

Debug Flow

Time ¥

RMBEERNITFY TEBF

TEHREERHEZAERR

Message &

vd-root:0 received a packet(proto=1, 10.1.215.111:1->10.1.215.44:2048) tun_id=( 0

Save as CSV

from port1. type=8, code=0, id=1, seq=104.

Find an existing session, id-00014785, original direction

@3 debug_flow_2022_6_15_100_packets.csv
20:33:12 vd-root:0 received a packet(pr|

20:33:12
E] Packet Trace #3 0
20:33:13
20:33:13
E] Packet Trace #4 o
20:33:13
20:33:13

E] Packet Trace #5 o

201214

local. type=0, code=0, id=1, seq=104.

Find an existing session, id-00014785, reply direction

vd-root:0 received a packet(proto=1, 10.1.215.111:1->
from port1l. type=8, code=0, id=1, seq=105.

Find an existing session, id-00014785, original direction

vd-root:0 received a packet(proto=1, 10.1.215.44:1->10.1.215.111:0) tun_id=Q

local. type=0, code=0, id=1, seq=105.

Find an existing session, id-00014785, reply direction

vid-ront 0 received a nacketinrntn=1_101 215111-1->

Return

10.1.215.44:2048) tun_id=( 0

101 215 AA-2042) tun i

Click Start capture. The capture is visible in real-time.

© Fortinet Inc. All Rights Reserved.




Workflow Management

Policy change summary {#Z %

Policy change summary 17 B0 ¥ Bh Xii@ I 5k R EN RV FC &% B RS 1% 4B B
#1g Policy change Policy change summary SlIRIR R KIEITT IR R E
summary fHZEsc i
* Disable. (F757 ) Bh X i@ B SR EENIF A #1T R ZERCER

<> * Required. (B177 ) B IBEUREZENNT - BHIZ=KER AT RmEEEIE

v — 75 K e 2R s 5 37 T 478 22 R £

v —

i *Optional (HIRFZE )i KiBBEREENF; - EIREERIBBIEIEX

&

RIESG T K BITRERENIMFEELC iR

Policy change summary 5B
$F B K i@ BN SR 22 BBV AT R B TS 4%
3B Bt




Workflow Management

#1E Policy change summary 2 sC ik

Woarkflow Management

Configuration save mode € Workspace

Palicy change summary @ @ | Required Optional

Policies expire by default @O

Default: # B2 2k ZEENFA KIS BURES -

R EHI 20k

e A ERIEEHE DI R B it

Expire after 30 Days

Edit Policy

ID

Mame € TEST3

Incoming Interface ™ wanl x
¥

Outgoing Interface | wan2 x
+

Source &= login.microsoft.com X
+

Negate Source >
IP/MAC Based Access Control € +
Destination = gmail.com x

= GSuite X
—O ‘\]eﬁ—;a[e Destination » “
H .
umw

Workflow Management - Summarize Changes

A change summary is recommended due to Workflow Management
@ settings. The summary used here can be referred back to for auditing

purposes.

Object

TESTS

Change summary | Add'gmail.com’in Destinatind
&
Admin a admin

© Fortinet Inc. All Rights Reserved.




Workflow Management

#1E Policy change summary 2 sC ik

Firewall Policy

Edit Policy Statistic e ese
ID 3
D 5 Last used NAA
Name @ TEST3 First used N/A
Incoming Interface ™ wani Active sessions 0
= Hit count 0
Outgoing Interface ™ wan2
Total bytes 0B
Source = login. Current bandwidth | Obps
: i Clear Counters
Negate Source »
IP/MAC Based Access Control €
Destination = gmailf .
& GSuit
@& API| Preview
Negate Destination » >_ EditinCLI
I D Audit Trail I

H#& ol 2hE Audit Trail 1R BhH X &
PUsREENGCE: ( TEANT '’/ TEF

="

W7 NTEE" , 2R ELLE)

Audit trail for Firewall Policy 3 X
Date/Time Summary Changed By
|I 2022/06/16 17:23:24 Add 'gmail.com’ in Destination - admin I
2022/06/16 17:22:31 Remove 'gmail.com’ & admin
=
2022/06/1617:14557 1 /EE ¥ Ml 1t 71 EFE 2amn  [FEEA
2022/06/13 21:22:44 ADD NFS5 by Paul & admin
2022/06/1321:22:25 ADDUDP & admin
2022/06/13 21:20:42 & admin
0% 6| Updated: 17:25:43 &
— P e -_l-ﬂ /74
Changes ZRTE Z iR ELLE |
Attribute Previous Value New Value
dstaddr G Suite G Suite gmail.com
Metadata
Date 2022/06/16 17:23:24
Action Edit
Summa Add 'gmail.com’ in Destination
Changed b _admin
Transaction 1D 11862533
© Fortinet Inc. All Rights Reserved. 10




l #7118 Policy expiration R

R A B K it B R 2 HA B3 ]

4

Policy expiration i1 EEE R

3R TE F= B K it L SR Bl HA s

Workflow Management
Policy expiration - Bf K4 EX 58 21 #A b5 &

Policy expiration B B3R & RER EF KGR B HAEE -
AEZESMEFR Schedule $

Policy expiration TR KIEIT=IEIRERE

* Disable. (557 ) B KIGEIER KA B

« Default. (78:218 ) i KigBIR G R E 30 X (FRa{E) 2IHARR
Specify. (75/E 18 ) BrKisBURi% T 15 7€ H 2 B i 1 12 21 HA Be B




Workflow Management
#18 Policy expiration 1R 3i#a% % Bh K@ EX R 2l HA I [E]

Woarkflow Management

Configuration save mode €@ Woarkspace

Policy change summary @ (_D Required = Optional

Policies expire by default @O

Expire after 30

FRER 18 O s K il 22

Firewall Policy

Logging Options

Capture Packets (B

Advanced

WCCP »

Log Allowed Traffic @  Security Events JEEEES0IE

Exempt from Captive Portal (B ]7,553? 30 days J%-‘Z//'g

Workflow Management

Policy expiration @ QEENIN Specify  Expiresin 30 days

Comments Write a comment...

Enable this policy @

# 071023

Firewall Policy

Logging Options

Log Allowed Traffic @ | Security Events JaUBE=I00T
Capture Packets (B

Advanced

WCCP »

f2 5 E BA B RS 2 2

Exempt from Captive Portal

Workflow Management

Policy expiration @ Default
Expiration date 2022/08/01 B T 06:00 @

Comments Write a comment... 4071023

Enable this policy @©

c. All Rights Reserved. 12




Overlap VIPs

Allow Multiple VIPs with the Same External Interface

' Overlap VIPs

1+
H HE B

Allow Multiple VIPs with the Same
External Interface

Bk T VIP (9h A Destination NAT) B4
overlapping EE#mEPREl - FLEEERAHRERS
B EFIINEE IP B E 221 VIP IS8 A (] PR &l

o f& A RS —{ElShEh 1P
i 7€ F= 17 BUSRIR (L -
FHE In A B9 AR 75

ERARRIAZE Server IP -

i 11 E R AR ZE B HEIRY P

© Fortinet Inc. All Rights Reserve d. 13




Overlap VIPs

Allow Multiple VIPs with the Same External Interface

FortiOS < 7.2

FortiOS >=7.2

New Virtual |IP

VIP type IPv4

Name Malaysia

Comments  Write a comment... # 0/255

Color @ Change ==

7.2 ZAl

Network

Interface M port3 M

Type SiE Y FQDN

External IP address/range @ ‘ 192.168.100.1
Conflicts with the External IP of another VIP

1ap (0

IPv4 address/range 10.100.100.3

kg T VIP (58 A Destination NAT) B4
overlapping EEtE &R - ELL7EE A HRBRIIMEB
STEMSNE IP BEEEZ{E VIP B2 B fR

Name = Details =

& I1Pv4 Virtual IP @

Interfaces

Services =

Ref.

Hit Count =

@ Taiwan  192.168.100.1 = 10.100.100.2 ™ Firwall WAN (port5) 1 2
@ Malaysia 192.168.100.1 = 10.100.100.3  [# Firwall_WAN (port5) 1 3
Edit Virtual [P Edit Virtual IP
VIP type IPv4 VIP type IPv4
Name Taiwan Name Malaysia
Comments  Write acomment... £ 0/255 Comments  Write acomment... £ 0/255
Color @ Change Color @ | Change 2 Z (fé
Network Network
Interface Interface
Type Static NAT Type Static NAT
External IP address/range @  192.168.100.1 External IP address/range @  192.168.100.1
Map to Map to
IPv4 address/range 10.100.100.2 IPv4 address/range 10.100.100.3
@ Optional Filters @ Optional Filters
Source address @ @ = 192.168.201.0/24 Source address @ @ 192.168.202.0/24

(+]
Services >

Services

(@ )

© Fortinet Inc. All Rights Reserved.
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Overlap VIPs

Allow Multiple VIPs with the Same External Interface
Scenario: [E—{E4SMER IP (192.168.100.1) iR AR #5

1001001002 4 Taiwan IP ENE - WEERXARAE l

=
Y

1114

Internal Web Server
( Taiwan Version )

‘ Singie Public IP: User
| 192.168.100.1 J / Country: Taiwan
\ IP: 192.168.201.0 /24

100.100.100.3

User

Country: Malaysia
4 Malaysia IP %ZHUS - EREERICEAEH P 192.168.202.0 /24

Internal Web Server
(Malay Version)

1114

© Fortinet Inc. All Rights Reserved.

15




Overlap VIPs

Allow Multiple VIPs with the Same External Interface

Test Results:
User (Taiwan) User (Malaysia)
@ China Web Server X + B - X @ Malaysia Web Server X + i

&« C A Notsecure | 192.168.100.1

Jo
=

8
o
be

& C A Notsecure | 192.168.100.1 2 W

Welcome to China Web Server Welcome to Malaysia Web Server

a5k 7N AL BS g
B YL G Selamat Datang
A O €8 ds ENG 20;32327 , A O €3 dg ENG
HR
.
1 J

14:12
2022/4/27
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Fabric Management
. Center

Fortinet
Security Fabric

# é m n\|¥.|

ZHE 1 (Broad)
w2 BB L R R R B TR ; -
BifpEE - DA BRI E RS IR Access

Adaptive Cloud
Security

FORTIOS

251 (Integrated)

BESHLERBASE  RESRER
r_ Iﬁb/\?}_y/? FE_T\

g E}] 1 l._a (AUtO mated) Security—iriven . (E)cpoi;stem
EAALLE*F%DE%% ' FE‘ }J'Hﬁﬁéﬁﬁ)‘jﬁ FortiGuard Threat S !

g1E - BASENERNB B LEEE Intelligence



Secure SD-WAN




EE AR BAYEE

\

]

WAN Edge

Secure SD-WAN

Secure SD-Branch

Access Edge

SR
S RSB R RS WAMTEREN - f
{67 A SRAADRE MBS B8 T A -

SD-WAN
IEHAARBEESI9E- 1B WEI A A - Bk
ZEE o

Secure SD-WAN
EHREHNEREXNRBEHIEHENLZZE-1E
INMHEBEWEIAI B AN - BIEZE N I iEEZTE R
BEAXZZEM °

Secure SD-Branch
RWANFILANGZE—FSEE - B/DOASHK -
iGN ENZZERAPHBIRIESP

© Fortinet Inc. All Rights Reserved.
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—imAIZ ZE SD-WAN R 5

ZRWANALRES - ZBRE—NIRFARIEHZZHIWANIRIE -

Accurate application steering with

=R ansp)s) =) fn {@} advanced WAN remediation and better

user experience

L Powered by One OS with advanced
O 2 AUN=HER routing, SD-WAN and NGFW with best

performance

Scalable Centralized Management and
analytics for SD-WAN & SD-Branch to
provide NOC and SOC

= © Fortinet Inc. All Rights Reserved. 20



Fortinet Secure SD-WAN #&R 5 ZEEE

110),4 99%

{R{TREA BE B T BAUEFEATDAE YEINIE = E TG E PR K E S

7828 Advanced WAN Z IR #TERY EEAENBEEL ; 85NOC —BZEM ; 2EB{cAE
FE Iz %l - J/Uﬂ LRI A1 SOC B9 SD-WAN SD-Branch EERE ; HE[0) SASE #] SD-
fa e EhEE SN Branch FYZR2K

- © Fortinet Inc. All Rights Reserved.
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%(L)Z_l F Gartner WAN Edge EEREENERPHNEEEZNES
1THE

2021 Gartner ® Magic Quadrant™ for

WAN Edge Infrastructure

@ Fortinet

® VMwae

Versa Networks

Pao Alto Networks @
Hua
ve @ Cisco @
@
Citik @ HPE (Arubaand Silver Peak)

Nuage Networks
@ Pelink (=] Cradiepoint
. @ Juniper Networks
@ Barcuda
FatPipe Networks
w
o @
o Riverbed
(v )
><
w
o
—
>
=
-}
==
<
COMPLETENESS OF VISION As of September 2021 © Gartner, Inc

Gartner
Gartner, Magic Quadrant for WAN Edge Infrastructure, Jonathan Forest, Naresh Singh, Andrew Lerner, Evan Zeng, 20 September 2021.

“Gartner does not endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’ s Research
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fEFMean Opinion Score (MOS)KH{E:EEmE

config health-check
edit "Test MOS"

set server "2.2.2.2"
Mean Opinion Score set sla-fail-log-period 30
(MOS) B =14 E FERMR set sla-pass-log-period 30
SLA #208% set members 0
set mos-codec {g711 [ g729 [ g722}
config sla
MOS | Quality Impairment edit1

set link-cost-factor mos

Excellent|{imperceptible " W
set mos-threshold "4.0
Good |Perceptible but not annoying t
nex

Fair  |Sightly annoying d
en

v

& an

Poor |Annoying

I W

Bad |Veryannoying

Verify the MOS calculation results (IEE AR TAVEIZE)

# diagnose sys sdwan health-check

BEHE Health Check(Test MOS):

U S5 2R Seq(1 dmz): state(alive), packet-loss(0.000%) latency(0.114), jitter(0.026), mos(4.123)...
Seq(2 portl5): state(alive), packet-loss(0.000%) latency(0.100), jitter(0.008), mos(4.123)...

(MOS) B—BRIEE
M7ZE - 8F 0~5H

-
m = © Fortinet Inc. All Rights Reserved. 24



fEFMean Opinion Score (MOS)KH{E:EEmE

Mean

(

Opinion Score

V...
MOS) =L ERR

| =N==N

SLA #oi%

Increase the latency on the link in port15. portl5 is out of SLA since its MOS

value is now less than the 4.0. (1870 Port15 latency £ MOS EE1{KiS 4)

# diagnose sys sdwan health-check
Health Check(Test_ MOS):

Seq(1 dmz): state(alive), packet-loss(0.000%) latency(0.106), jitter(0.022), mos(4.453)...

Seq(2 portl5): state(alive), packet-loss(0.000%) /atency(300.119), jitter(0.012),
mos(3.905) ...

MOS | Quality Impairment
5 Excellent|imperceptible
a Good |[Perceptible but not annoying
3 Fair |Sightly annoying
2 Poor [Annoying
1 Bad |Veryannoying

MOS value is now less than the mos-threshold (4.0) Sample logs

logdesc="SDWAN SLA notification" eventtype="SLA" healthcheck="Test_MOS"
slatargetid=1 /nterface="port15"status="up"

latency="300.118"jitter="0.013" packetloss="0.000" mos="3.905" slamap="0x0" ...

metric="mos" msg="Health Check SLA status.
SLA failed due to being over the performance metric threshold."

7

MOS) B EAREERUKE

#a¥F 0

MOS value is now over the mos-threshold (4.0) Sample Iogs

logdesc="SDWAN SLA notification" eventtype="SLA" healthcheck="Test_ MOS"
slatargetid=1 /nterface="portl15"status="up"

latency="0.106"jitter="0.007" packetloss="0.000" mos="4.453"slamap="0x1" ...
Metric="mos" msg="Health Check SLA status.

- HE (7.2) - MOS (Ei5 FEEBIEE BEE I IF AR SD-WAN 7RI HY T E5515E
- oJX#Z%#8 Automation trigger SLA notification to do Action (CLI Script)

© Fortinet Inc. All Rights Reserved.
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Secure SD-WAN

Per packet WAN Path Steering

Original Payload

Overlay

Jitter Buffer

Sending FortiGate

Receiving FortiGate

Afdslclo

Recovered Payload
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& User & Device

WiFi & Switch
Controller

Ll | og & Report
€ Monitor

Routing Monitor
DHCP Monitor
SD-WAN Monitor
FortiGuard Quota

IPsec Monitor

SSL-VPN Monitor

Firewall User Monitor

>

Z Refresh

Name #

© FET_VPN_02
© FET_VPN_03
© FET_VPN_04
© FET_VPN_05
© FET_VPN_06

Statistics =~ @ Bri

ngUp

~

© BringDown~

Remote Gateway = Peer D =

10.250.20.22
10.250.20.42
10.250.20.26
10.250.20.46
10.250.20.30
10.250.20.50

—/

Q Locate on VPN Map

Incoming Data =

8.79GB
14.82GB
14.44GB
1443GB
1443GB
1443GB

QOutgoing Data =

Phase 1+

Phase 2 Selectors =

[z] 3@ IPsec Aggregate @

% FET_VPN_AGG

Iﬁ Dashboard v

Top Usage LAN/DMZ

Security

System Events

NX Security Fabric

& FortiView
4 Network
£ System

B Policy & Objects

@& Security Profiles

0 VPN

& User & Device
= WIiFi & Switch Controller

Ll | og & Report

414.18MB O FETVPNO1 © FETVPN 01 ﬁ
69747 MB O FET.VPN 02 @ FET_VPN_02
680.00MB O FET.VPN.O3 @ FET_VPN_03
679.77MB O FET.VPN_04 © FET_VPN_04
679.96 MB © FET.VPN.05 © FET_VPN_05
680.02MB O FET.VPN06 © FET_VPN_06

"

0
04:26:25 04:26:30 04:26:35 04:26:40 04:26:45 04:26:50 04:26:55 04:27:00 04:27:05 04:27:10 04:27:15 04:27:20

.34 = 0.0%
Bandwidth - 3 FET_VPN_Aggre lhourv (3 i~
800.0 Mbps
600.0 Mbps
400.0Mbps
200.0 Mbps
Obps A |
03:30 03:40 03:50 04:00 04:10 04:20
M oound 594.19 Mbps M Outound 56.70 Mbps

© Fortinet Inc. All Rights Reserved. |
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ZEFENZEE
( Secure Access Architecture - SAA)




ZZEZ1FHVZEHE ( Secure Access Architecture - SAA)

M

SRR BIE M E R &
2 R ERR T ==

EUNEERR

HOARE PR

FortiGate FortiGate

X

=
FE]

)

\

\!

LI:||:$|:|Z = 'ﬁ: Z # Switchi ng
™. fff”’ / FortiSwitch
FortiGate ™ &J//
Wireless
FortiAP
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Z 2 FHZE48 ( Secure Access Architecture - SAA)
FortinetlE DN B R BAR L EH—IEE R R -BERAIE BEIHBIRIE -

sz Rl DIBE(NAC) - BRI B ER A FHEAILZZEER - (10T License + FSW o] LIt GET1E5% /)

41 :
FortiGate® fic & FortiSwitchfEE FANACZ B (MAC OS) -
BEHZEIMAC OS_EZ P EEFEMAC OSHEEH K2 :Z/ T H

FortiGate

- ——————

T EE FortiGate

HERTHEE :

- EEMAIAIMNERGE

- EEE—EHEARMG

« B5ElE - BHERER

« HBEERSFEMSTRME

- BIEEHREE/BESIERERER

- = © Fortinet Inc. All Rights Reserved. 30




PEL PR [=) 48 Ex Y3 =

ol ZEIHEERERE AR LA M L= m R

« —iEFRN" block intra-vlan traffic” FEfFEREIAENRE
- EIARERPCEAE R L
« PCiiEaRgEixZFortiGate

HPCEBRW®ERESRGHEBZEER,
TLXEForthatetEﬁEBEkaBZ s S
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FortiSwitch Port-to-Port Policy

EFortiGate LR E M Kiis Bk et RI A8 R &

C:\Users\Jarvis>arp -a

JTME: 192.168.228.1 --- 0x8

e PR 4 s 4 3Lt BN $A 7Y
192.168.228.255  ff-ff-ff-ff-ff-ff FFEs
224.0.0.2 01-00-5e-00-00-02 #%#&

224.0.0.22 01-00-5e-00-00-16 &£
224.0.0.251 01-00-5e-00-00-fb  A¥&&
224.0.0.252 01-00-5e-00-00-fc &%
239.255.255.250  01-00-5e-7f-ff-fa &¥#&&
255.255.255.255  ff-ff-ff-ff-ff-ff F&E&

7TME: 192.168.100.2 --- Oxa

AR 4D S A 1t Biofu GORig]

192.168.100.1 90-6c-ac-16-24-b6 EhfEx
192.168.100.254  90-6c-ac-16-24-b6 #)&&

192.168.100.255  ff-ff-ff-ff-ff-ff FEE&
224.0.0.2 01-00-5e-00-00-02 &£
224.0.0.22 01-00-5e-00-00-16 &£
224.0.0.251 01-00-5e-00-00-fb  F¥&&
224.0.0.252 01-00-5e-00-00-fc  #F&&
239.255.255.250  01-00-5e-7f-ff-fa F¥&&
255.255.255.255  ff-ff-ff-ff-ff-ff #Es

CAWINDOWS\system32>arp -a

JTHE: 192.168.228.1 --- 0x8
e 2R 4 s A 31 Bt LRIt
192.168.228.255  ff-ff-ff-ff-ff-ff FFE:
224.0.0.22 01-00-5e-00-00-16 ##&

JTME: 192.168.100.2 --- Oxa
A TR 48 B AT AL Biofuit 4R

192.168.100.1 00-26-22-98-a0-9e #)£&&
192.168.100.254  90-6c-ac-16-24-b6 En&s

192.168.100.255  ff-ff-ff-ff-ff-ff FFES
224.0.0.22 01-00-5e-00-00-16 &£k

CAWINDOWS\system32>

32



FortiSwitch Port-to-Port Policy
EFortiGate LR R XKig BER DRI ECR 2
C\Users\iarvis> ping 192.168.100. -

& labl «» | Edit Policy

@ Dostocard : | Ping 192.168.100.1 ((2FA 32 fi1 AR EHY):
g fme S 192168100, 1754632 B <1ms TTL=127
Moot N ovconcinierioe [@ ViAo [clZZ B 192.168.100.1: ﬁZT_D,%H:BZ FFEl<1ms TTL=127
e g P = . B 5 192.168.100.1: 1748 =32 R <1ms TTL=127
o oot 8 Obects . : CIBE 192.168.100.1: fiI7T4=32 B <1ms TTL=127
Pestination Sl . x El&E 192.168.100.1: firyu#H =32 fFE <1ms TTL=127
P——— . = e = Bl B 192.168.100.1: ﬁZT_D,%H:BZ FFEl<1ms TTL=127
et Dos Polcy orice DAL . Bl H 192.168.100.1: 1o =32 5@ <1ms TTL=127
rdrecec ' E1ZE 192.168.100.1; fI7c4 =32 iR <1ms TTL=127
Internet Service Database Action MLSSSdl © DENY = LEARN IEI% g 1921681001 THJTD%H = 32 H% FllEﬁ < 1mS TTLZ 127
Services Firewall / Network Options
Schedules NAT o
Al IP Pool Configuration Use Dynamic IP Pool
IP Pools
Traffic Shapers Security Profiles
s e L AntiVirus © A default - &
& Security Profiles > Web Filter (e )
O VPN ? DNS Filter @
& User & Device > Application Control @ | Il default v &
= WiFi & Switch Controller > SSL/SSH Inspection certificate-inspection v| &
Ll Log & Report bl - Cancel
] = © Fortinet Inc. All Rights Reserved. 33



FortiSwitch Port-to-Port Policy

fEFortiGate L& E P KB B SR O EF B A B

=-= FortiGate 140D-POE FG140P3G15801440

& labl +» | Edit Policy
& Dashboard >
NX Secu rity Fabric > Name 6 Port-To-Port Security Check
& FortiView > Incoming Interface | & VLAN-100 v
4 Network > Outgoing Interface | € VLAN-100 hd
£ System s Source = all %
& Policy & Objects v *
Destination = all x
IPv4 Policy pid +
IPv4 Access Control List Schedule o always v
IPv4 DoS Policy Service Il ALL ®
Addresses *
Internet Service Database Action  ACCEPT = LEARN
services (P Log Violation Traffic
Schedules
Virtual IPs Comments | Write a comment... | /1023
IP Pools
Traffic Shapers Enable this policy @

Traffic Shaping Policy

& Security Profiles >
O VPN >

& User & Device >
= WiFi &Switch Controller >
il Log & Report > -
—

\tE
JILER

192.168.100.1 ¥y Ping #st &l
B BEE =312 EWE] =296, 2K =16 (5% EX)
AAIRZR BB (ZF):
B&/ME = 0ms - & AXME = 166ms - 15 = Oms
Control-C
AC
C:\Users\Jarvis>ping 192.168.100.1 -t

Ping 192.168.100.1 (/8 32 Ut ER):

Bk E =BT -

Bk E =BT -
BERE mRRT -
BRE =R -

© Fortinet Inc. All Rights Reserved. 34



EARS B VLANAR {5

Switch AP Controller — B X & #h 2 RSl 25
EFSY T

4.% AFirewall#i&Policy

=}
=

Cremmmmmmmmems | 15 AEdge Switch#TIEVLAN
2. NRVLANZIEEN T E

3.% ACore Switch#r&VLAN

Non-FortiSwitch NIEE e

Non- Non-
FortiSwitch FortiSwitch

B ENL e A AN %
E:anEI‘nx %*.I/:m%;ﬁé%ﬁ

a2 EUPLINKSEFVLANZ R 18

Fortinet&% i3, — A

1.5 AFortiGate¥iZVLAN

Frasmmmmmmmmss| 2-FOrtiGate#i&Policy

3. FIVLANZE ERIFSWT H

=B s —1EFortiGatel®{E
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EAR FTIESSIDAR4 5

Switch AP Controller — B K& mh & R AU =l 25
SPREEBRMRIRIE - FAP fiEf

FortiAP 58 7E

- FLEAP IP
- B & Control IP (FortiGate)

17 SSID(s)
BERERE

REFEREREL I (WPA2, 802.1x , MACRE £%)

wMiE BF] AP BREE
- EFES

RAPE 2R ERRER

RS IAEIRAPI R A B 83
« R EAPHYEE TH

&2 ERBR K& SRS £ SSID(s) £
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ZEHA

IR IEE -

® EHRR

A £
RRESHEE
BENEE
BEMt
AR
HMNERE R RS

+ 1B

& RREE

B BUR &

& BREERTE

O VPN

& FF &8

= WIiFi & Switch #5123
HESBERR

B2 jo
ER T

15 48 B A Rs

= m FortiGate 60E TP-FortiGate60E-Master ~

SEERERE (B . @A ERERM Jarvis)

HA: Primary

| QJarvis

C 145 s -

L2 E4E: ITHOME

-B

=)

s
Q
@

0 «f

HELRERL 6 DAl

B

a 192.168.3.2

Yy @D Jarvis &
TR HOTTIE
MAC{iztit 98:5f:d3:37:73:da

B EMTE & default
() KH-FAP)

thi# =5 TP-FortiGate60E-Master
:"A KH-FortiGate101E
-0 KH-FSW
----- () KH-FAP
""" ~@3 Jarvis

BISHE 3
fiso#A (%/U%) 18.43kB [
HE 80 bps [ ]
HEEE/MW) 67B —

& PXGRERAANE o PR

© Fortinet Inc. All Rights Reserved.

89




T

EARSNACHR &

g EEBIINEE - BRI BRERATHBINZZEER - (10T License + FSW T LBt ET1E5% )

R
FortiGate®r e & FortiSwitchfE FANACE B (MAC OS) -
BEHZEIMAC OS EARBF DB FEMAC OSNELE KR EZITH -

3
)
&
L)
&
L
b
{ )
)
]
.
.o
SN
. -
: ‘

FortiGate FortiSwitch macOS
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EARSNACHR &

=
=

Use wildcards in a MAC address in a NAC policy

5% E NAC policy 5 - aIITE MAC it A wildcard * FIoREREE RIS Ef

- TELUNEEAID, IPCamera-1 £ IPCamera-2 B9 MAC it EZ21 08:5b:0e 8

 1E FortiGate 601E 7217 NAC policy FHEH 08:5b:0e F§ERY IP Camera %1%

« IP-Cameras ### 2| FortiSwitch & - BEfE# NAC policy a1 2R B E 73 Bc & Camera_VLAN.

config user nac-policy
edit "Camera-Policy”
set mac "08:5b:0e.**:*#**"
set switch-fortilink "port11”

set switch-mac-policy "Camera-LAN”
next

/

edit “Phone-Policy”
set mac "704c:a5;**FE-Ax
set switch-fortilink "portl1”

set switch-mac-policy “Phone-LAN"
next

IPCamera-

FortiSwitch-

S

FortiGate
601E

l...'\.
g

FortiSwitch-248E

mac 08:5b:0e:d4:4f:3c h
last-known-switch "S524DN4K16000116
last-known-port "port6"
matched-nac-policy "Camera-Policy"
mac-policy "Camera-LAN"

J

mac 70:4c:a5:a8:0a:1c )

last-known-switch "S248EPTF18001384"
last-known-port "port8"
matched-nac-policy “Phone-Policy"

mac-policy “Phone-LAN"

© Eortinet Inc _All Riahts Roserye r‘lj
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(EPPEndpoint Protection Platform = EDREndpoint Detection and Response)

R{CImRAZ =AEN

Bl Az PR ER FEIBNGAVAL SLEA R o0 (LR Bt 2 D
SE LIS RAD - AAEE =R I
S

RIFEEAPE

S £ frm Bl BB % B 2 AERS B2 © | BB
(B LU B 1 R 4 S W B S S R A
B2 o

Z T K Bh R RIE DR EEE
O 3 * i BHEREA N EEEEE -

= © Fortinet Inc. All Rights Reserved. 44



Imso EZSHFRAEFTR W

( t _, ;
D? AI # — Inconclusive Malicious  Safe “ @
t Fortinet Cloud £ =1 & ‘
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FortiAnalyzer — Monitors

=-= FortiView v = FortiView Monitors & oad"‘i" ~
® Threats 4 Add Widget  [# Edit Layout B All Devices ~ @ Last 1 Hour ~ 18:40 - 19:40 Dark Mode @ &
iff Applications & Websites Sort By: Bytes Sort By: Bytes
iZ Compromised Hosts :11- Bytes Received Bytes Sent

ytes 2 n
€3 Secure SD-WAN Monitor 7.5 GB A = ﬂ

€3 SD-WAN Summary

6.5 GB
A FortiSandbox Detections @

5.6 GB
B FortiMail @
2 Endpoints 47GB
& VPN 0760
= WiFi -
@ FortiClient Software Inventory

19G
@ Shadow IT
@ Threat (FortiClient) 953.7 MB
i Applications & Websites 0.0 KB . . =] |

(FortiClient)

)

L3 Endpoints (FortiClient)
2 Traffic (FortiDDoS) @

2 Traffic (FortiFirewall) @

© VPN (FortiFirewal) @ Top Policy Hits @ Top: 100 y i Top Destinations @ Top: 100
£} Local System Performance Add Filter Add Filter
% Global Threat Research # P... Polic... Source... Destinatio... Devic.. V.. #Se.. ¥.. Las.. # Destination Applications ¥ Sessions
" Local Threat Research 1 15 policy HPCoreSV HPCoreSW FG4H1Eroot 31  160.6 2022-( 1 114.34.101.107 4 15,492 M 435.2 MB/21.0 GB
® Archive > 2 policy HPCoreSV WAN FGAH1Eroot 12  240.22022- 2 60.248.143.13 1 7,389 433.2 KB/0.0 KB
3 policy portll  portl7 FG3H1E Videt 3,674 5.5 G 2022- 3 122.147.212.39 5,263 70MB/7.1 MB
4 policy HPCoreSV port2 FG4H1E root 8,508 170.12022- 4 168.95.1.1 4,955 315.6 KB/446.8 KB
5 policy HPCoreSV port2 FG4H1E root 70 83.6 12022- 5 106.104.166.223 4,416 33.4MB/1.2GB
aERn
- © Fortinet Inc. All Rights Reserved. 48



FortiAnalyzer — Reports (A

B Generated Reports ® Run Report @ Report ¥ BEFolder v § Morev [J 5 Column Settings v Search... Q
BS Report Definitions v O ATitle Language Cache Status Time Period Devices Schedule Output Profile Report Owner
0 p B Application Reports
3 Templates 0 » BEAssetand User Reports
O » E&Compliance Reports
ul Chart Library @ 0 » M&Fabric Reports
% Macro Library O » EeFortiCache Reports
£ Datasets @ O » EeFortiClient Reports
O » MEFortiDDoS Reports
® Advanced v O » EeFortiDeceptor Reports
N Language O » MEFortiFirewall Reports
[ Output Profile O v MeFortiGate Reports
O B5 360 Protection Report English Previous 7 Days All Devices
@ Report Calendar O B5 360-Degree Security Review English Previous 7 Days All Devices
[0  BS360-Degree Securitydi 3 3R& English Previous 7 Days All Devices admin
O B5 Admin and System Events Report English Previous 7 Days All Devices
O BS Application Risk and Control English Previous 7 Days All_FortiGate
O B3 Asset and Identity Report English Previous 7 Days All_FortiGate
O B5 Bandwidth and Applications Report English Previous 7 Days All Devices
O B Client Reputation English Previous 7 Days All Devices
O BS Copy of Template - IPS Report2 English Previous 7 Days All Devices admin
O BS Cyber Threat Assessment English Previous 7 Days All_FortiGate
= B5 Cyber-Bullying Indicators Report English Previous 7 Days All Devices
O B Data Loss Prevention Detailed Report English Previous 7 Days All Devices
O BS Detailed Application Usage and Risk English Previous 7 Days All Devices
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