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X = Intelligence
Y = Information
Z = Critical Assets, Business Flow, Supply Chain
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> IS E (Strategic Intelligence)
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> #E3E AU EE (Operational Intelligence)
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> B g BRI AU 'S & (Tactical or Technical Intelligence)
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Ref: I. Alsmadi, “Cyber intelligence,” in The NICE Cyber Security Framework: Cyber Security Intelligence and Analytics, Springer,

Berlin, Germay, 2019.
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>Managed Incident Lightweight Exchange (MILE)
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o Incident Object Description and Exchange Format (IODEF )
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o Real-time Inter-network Defense (RID)

> United States Department of Homeland Security (DHS) S MITRE
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Ref: https://www.cyren.com/campaigns/phishing-emea
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CITODAYF
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2021-05-24 16:00:00

EOILIBENE 2021-05-24 16:00:00
A breached database called Collections 2-5, which amounts to 845 gigabytes of stolen data and 25 billion records in all. Collections 2-5 have snared an estimated 219 billion email addresses and passwords, far mo...

COLLECTION 5
2021-05-24 16:00:00 \ \
A breached database called Collections 2-5, which amounts to 845 gigabytes of stolen data and 25 billion records in all. Collections 2-5 have snared an estimated 219 billion email addresses and passwords, far mo... )

COLLECTION 2 .
i i : i i 2021-05-2416:00:00
A breached database called Collections 2-5, which amounts to 845 gigabytes of stolen data and 25 billion records in all. Collections 2-5 have snared an estimated 219 billion email addresses and passwords, far mo...

b : 2021-05-24 160000
Collection 1is a set of email addresses and passwords totalling 2,692 818,238 rows. It's made up of many different individual data breaches from literally thousands of different sources. In total, there are 1160,2532
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@ THREAT WALL Dashboard Reputation OSINT Management
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W | BLOCKLIST VERSION CTL_2021100408_072
Connection 4 Traffic
154 m 4 177 GB | CONTROLLER VERSION 153
— | LAST UPDATE 2021-10-04 09:50:00 0a9-27 08-28 08-29 09-30 10-m 10-02 10-03 10-04

| @ | | 22 LINITED STATES | -
Q
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TOP BLOCKED I0C TOP COUNTRIES

Taiwan ™ Hong Kong EE United States

. L . ) 0 0
ftp.myfreesite.foreverhost.us ftp.mfrees.nokly.com threatwalltest.cycraft.com 62.84% 26.15% 10.74%
7 44 blocked 6 44 blocked 10 8 blocked Traffic Traffic Traffic

NGB /177 GB 462BE MB /177 GB 18005 MB /177 GB
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Cybersecurity Center of Excellence (CCoE)
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https://reurl.cc/EZ0KLg

CyCraft | Website CyCraft | Medium CyCraft | Twitter
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> IHEE (T8 —iThome * EZ A * The Record * BLEEPINGComputer
/DNet Security ~ Twitter ~ Medium

> &S — NCCST » CVE ~ BELPHEMBRILAS
> FrREM N EF —
o ISBUHNEEZBHRE%ST : TWCERT/CC » US-CERT ~ JP-CERT ~ CSIRT
o LIBERMRENEART  sSKEBEEMELIEISAC * A-ISAC * NationallSACs

o LIEERE REHARI D ATAFZS © FIRST ~ Blackhat ~ HITB ~ ICS Cybersecurity
Conference

> EFIRE — CyCraft (RIBEW - SEEY - SEIEEH PEHEEKX )
> EHFEY & — CyberTotal * Riskint ( EHEE— 5143 )

> H{th — Gartner Security and Risk Management Summit *
Top 30 cybersecurity conferences of 2022
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https://therecord.media/news/cybercrime/
https://www.bleepingcomputer.com/
https://www.zdnet.com/topic/security/
https://www.nccst.nat.gov.tw/Vulnerability
https://cve.mitre.org/cve/
https://www.nationalisacs.org/member-isacs-3
https://www.first.org/
https://www.blackhat.com/
https://www.hitb.org/
https://medium.com/cycraft
https://www.securitymagazine.com/articles/96895-top-30-cybersecurity-conferences-of-2022

