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FortiGuard - BIEIFEHRZ T

FortiGuard Labs {377 2002
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H AR BZE AR A E SRR
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FortiGuard - 2 AI/ML O T EE I RET B

JEFDEETE

B2 RS
B17 BB
YT E R AN Ui £ B4 7 Supervised ML ; Unsupervised ML

Malware nﬁtEUﬁ”’E Clusterlng ﬁﬁﬂ

Weee e T
EE A 1Y ."3.‘.". ',::
| BEERE NS W ute-CPRLY &
SR R *iﬁ’ﬁgz%'% A P : :
T £2 o HE A IBTER RAR AN EAETIIEER - Simple CPRL
Signatures Signatures*
_/\_
CYBER ORLD V 3D FAHERIIER - Auto-CPRL % %15 Q@JE&
& J Eg@'c e AN B ENEE SRR CPRL B
ALLIANCE lNTERPOL AGENGCGCY (Signatures) (Signatures)
> | virusTotal  MITRE . Fortinet SR EEENHRIZES (CPRL) -

REME - TE=ERHITM -
« BE— CPRL %% oJUIBiEE B EEEE R4
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FortiGate - Al £ aEPhE

Al / ML IPS &B8E5|22 BRI |

4**&%%

. Cobalt Strike 32 ERISAME S EHE ﬂ%@ |

SR AREERBRARNAmR - TRTHS
A4 (C2) B -
SEAEE  BREEEANAAGKRETIS -

- FortiGuard — IPS 4585 & i3 &=
o] 188 Cobalt Strike 22 & &) (Beacon)

% =@z E

. R EZEaH @,@
. FortiGuard — Al / ML IPS &&E5 |2 (Beacon) &
A C2 ,mg (40 HTTP(S) / DNS/SMB / TCP...)
48 ML 1SR . RN C2 R EBREERARIRT - o -
B i
C5 C2 B4R AR
(Team Server)
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FortiGate - Al E58ERHE
H T Al (GenAl) FERREEE

[ pochost-SLBC-kvm09 = Q- > @@= L1+ (@admin

Shadow Al [z & iEIR ‘
e GenAl FEFRR#5 RS
ﬂelzﬂg:( $ E/] Al I 1%% Fortin’ewAIUseCses (& | QEEERED O 2 Seorch ——— =

— P ﬂ P Dashboard Date/Time @ Source Destination Application Name Action Model
%j- /-I- ’I’ ﬁ j:% rﬁ *% }jjz, E‘;r;\;:a“:’f' Bty 2025/03/3121:51:52 10.1200.21 =1 34.211.200.108 (otter.ai) ov OtterAl_Login  Pass 3712
E j( W %j:;: o @ Dashboard 5 | 2025/03/28 08:52:07 10.120.021 5 44.231.13.188 (otter.ai) ou Otter.Al_Post ~ Pass 3.71.2
g = & Network 5 | 2025/03/28 08:52:07 10.120.0.21 4 44,231.13.188 (otter.ai) ou Otter.Al_Post / Pass 3.71.2
B, Policy & Objects > 2025/03/28 07:52:58 10.120.0.21 =5 34,211.200.108 (otter.ai) o Otter.Al_Login / Pass 3712

i E |u=:| ::E G nAI 1% m }E :R © Security Profiles 7 | 2025/03/2807:21:30 10.120.0.21 55 34.8.184.191 (191.184.8.34.bc googleusercontent.com) Il ElevenLabs_Post -/ Pass eleven_multilingual_v2
$ - e / = VPN 7 2025/03/2807:18:17 10.120.0.21 9 104.18.32.47 (ab.chatgpt.com) @ OpenAl.ChatGPT Post / Pass gpt-do
& User & Authentication 7 2025/03/26 09:43:59 10.120.0.21 5 104.18.32.47 (ab.chatgpt.com) & OpenAl.ChatGPT_Post & ~/ Pass gpt-4o
N ., S :43: 0. 5 104.18.32- : ! | )

TIEE 1;:!5 E_I- $ﬁ, 'f t X[lz % % 1% JEH % L ::L;Untm"ﬂ : 2025/03/26 09:11:11 10.120.0.21 =9 104.18.32.47 (ab.chatgpt.com) @ OpenAl.ChatGPT_Post &5  Pass gpt-do
@ Security Fabric @ » 2025/03/2609:04:55 10.120.0.21 9 140.82.114.22 (collector.github.com) 7 GitHub_Copilot.Chat - Pass gpt-do
G e nAI r_ JEH % }?' ¥ |= Log &Report 5 2025/03/25 15:33:30 10.120.0.21 4 104.18.32.47 (ab.chatgpt.com) @ OpenAl.ChatGPT Post &5 / Pass gpt-do
2025/03/25 15:33:30 10.1200.21 5 104.18.32.47 (ab.chatgpt.com) & OpenAl.ChatGPT_Post & -/ Pass gpt-do
L\l: = ;1 i :\_"l 2025/03/25 15:33:30 10.120.021 5 104.18.32.47 (ab.chatgpt.com) @ OpenAl.ChatGPT_Post &  Pass gpt-do
° H b E 2025/03/25 15:15:03 10.120.0.21 5 172.64.155.209 (ab.chatgpt.com) & OpenAl.ChatGPT_Post & -/ Pass gpt-do
2025/03/25 14:57:49 10.120.0.21 55 104.18.32.47 (ab.chatgpt.com) & OpenAl.ChatGPT_Post & ~ Pass gpt-4o
TE 1/ Eﬁz TFE' %I: %}J E/] /;:l 1{? j:}ﬁ 2025/03/25 14:57:.08 10.120.0.21 =5 104.18.32.47 (ab.chatgpt.com) @ OpenAl.ChatGPT _Post & ~ Pass gpt-do

T AR E R
GenAl F&FHART3

FE:E HTInET © Fortinet Inc. All Rights Reserved. 8



FortiGate - Al E18ERHE
URL L/F*N\/

> @+ Q1+ @ admin~

. NN Summary  Logs IE\ 52 X * |
FortiGuard URL 8B IIEE - Y ., ., | i il 5 0 e Al 1§ Fﬁuﬂﬁ” URL #h ?E’DJJ

(@ pochost-SLBC-kvm09

Favorites

FortiView Al Use Cases
z((( %j- E 5 ﬂ *E Dashboard Date/Time User Source Action URL Category 5 | Sent/Received Rating Method
E nmr \ O k-_ 6 y OOO+ U R L FortiView Al Applications : . s ' .
Dashboard 2025/04/01 13:49:00 10.120.0.21 -/ Passthrough https://config.extension.grammarly.com/browserplugin/con...| Artificial Intelligence Technelogy |532B/0B domain
E ,fj- / \ +E 4 (@ Dashboard 5 2025/04/01 13:48:00 10.120.0.21 ~ Passthrough https://config.extension.grammarly.com/dynamicConfig.json | Artificial Intelligence Technelogy |528B/0B domain
,' & Network 5 2025/04/01 13:45:02 10.120.0.21 -+~ Passthrough https://gnar.grammarly.com/events Artificial Intelligence Technology |1.17kB/0B domain
_:: B Policy & Objects > 2025/04/0113:45:02 10.120021 + Passthrough https:/treatment.grammarly.com/treatment/get Artificial Intelligence Technology |13.27 kB/49 B domain
g 7 . 4 . 2 ):ll}i ZIK iEB ’ % G e nAI : & Security Profiles > 2025/04/0113:45:00 10120021 -~ Passthrough https:/auth.grammarly.com/vd/api/oauth2/token Artificial Intelligence Technology |112kB/0B domain
7] + /_’— = veN ’ 2025/04/0113:42:01 10.120.0.21 -/ Passthrough https://config.extension.grammarly.com/dynamicConfigjson | Artificial Intelligence Technelogy |528B/0B domain
D ? ¥ﬁ E g J J/X *U E@ £ User & Authentication > i . . o i .
= WiFi Controller N 2025/04/01 13:37:00 10.120.0.21 ~ Passthrough https://config.extension.grammarly.com/dynamicConfig.json | Artificial Intelligence Technelogy |528B/0B domain
# System N 2025/04/01 13:32:00 10.120.0.21  Passthrough https://config.extension.grammarly.com/dynamicConfigjson | Artificial Intelligence Technology |528B/0B domain
¥ Security Fabric o 5 2025/04/0113:27:00 10.120.0.21 -~/ Passthrough https://config.extension.grammarly.com/dynamicConfigjson | Artificial Intelligence Technelogy |528B/0B domain
|= Log &Report > 2025/04/0113:22:01 10.120.0.21 ~ Passthrough https://config.extension.grammarly.com/dynamicConfig.json | Artificial Intelligence Technology |528B/0B domain
2025/04/01 13:17:00 10.120.0.21 - Passthrough https:/treatment.grammarly.com/treatment/get Artificial Intelligence Technology |13.26kB/0B domain
2025/04/0113:17:00 10.120.0.21 ~/ Passthrough https://config.extension.grammarly.com/dynamicConfig.json | Artificial Intelligence Technelogy |528B/0B domain
2025/04/01 13:09:59 10.120.0.21 - Passthrough https://config.extension.grammarly.com/dynamicConfigjson | Artificial Intelligence Technology |528B/0B domain
2025/04/01 13:05:00 10.120.0.21 -~ Passthrough https://config.extension.grammarly.com/dynamicConfigjson | Artificial Intelligence Technology |537B/49B domain
2025/04/01 13:00:00 10.120.0.21 ~ Passthrough https://config.extension.grammarly.com/dynamicConfig.json | Artificial Intelligence Technology |528B/0B domain
2025/04/01 12:58:00 10.120.0.21 - Passthrough https://chat.deepseek.com/version.txt Artificial Intelligence Technology |1.63kB/49B domain
2025/04/0112:56:40 10.120.0.21 -/ Passthrough https://config.extension.grammarly.com/browserplugin/con...| Artificial Intelligence Technology |541B/49B domain
2025/04/01 12:55:00 10.120021 - Passthrough https://config.extension.grammarly.com/dynamicConfigjson | Artificial Intelligence Technology |528B/0B domain
2025/04/01 12:49:59 10.120.0.21 - Passthrough https://config.extension.grammarly.com/dynamicConfig,json | Artificial Intelligence Technelogy |528B/0B domain
2025/04/01 12:44:59 10.120.0.21 - Passthrough https://config.extension.grammarly.com/dynamicConfig.json | Artificial Intelligence Technology |528B/0B domain
Artificial Intelligence Technology _11.32kB/0B domain

2025/04/01 12:43:59 10.120.0.21 ~~ Passthrough https://goldengate.grammarly.com/passport/api/v1/passpor...

© Fortinet Inc. All Rights Reserved. 9
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FortiGate - Al &S 8EPhHE
Inline =22 PHE

FortiSandbox
B FERR TS

2 Demo FSA Unit

Favorite + Addwidget | | 4+ Reset ‘

Status

Conngctivity and i %ﬁgﬁgﬁﬂgﬁug
V500 : ' AI gﬁggl%ﬁ

System Information

Incident Assist

File On-Demand

Y
Scagiatle FortiSandbox-VM {é\) @ |
VM Settings Hostname Demo FSA Unit HA L il Somuniy Tracer/Rating Web Fiter
FortiGuard
System Configuration Last Backup: 2024-10-07 10:09
D O[=|@
Serial Number FSAVMOTM24000001
@ Dashboard > . Universa VM VM image | VM internet | VM Status a &l
Username admin tb = | b
0 Security Fabric > E .
L Unit Type ‘Standalone E E E
§ e , S Ti 2024-10-07 16:15:21 PDT = - LGD w%‘ﬁ IJBE
i i ystem Time -10- :15:
B Scan Policy and Object > Y P For tiClient IR Yt
& System » || Uptime 6h4m 3s
2N} Log & Report > Last Updated : 2024-10-07 16:18:16

System Resource Scan Performance - Last 7 Days

5.5 CPU 41% Scanned Performance Security

[Avg/Median/Max)
EOE Memor 3% @] 533 =) 14s/17s/58s 12
Y == Total Scanned @ Processing Wait Time O-Day Files 0 Da S E % J
o Di 17% 22% [+]23% 3.2/19/43 3 y '& 1&
H= Dk = @Exe:u:::\es @Dﬂ'ce Gu Q Job Processed / Hour 0-Day URLs

C Reboot | () Shutdown

30 @\] 8s/4s/1m 18s [i]
=) Total viMScanned =" VM Wait Time Known Malware Files
@17% @23,5 .23/9 E\ 16s/6s/4m 65 0
Executables Office =0 Total Processi ng Time Known Mahware URLs

Completed jobs as of 2024-10-07 16:00:00
Last Updated : 2024-10-07 16:15:15 -
FiERTINET v5.00 4 »
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FortiGate - Al E18ERHE
FortiAl : F—EZES Eﬁ’ﬁﬁﬂﬁ? BN R E RE1E FortiGate

Al IETERK A
IR EZESERIEZEN—Z 7

FortiAl
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WebfEREXENEZNEEH
Vulnerabilities | :“ | u —

42%

{\ Broken Access Control
{\ Cryptographic Failures
/N Injection

{\ Insecure Design

/\ Security Misconfigurations |
{\ Vulnerable and Outdated Components Web EREAEEZSHF Web ERRZE 2P KERE
/N Identification and Authentication Failures - &R EZEEE. EENEES 2]

/\ Software and Data Integrity Failures

/\ Security Logging and Monitoring Failures
{\ Service-Side Request Forgery (SSRF)
/\ Other Vulnerabilities

FE:E HTInET © Fortinet Inc. All Rights Reserved. 13



11t WAF 3l WAAP : EFH N ERENREREIEX

IR WAAP AR IREALS - 225RE APl Z£F - Bot E3EE1 DDoS FiiE -

)T (@) T (e

489N E FIRIET

&= E}FLZ ﬁlﬁO; ffﬁ REAGEI 5

TEF198HEB 25 218 85% RIAER= BT —FRREERE

HEZ API = =M Bot 4

For the full report, go to https://go.fortinet.com/global-lp/aws-app-security-report
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https://go.fortinet.com/global-lp/aws-app-security-report

FortiWeb - 48 5 & IR #5 P 78

% B[ (Layered Protection)

ATTACKS/THREATS

ERRARE BRI A EARE - IP REPUTATION
DDOS K&

&

FERRENERMDDOSH E DDOS PROTECTION

AIETER HTTP RFC PROTOCOL VALIDATION

SRRV E A E R ATTACK SIGNATURES
As - BEEE - BERINR ANTIVIRUS/DLP — .
PIKREBEESERNER

{65 1| = A% 6% {56 P =& & o) sl

o — 4AR B (4
N H I ’ 7~

2 B8 - B8 - BREBER ADVANCED PROTECTION FEFH*EETEE}] 1Ll:ﬁﬁ?i£1
! Sl DU B L B (S D

ZERO DAY ATTACKS BEHAVIORAL VALIDATION EmTH e a0 A
5B SR EA TS BRI EAPE I RIS H N E R NERHINETAIERA -

APPLICATION
FE:E HTInET © Fortinet Inc. All Rights Reserved. 15
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FRIEMAREEENSHRRE

BEZEBEJEGRALESTA
RNE - BINEERIE -

EEEFTEANEATMEA:
B4 WAF BRBRRE R ERE

TR BN - REANER -

RAMECHEERE:
g AN ERR R RS
R FRTAERRRY -
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FortiWeb - 48 & & FH IR #5 P 78

EEHREE (ML) [IME

% A5 & 2 {581

ENONONNANN ONOENEANN U A AAAAAAA
X 1X X
EH 1R FortiGuard 3|
Bl - RERGER WAE BN E BT
—BEEHNEETE s

@ -misinns MR AT

A 05 NN
|
|
L rirrirrirrirrirgzroziroarg
DEF—RENEERE —REtE s MEBEENR=E

PEEPAE Web ERZ FFISRVE !
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FortiWeb - 48 5 & FH IR #5 P 78

og SR 2w A
s AEELREE - Sl - AT B ReE TCP connection, HTTP request, HTTP HEAD methods, HT TP
error responses, H'T'TP requests without Referers, HTT P requests
without User-Agent, HTTP requests with illegal HTTP version,
JavaScript/CSS resources, JSON/X ML resources, Request for

oo 409 | =i
O iE gﬁ E,‘J *AZEEA Fﬁkgu robots.txt, Average duration with throughput, Seconds with throughput
BHRAVERS|ZE
Bad robots (scanners, crawlers, spiders)

O {RERVIEME
EAEMNE RS ZEEAERBEENERE
( DoS - Brute Force )

O #a8 A 2t
Bot BEMBHMARBMBE - DEFRMBA
ABAIE R EHA S

DIREBEHEERA - iwias - [EaaAl
EMEERSIZEE

18
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FortiWeb - 48 5 & FH IR #5 P 78

EnEER

B SEEEEGHEARE R

Bz B S E - You are now in line
Thanky ror waiting
| Fﬂz}fﬁ }’E}'}cﬁ {I;:E%D :HF Bg/%“ﬁ ’ Thank you for visiting our website. We're sorry for the inconvenience, but our site is experiencing high
traffic volumes at the moment, which is causing delays. We appreciate your patience and understanding
EY B HEIEASIERE & as we work to provide you with the best possible experience.

A ERENRNEES

Status
Sh5E

Estimated wait time: 5 mins

Last Updated: 12:45PM 04/16/2023

B R nl DR E R E AL -

‘H_TE_H,\/{ EB%%’*@;’_‘E HURLES Keep this window open to stay in line. You will be redirected to the website when your turn arrives.

-
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E b kTS EBHEEE > PEIARR
IR S AR F R

MBRFEREZDDoS (HHIPHEINE) « BRASHNEREMR (Deface) ; RHRIZPHBRE I H/NEBZERE - 8H
72\ HREEERE

X/ HEZE | 2022-08-11 R&
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FortiWeb - #8 B FEFH AR5 PhE
BAELZ (Anti-Defacement)
» STEEAEUGEC¥Y
« BERRESE
- B gEeEsE
SEAR2N
o ERET
» FTP
» SSH

» Windows share
rved. 21

P —
BIR
f A
&
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FortiWeb - B fEFH RIS FhE

MCP Protection

Model Context Protocol

- MCP 1Z#H Anthropic 7 2024 &£ 11
HiEd - ner REESEADIEERE
HIER A N ESNER AR 75 B4 -

« BUUEERE - K HEFI{CRVBRIEARASZE
& HEEEE -

. BEEERNICERER MCP Ba—X

F:ERTINET

Your Computer

Protocol

MCP Host
(Claude, IDEs, Tools)

——> -

L

7 ServerA

7 ServerB

MCP

MCP

MCP

Local Data
+—> g

Source A
- g Local Data

Source B

Web APIs = @i

7 ServerC

" Remote Service C

Internet

Traditional Integration vs MCP Approach
Traditional: N+M Connections

Model 1

Traditional: NxM Connections

Model 1

Model 2

Model 3

Each model needs custom integration

with each data source
9 Total Connections

Model 2
Model 3

Models and data sources only need
to integrate once with MCP

Database
Cloud

6 Total Connections

© Fortinet Inc. All Rights Reserved.
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FortiWeb - # &5 FEFH AR5 FhE

MCP B3 - BENBRLBE T

. © O Oadmine

C | FilterMode~ | % Severity Level; ! Informative O Add Filter X| SwedFiters B 8 R

15 =R

(Slgnature de teC tlon) r: Date/Time Pallcy Source Destination  Threat Level Maln Type Sub Type Log Detalls
1 2025/12/08 11,2358 Test-MCP-GetWeather J"’: 102005230 1020053101 smsms Signature Detection SQL Injection ]o Analyze with Al
2 2025/12/08 10:20:42  Test-MCP-GetWeather 102005330 1020053101 W Slgnature Detactlon SQL Infection E Detailed Information
E 3 2025/12/0511:44:26 Test MCP GetWeather 102005330 1020053101 MCP Violation MCP Security Json Schema Validation
=== V- 2025012005 11:39:46  Test-MCP-(ietWeather 102005390 1020053101 MCP Violation MCP Security Json Schema Valldation 2075120
» BT A SRR K 251000
5 2025/12/0511:38:29  Test-MCP-GetWeather 1020053.101  jmm MCP Violation MCP Security Json Schema Validation 11:23:58
Test MCP GetWeathe
- B)‘]- 1—_| HE H ? E/\ 6 2025/12005 113828 TestMCP-GetWealher 1020053101 (i MCP Violalion MCP Security Json Schema Validation DT
IE axlmieE <7 it
7 2025/112/0511:38:26  Test-MCP-GetWeather 102005330 1020053101 MCPViolatlon MCP Security Json Schema Valldation 1x
A NN —R=LT . SIS 113798 T U R A G MCP v 10.200.7.201:8989
- /I\Z% NN 8 2025/12/031137:28 TestMCP GetWeather 102005230 1020053101 (wmm MCP Violation P Security Json Schema Validation |, X
/ =] \ E /ﬁa/ a / Method post
; G 202512/04 110843 Test-MCP-CetWeather 102005330 1020053101 ewes Signature Darection SQL Injection URL fmcp
- EI:EI ,T EDH }—JZ 15 EJ 10 2025/12/041058:41 TestMCP-GetWeather 102003330 1020053101 wmmmms  Signature Detection SQL Injection i Fo
E 7~ j— / Action Nert Deny
. 11 2025712000 231351 Test-MCP-GetWeather 102005330 1020053101 [Eeees Signature Detection SQU Injection Threat Level T
R e &t “ . . Client Risk © Unidentined
12 2025/12/0322:56:36 Test-MCP-GetWeather 102005330 1020053101 |wwwmw Signature Detectlon SQL Injectlon : ! ’
» FortiGuard &} & j=—; 7= Souie Coonky o RAgon Reserved
13 2025/12/0222:53:21 Test-MCP-QueryData 102005330 1020053100 |[mmwm MCP Violation MCP Security Poisoning Attack Prolect  JCVEID N/A
14 2005/12/03225321 TestMCP-QuenData 102005330 1020053400 fum MCP Vialation MCP Securlty Polsoning Attack Protect Vo1 10p10 ”'A ingecken
OWASP API Top10 N/
15 2025/12/0322:30:47 Test-MCP-QueryData 10.20053.100 1020052100 |wmm MCP Violation MCP Security Poisoning Attack Protect  IMain Type Signature Detection
16 2005/120062200:44 Test-MCP-QueryData 1020053100 1020052100 i MCP Violation MCP Security Poisoning Attack Protect 2% 1YV SQ Injection
Signature Subclass Type  SQU Injection
17 2025/12/0321:39:20 Test-MCP-GetWeather  10.200.53100 10200.53.101 jwmmen Slgnature Detection SQL Injection 030000084
2025/12/03 21:39:13  Test-MCP-GelWealher 10.20053.100 1020053101 |[ewmwe Signature Detection SQL Injection ;

L]

F:ERTINET B i o o e



FortiWeb - 48 E& &R Bk 75 PhE

MCP {Ri& - &R IERTD)

EWEME
(P0|son|ng attack protection)

» FIERRIRNBENT
SEIAERIE

- TE2Y - TEHRPE
IR RYF

» (REBUEN R R FAEL

= HHEE Al RFBORET]
e

» FortiGuard ER EIFE BT

F:ERTINET

351_:55%

/0N o\

_

{ Sensitive Data

"jsonrpc™: "2.0",

"id":1,

"result": {

"tools": [
{

"name": "get_weather",
"title": "Weather Information Provider",
"description": "Get current weather information for a location .ssh/known_hosts ",
"InputSchema”: { "type": "object",

“properties”: { "location”: { "type": "string",

Command Injection

"jsonrpc"; "2.0",
"id":2,
"method": "tools/call",
"params": {
"name": "get_weather",
"arguments";

{ "location": "New York;cmd.exe nc —| 3000 ",
“tool_call_history": "abc" }}}
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FortiWeb - %IEIEJ!E%HE?“BH i

FortiAl-Assist : EZ D TE =8

anh H . c 'y H -
=_= FortiWeb NS : ®@ © O admin
Dashboard >

Attacks Aggregated Attacks FortiAl Assistant 6 * x
« Network > ~

o ~  Filter Mode ~ ‘ ‘ ® Severity Level: ! Informative © Add Filter
System >

Hi,H I hel ?
/] Security Fabric > # Date/Time Policy Source Destina...  Thre... Main Type W Howcan Thelp you

a User > 1 2026/03/18.. Server_Polic.. =167.. 10.209.. | Known Bots Detection
B Ppoli . ) ) HESTENEE LMlog
=y —y ﬁ *ﬁ Eﬂi ?]- ~ olicy > 2 2026/03/18.. Server_Polic..  121.. 10.20.9.. mmmms Signature Detection
:'“‘3 —é; # &= Server Objects > '3 2026/03/18.. Server Polic.. * 121.. 10.20.9.. mmmms Signature Detection
- . MTE2EASEPHREQFENITHEE :
"¢ Application Delivery > 4 2026/03/18.. Server Polic.. ® 121.. 10.20.9.. [@mmms Signature Detection R
@ Web Protection > 5 2026/03/18.. Server Polic.. * 121.. 10.20.9.. mmmEE Signature Detection 1. EHT RS
2 Bot Mitigation > . i \
. . 6 2026/03/18.. Server_Polic.. ®5167... 10.209.. [ == HTTP Protocol Constrail . BEETSRERHTTPSR - B4 1P 10.20.99.1308FHR
l, /( Al i ]:—J- 4= t + API Protection ? 7 2026/03/18.. Server_Polic.. ®i167.. 10.209.. | Known Bots Detection 8 (758443800) L@Server_Policy DVWASES «
. e T 3 -
O Do Protection ? 8 2026/03/17.. ServerPolic.. ®i204.. 10.209.. [Ezs: Known BotsDetection SRR S8 EABATHURLSR (I
'flz ’I’J ]j *ﬁ B P Protection N cgi.force_redirect=0 » allow_url_include=1 -
= 9 2026/03/17... Server_Polic.. @125.. 10.20.9.. @mmmms Signature Detection auto_prepend_file=php://input) BUFER > BLFEFSEIER
O Tracking > BEIWHRITRE -
[= Log&Report o « BSQLIAKEBEN » BRHEAGLASRELHIMERE -
 BIMZERRIPHCMIER AL - ¥ EES R R
Log Access > s WEBRHLERES -

0 L/( Al L ]:'.I'%; Attack HTTP2I IR > AR GRS B -
EZoh

Event 2. WIS
Traffic

Download

Report

Log Polic >
8oy ) o

Log Config

Total tokens remaining 93% 0/1024
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FortiPAM — B8 5 7 B 454

HhE R ZE & Inah 6

mifs
—H
HH

inrar

g
(FortiToken) aim
| A 3
: = . SSHe===""""" ¢
&EA | FortiGate ForiiPAVY 5 A
g | a e R - VNG b
ﬁ JEMMIET @ N — @
TiZEm ? [ 3 RDP:P ________ ®
1 )v

oo SEES ST 30 TtEINED T 4
OREEE TELNET

EEIE ° ED H%E%ﬁ%}gﬂ:
« B AS5 788 4R {H %
zonzes QT
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FortiPAM — B8 B 7 Bl 451 ;838

-

A JWT (JSON Web Token) Z3Z 1R B E#{EEH M

e

E] ForiiPAV -
Jenkins Encoded JWT o = L

et ittt iyt el -> VNC -
. eyJhbGciOiJIUzI1NilIsInR5cCl61kpXVCJI9.eyJzdWIiOilxMjMO
= N T YBODKR MWD Z STBIKF SAMIGIEXBMAT Y WIREAW2OHRyd ™=~~~ = <
|1

@ = === WIIS!mhd CIEMTULN|IZOT AyMRQ gRiax S Y LS C oA Y ulys e - - - -> B B 4
= == e e e e e -
Terraform { ! RDP {=--mmeo- *

BB
¢ %E;;\QIH\H E’]%Tﬁ*& TELN;‘E—'I-' """ *

Ansible - BENCITARN

HEEE B

BHEME&RAK EEES 25
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FortiPAM — Ea5g 5 77 Bi45H 538
ERENZEE

£22 FortiPAM VMé4 = Q

B HEIR > Windows B ABETBHESER - Admin
T BEMES 255
& 1EE >
2 BERE
gk
REaR ARMITH  WE REER ERRE
6
DR
ik
FHEEEH
BRTTERE

AR T i ; x
EEEER %WINDIR%\system32\mstsc.exe

EIEHER + F G
EBF Y +

SAcE

This app has been blocked by your system
1E4B (#78) X administrator.

%WINDIR%\system32\mstsc.exe Contact your system administrator for more info.

FE:E HTInET © Fortinet Inc. All Rights Reserved. 31



FortiPAM — #2557 Bl45 1 518

EI:EI7:|:

22 FortiPAM VM64 =
ik Q next
® EER > U SSHIBHEE

o edit "port5"

r BEMEE - " "

2 15 , BB set vdom "root

Sl SO set status down

iR S .
s o = set type E:hysu:al
B EE ST i | set snmp-index 5
QERE next
o I “a® RegEx n
fEEIEEN '

B E FPXVULTM74 # delete 1
BART B TR A (his command is not allowed to execute. Please check with your administrator.

FEETER O delete* FREES BB A &
BIEHR

BEWFTHES

& RERE

FPXVULTM/4 #

PhHEE
R
DLP {85451

SSH i 28ECE

ndows FEFRTETUIE22
o

RDP Hi {22 Aic E

SE SR ST

TR 2R =E3
O delete*  FR®ERX BB

il
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FortiPAM — EdiE 5 77 Bl45HE a2

122 1) 5 [E Bl 655 B A B s e

#3E alvin 7£ FortiPAM

HH#A: 2026-04-01 20:38:22 RA: FortiPAM fEMA: alvin

iR 1P: 192.168.1.108: 51717 B1ZEIP: 192.168.1.96 EX&h23: Web RDP

RDP E+H:E
O Q #=
ERAGHRERERE BkiE il AT
00:00:00 (»] o5 rdpclip.exe
00:00:01 [») o AtBroker.exe
00:00:01 [»] o taskhostw.exe
00:00:06 [»] o TSTheme.exe
00:00:06 [») o dllhost.exe
00:00:46 o chrome.exe
00:00:46 (»] o chrome.exe
:46 B ai. chrome.exe

00:00:46 (> o chrome.exe
00:00:46 (> o chrome.exe
00:00:46 [»] o chrome.exe
00:00:46 [»] o chrome.exe
00:00:47 [»] o3 chrome.exe
00:00:50 [») chrome.exe
00:00:50 [») o chrome.exe
00:00:59 [»] o chrome.exe
00:00:59 [») o chrome.exe
00:01:05 [»] o updater.exe
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FortiPAM — B8 5 7 B 454

= —
TR

% FortiPAM VMé4

@ ERIR
w RENIES
S5 RE
&R
Biz
AAERIFE
YNZE= 2
BIERE
R
5%
BER
s IREHRE
& EREYE
O g
L BEEEmRE
& 488
o mpEE

B 7 BN A iR

(o}
> tEBE¥E -admin(ID: 3)

Sk

ssh
. OO0 s 8 = v =
g Remote PuTTY WinSCP Web S‘S';-| Web R‘[')’P Web S‘F'T’P iR ety
Desktop
— BEO »HE Fit  wEEE0 EHTRO EREER
WEA 1EER4CER SSH HiE DLP B&% PhEerfascis  RREL
L EH- OQis Q E@Emg- © DO=
B #A/BE ERE BREE 178 s HE R IP FRIR
2026/04/0120:51:37 & admin [ [ ] & o paLE delete 1 Command blocked by ssh-filter & 2dmin (192.168.1.108) 58,594
? 2026/04/0120:51:30 & admin mm " v BB show & Nin (192.168.1.108) 58,594
>
2026/04/0120:31:24 & admj [ [ ] & Vv iEB end & admin$92.168.1.108) 54,230
>
2026/04/0120:31:21 dmin [ ]| ® Vv iBEiR diagnose debug disable & admin (192.1%8.1.108) 54,230
>
2026/04/0120:31:16 admin [ [ | 1® Vv iER diagnose debug enable & admin (192.168.1.168) 54,230
>
2026/04/0120:31:14 & admin mm " v BB end & admin (192.168.1.108) 54,230
>
2026/04/0120:31: & admin [ | ] i:3 Vv iER show & admin (192.168.1.108) 54,230
O 2026/04/0120431:09 & admin (1] & v &R config system interface & admin (192.168.1.108) 230
oo £= N 2
EREY 178 BN HLE
L[ &K © L delete 1 Command blocked by ssh-filter
L R v 5B show

F:ERTINET
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aEERIBIF
R

 REERE

|
L« PHISHING VECTOR

2. TR
STEZINBIE B T 8%
REEEFHYE - IR
Im EGPHEE »

|
L« TARGETING
-

1. 1Z3L 8%
2% "Mr. Raccoon" I 7R3&
W Adobe &%t - ﬁ'ﬁzsfé

EFEREN TENEERER
. 1ESNEIE (BPO) g o

AdobeSH RIS EE L

L« REMOTE ACCESS

3. & lm %l
BEENOETEM EEA

"=inFINTE (RAT) -
FE N AL s ST ERATR I 4 -

L INTERNAL BREACH

4. EPRER
HEEENAZEN a8
"ARERAAE AR
i# AAdobe PIEPABES -

Adobe

-
‘-
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FortiClient EMS - In2h = 1"’&"’@

KAMMEE, FHERERENHERR

O mFEShmE

i ER{EARImEERE

—- A um i BRARREERRE

] BNERRATER
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FortiClient EMS - izt EEEETE

ZEEFH
= ZINA
,,,,,,,,,,,
-, . B R
3= e S 4 8- I io| \ Endpomltzllz:;otectlon
IPSec/SSL VPN / P (EPP)
! - ﬂ \
FortiClient |
EMS ~
+4 N - R ]
S a%  ImssRRASEE
- = Endpoint Detection and Response
Vulnerability Scan (EPP)
T i ’ *Roadmap

- LFaEAl
Sandbox Detection
F::RTINET s



FortiCIient EMS - inEhZTE
bk B S — ] B SR

# Patch »

[ ] Endpoints Scan ¥

¥ Action ¥ ch All Fields = Fitters v &

W e —
2 3 Policy | Defaul -

o) Test Lab Windows

Antivirus Events Anti-Ransomware Events USB Monitor Events Sandbox Events PUA Events

Vulnerability Events

System Events

I BhE

B E s

T AdeleVance Connection Status
avance@acme.com Managed by EMS ® Managed ~
555-555-5555
%, O Test Lab Windows Configuration Features F 0 rtl C I e nt 7? :H/
‘\
" S . - .

Device DESKTOP-ISO9R09 > Policy Default = i Antivirus enabled

v & Real-Ti i
os E® Microsoft Windows 10 Professional Edit.. Installer 7.4.1 Installer 7 Real-Time Protection enabled

FortiClient Version 7411736 3 Anti-Ransomware enabled ~
P 10.0.215 7& =tz
MAC 08-00-27-cb-f7-48 R FCT8003913784163 e L S A }EH }5 :H/
Public IP 17217249164 FortiClient ID 5ABOF7961EE14E65BB37AFCI95ABB.... . Sandbox installed
. ZTNA Serial Number BA9S03235650216438C1F759B84189... «» Sandbox Cloud enabled
Status Online
Location On-Fabric cl fication T % Web Filter installed
- v assification Tags S S /\
ey eEE VRS P [F Video Filter installed El j:% * IRy
Organization Acme Corporation s - = Endpoint Detection & Response not installed
iz Application Firewall installed ~
Group Tag
+ Add O Remote Access enabled
?:;:my Posture % all_registered_clients ) . @ Vulnerability Scan enabled ~
¥ Windows_ 10 Forensic Analysis 2. SSOMA installed
% AV Enabled @, Request Analysis ¥ User Verification supported

Network Status 9 Ethernet ~ -~ [#] ZTNA enabled

&7 Privileged Access Agent installed

Hardware Details Model VirtualBox

ERAZEINEE

Vendor innotek GmbH

Third Party Features

CPU T1th Gen Intel(R) Core(TM) i7-11... (& Virus & Threat Protection ~ None
RAM 4095 MB 2. Disk Encryption None
e i = 14 A1 50 B
HDD 100 GB "“ 8
v
Load previous 50 | Skip to : Go | | Load next 50

F:ERTINET
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FortiClient EMS - IS ZEETEE

SR B IR R IR

Add New Rule

os m Mac Linux i0S Android

s

Rule Type EMS Management '

Managed AntiVirus Software
Certificate

EMS Management
File

Logged in Domain
Registry Key
Running Process
OS Version
Sandbox Detection
User Identity
Vulnerable Devices
Windows Security

Mac Linux

Windows Security

NOT

Windows Defender is enabled
Windows Defender is enabled

Bitlocker Disk Encryption is enabled
Exploit Guard is enabled
Application Guard is enabled
Windows Firewall is enabled

windows Mac windows Mac Windows Mac Windows

Windows

Mac

Vulnerable Devices ‘ Logged in Domain ‘ Running Process ‘ Registry Key

Critical '_-Et"l';l-Ht:f‘! NOT ?,:5:'“_”“:1

NOT

:RTINET

Required

[ AntiVirus Software

NOT

© Fortinet Inc. All Rights Reserved.
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FortiClient EMS + FortiPAM - EEES5HELEES

» InRAEREZEE - IRRRMEISEE - ARV BIC S RESPRIEEA -
- RHEIRRAIEE - SEACERMEERE

'RDP ff =7

.
.
3 Server
=

1
SRBRE RDP-jif S Y
etz=
=) O L] | ke > Corp. com
. SSH-1mimEsg INTRANET =
Eﬁﬁﬁi\ ?&lﬁdﬁgﬁﬁ/ﬁﬁﬁ FortiPAM I\ Server Server
BB IR TS SSH ff /i< B %
FortiClient  jpeorsng #4255 )
EMS  jResZ2 et B
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IRNEZMHEmMERA " = KHE %

&) KK
EHEIE S

> 1M+ Events/Day

BEZINS

ZHMERBERECHE - TAZRHE -

APT BREMASE - BSHNRREZR
ETHEANERARQDEE -

F:ERTINET

BE—RESHELTRESE  MAE
BB S E AR E 95%E =M
 BZ ANBBWMAEBEE -

BAERER

IRIBRI S HAHER - IRZZF/ERE -

H#ABHEHRY Root Cause AR ESE -

© Fortinet Inc. All Rights Reserved.

43



SEEEIETVEAN
[ Machine-SpeidJ e EERMK

BRERNEERE, SiEtkEis SOC RFLEER

ZE2=1E (SecOps)

BB ISP IS E AR SEIRR HOHERR

WEFEABZEIIEIS -
Mm% HIREREE -

fEEEm -~ =Eini B0 AR IBIHRIZ ~ EEEAT
BHETHNSBEAZEFEE - MEEREME DR -
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SREEIETVEAN
[ Machine-SpeidJ HEhEERN

A Al BEED Y SR BRI A '
Al BESNRO(SERER
\ SR e
§ SIRETREESED.
A i =k#%UEN, IE SecOps )
FLE RS T WEENHEZE  BESESOCHE [
= EEFREE y
yw T — norens. oo
A R = AR HIEERET) EREIR R -

>

5 (Time)
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36K

B

Al BB REEREFIA -
EECEB TR RERE
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T e

i%ﬁg%ﬁﬂﬂﬁlﬂﬂ ~

ESNENIESTN

WEZEBGEN &5

e S BT -

Eln - SaaS * API - B9 5E KN Al EEES TR EIR AT BER -
KB EHESHEITEEHMEEE - BENEEREEIE -

1 Fortinet Global Threat Landscape Report 2025
2 Fortinet Global Threat Landscape Report 2025 } )
3 Enterprise Strategy Group, 2025 Economic Validation Study © Fortinet Inc. All Rights Reserved. 46
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BZRY Agents BEBBERERR1E

FELRMYEE  WIBMESEEHE -

7
wETHR - RIELITDR (BB
RRIEREE ) BET) - WMAEFE -
BN -
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Br:E =t HENL

TEoh
WEEN HBEEELI s R E R E
EZ mATRECE AR FEE -

7
B AERSH D4R (Triage ) »
e EAfRBEE SHB EE - LURmEE
HERISE

S iERI=E SR

TEEh
FEBERANETIREEINE -
BlEnFHEE ~ BAREER -

B -
BXEE 7x24 NEZEE - D4R
Eo A H I EZTGHE -
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The SecOps EiEIRTE
AR B ABIERIAIE | - BRI EEE S

£ I

R4 e A B2 E p o 1 - .
( Seg%’;’}ﬁﬁ’g ﬁfjﬁﬁ’fﬁ B SEMRERHDE BT EHE -
EHERINBEES - S

BEER B BYHbE BRI E

ER SOC &7 Y RN - 2ORE 18 R L BIFEEI RO RNAE ) - TR P (LB -
: - BEEEAIR @RS REEY - : \ o -
(Foundational) . X B S SR A AR D - ERERESR - BEASEINEIMIGESIE -
- BESBERIE  BRAREAR - o e s T g | B 2R |
mE* Soc ﬁgjj o gﬂ}}g@]\*%ﬁf&ﬂu ) 1@@{21@5‘6%%&%&} . I*EE’JHE_IVEUIL EﬂHHPﬂ@E,Tg/E\U J//{&
(Developing) - FHEBRKBAL - BEER - TEIRELE B SRR AN -
: - ¥ ESRIERERNREEE - BEEMCIEET (% - BETENGERES . 17
J(%g%:ncggd?gb P AT BUERAE IO mAER s, SROeEREE -
. WEEBEEETIEE IS AR EIR R - - SR
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Fortinet SOC Platform
AESBAMEEITE  TECREDHSEMEE

®

FRARRI A

FFEEPAEL SOC

(Turnkey SOC)
ZEAZEBERN DA - BENE
EA Al il - E BB RIRRE
BZHE -

EFEHHER] SOC
(Advanced SOC)

BIR P RIAREAEEIRETT
UKkzBEE8ENRZBEE -
NEBIRTS SOC
(Managed SOC)

M T EZEERLBIRTS
(SOCaaS) . =1 - 12 7x24
FARIEABETRRZETE -

Al B3

RERRTS
SOC

GRS RS T
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o
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7]

J

S A

A

Turnkey

YN " FR

/

SOC : FortiAnalyzer

IENES)

H—AKRIRE

(Unified Data Lake)

Eh{EHFEWE - BEFE—W
HEE TE-—EHEBRKR
(Single Source of Truth) 4

BEIREmER

(Natlve Threat Intelllgence)
#&5 FortiGuard Labs 18 & J_JZ

””JK%%’L‘E/EJ/LU\&?ETE (IoC) &

He - BEBEERZ BB

REZEBECIR

(Built-in SOC Automation)
B "HEHEEIA 4 /9 light-SIEM

B light-SOAR BEJ] - NEEE
NERIRAS -
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rﬁ
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| IF

10

ud
NS
/N

%Advanced) SOC : FortiSIEM and FortiISOAR

- THEEBE)E
A i FEE(FIBLETT,
Bim SOC 2z LE G RIBEE
(Enterprise Threat Detection)

xEZHEFHRENSHUE - 7/
BERA - LIKRZETTAIRY SIEM #Z/0
n - TNRE «

FHEE

ml]  (Incident Management)

D Yo BHEIELSOMEIELENEEINEEAE

- — e s W e BEERTE - sEEEEEEELE
== BRI EINEE S -

-~ SIS A

s -, R SR EERGEHSIE

e {% (SecOps Functions and Management)
2 HERAESHMEE  HEFEEN

EEERE HESE.. SZIEANEE -

llllllllllll (ID: 88) System Eventlog Cleared on ORDERS-ERP

BEAEREETRE
@ (Automation Everywhere)
" &% SIEM WK light-SOAR EE1{E)
At - DURGE R SecOps / NOC/
IT TYERRAYSEEE FortiSOAR & -

B DR R
EF 3E8 T OiE §5] ix 2
if i i il i
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RNEE I\/Ianag )
2

AI7T T RIEEIENE

= MONITORING SUMMARY G

& FortiCloud £ Services I | I

50C AS-A-SERVICE

lose details

9,

@ Medium
) N Low

F:ERTINET

Escalated
@ Closed (Resolved)
@ In Progress
@ Confirmed

SOC : FortiGuard SOCaaS

\

=

= B 32

@

@

@ {58 (Detect)

3 Fortinet 12t 24/7 & K7

BLRfiibgaEEs  ME BT

ﬁﬁﬁ&%%#hvﬁﬁ £
WA -

eSS (Respond)

Fortinet EX &% 15 2 #EA(D
MBI E L ER - WEHE
ﬁ%ﬁﬂl?ﬂ%%ﬁ-%ﬂ%ﬁ—iﬁmm
BETEIER

{4 (iImprove)

Eis A DREIL IR EENER
Mg - o]
Fortinet EX#ETETE D&
SEB(ICIMNEZLRHE -
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FortiAl : SOC ¥ &8EEEERX
NN SOC CSBEDHT - ;

4

Questions

I (Questlons)

LR IP 2EBENA %ﬁTM%TTWﬁE%%$7 0 &k g2t =

2RBBBEEE x,@ IPEERCANEEN O SEES AR ? FortiAl HREER

36 1P B AR B IE 2 s 2 e -

4 BRI R R SR RS F A R E RN EST5 2 %ég Eﬁ(ii?;%"lgg A%eg?)

SR FHNEREREE D EERNE R EnFIUERIE | ;E o

6.7 B EPHNENM.IP E GBS HE RSB EESEZRRE ? ENRRERERERERE

= i (Chooses optimal response path

dynamically)
EATEETEESHT
(Acts automatically with human
oversight)

ie5 I BB R B E{c4kE

(From guided to autonomous
operations)
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FortiGate ( IPS Protection)
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Fortiweb (WAF & MCP Protection)—J

K& OWASP W EHIZE
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ez -

’ﬁWEl’J R
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chguidy — ISIEE S |
Fortinet SOC Platform |
ZHZEIE - REEIBERETTEH) :

— — )

BSkSMERTE - T

FortiPAM + FortiClient EMS
RIS NE |

AR BT REIRAF -
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