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Monitoring — Rouge APs
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@ Inventory B Good
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= Wireless Rogue AP=
Access Points
Clients

Channel Summary Q, Search filterable columns

Applications

Location Services Monitor FortiGate = MAC Address = SSID = State =

Heat Maps FortiGate-60E-Marty-Lab  84:3%:8f:8%9:53:e%  FTNT-Visitor © Unclassifieg

Rogue APs FortiGate-60E-Marty-Lab  70:4c:a5:60:c0:b%  Bill_L3 © Unclassifieg
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Lo System
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S Internet Impacted Clients: 34
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Switchy EXcies ¢ =- waN B ciens ¢ =

SLAs -y SLAs
B Switch Health and Uptime @ . . B FortiExtender Health (5]
< A W Performance

FOATINET 00

i © Fortinet Inc. All Rights Reserved. 22
.




_ e N .

ed 14 Thu 15 Frilé Sat17 Feb 18 0

pacted [ Total

Top 5 Problematic Devices cC =-

T Internet Impacted Clients: 34
" FAP-441K-Living Impacted Clients: 30

“» FAP-433G-Office Impacted Clients: 24

" Northern AP Impacted Clients: 20

“» FAP-231G-Corridor Impacted Clients: 17

Clients ‘ C




@ FortiAlOps

Ho B AR R 12 I RE

@ Fortilops

EBAHEER [

& Allnsights

Impacted SLAs
Impacted Devices
SLA configuration
Inventory
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Switch
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Topology of 6B00-001131039
Throughput =

Impacted Classifiers Impacted Sub Classifiers

- e

Details

© Q Searchfilterable columns

Date/Time ¢ Hostname & A.s SSID €

2024/08/0610:10:06  6B00-001131039 AP-02

FortiGate-601E

Radio Type ¢ Sub Classifier %

24GHz 802.11ac-2G  Asymmetric Data Rates

Close

B Device Group: Default

Signal Str... ¢

-67 dBm

TxRate %

48,00 Mbps

© admin - @

X

Time range :1day

Rx Rate &

6.00 Mbps

Q

Station MA.

c0:06:c3:91

e —————
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o *lJ . AI T% 1/ \ ﬁg 5 CJ Dashboard A ‘ Problemi Topology Coverage Logs

Summary APse | Covere  Diagnostics  APStats  APLogs  Neighbour APs  WIFI Clients

Al Insights

Impact
Service Assurance p Coveraz AP Info

Connected client§
# Al Insights I = i Name FP231FTF23046473

Wireless, 15
12Wireless, 15¢ = ¢ Serial FP231FTF23046473

@ Inventory
7 Wireless = Cove Mac Address 80:80:2c:32:23:28

=3 Switch IP Address 10.1.208.150
& Security Fabric

& Logs&Reports Details

Status Online

Version FP231F-v7.2-build0365
Lo System View Lg

FortiGate Hostname FortiGate-60E-Marty-Lab
ES Service Assurance

Date/ | UpTime 2 days, 6 hours, 44 minutes, 36 seconds

2024/08
2024/08

Issue Diagnostics

Issue Cause * Clients with poor signal have connected due to lesser AP coverage

MNo. of Clients

* Review AP's Tx Power settings
* Provision new APs in the neighborhood of current AP

W Switchinzg W
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* Review AP's Tx Power settings

* Provision new APs in the neighborhood of current AP
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Connection Failure « Time range :1 da

o \% N\ H I \ /U zzﬁ } Impacted Classifiers Impacted Sub Classifiers
INE NI ERS
L ﬁ. 4% ZIN\ = tokyo-wic-01 { () FAP431F-04

Details
View Logs | @ Q, Search filterable columns Q
Date/Time = MAC Address Hostname % Issue Cause List 5 Remedies 5 Access

2024/08/27 09:06:35 d0:3c:1f:d6:02:db | @ DHCP server sent DHCP NAK. IP Address requeste. @Check if DHCP lease is full and reduce the lease dur... FAP431
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Connection Failure = Time range :1 da

Impacted Classifiers Impacted Sub Classifiers

or Ak -
= tokyo-wic-01 { = FAP431F-04

N4

« MFH Al IZ AR

Details Check if DHCP lease is full and reduce the lease duration if too high. Also, it's possible
that client has moved to a new subnet, but requesting old IP - try DHCP release and

© Q, Search| renew on the client. Other issues - high channel utilization detected on this AP, co- Q

existing issues/likely causes - too many interfering SSIDs. Rectify the channel utilization

issue. Alternatively, review AP settings to enable affected clients to switch to other band Access Point 2 SSID 2 Classifier 2

Issug
or nearby APs

B-NB @ DHCP server sent DHCP NAK TP Address requeste. .. @ Check if DHCPTease is full and reduce the lease %r FAP431F-04 FTNT-Staff Association DHCP NAK

View Logs
Sub Classifier ¢

31
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Check if DHCP lease is full and reduce the lease duration if too high. Also, it's possible
that client has moved to a new subnet, but requesting old IP - try DHCP release and
renew on the client. Other issues - high channel utilization detected on this AP, co-

existing issues/likely causes - too many interfering SSIDs. Rectify the channel utilization
issue. Alternatively, review AP settings to enable affected clients to switch to other band '
or nearby APs.
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¢ E;ﬁ AI ¥|J %ﬁ }/% j< - . (IR tokyo-wic-01 ) —()  FAP431F-10

Date/Time = MAC Address Hostname % Issue Cause List 5 Remedies Access Point SSID 3

2024/08/2T7 11:24:42 Bad2:f4.51:b3.7f 8a:d2:f4:51:b3:7f @PRoaming delay observed. @Review threshold computed/configured for OKC Roa. FAP431F-10 FTNT-Staff
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Client Details

Diagnostics

Issue Diagnostics

Issue Cause

Remedy
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AP Stats

Client Logs

= Roaming delay observed

» Review threshold computed/configured for OKC Roaming delay alerts




* Review threshold computed/configured for OKC Roaming delay alerts.
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o L 75 4R AR s 5] e

Topology of FAP431F-10

AP Health and Uptime ~

¢ E \IL%- AI yéu §ﬁ }/% k APD”“ ! .U ( E% FAP431F-10

tokyo-wic-01 ————

Details

Date/Time < FortiSwitch Name < Issue Cause List ¢ Remedies $ Classifier ¢

O 2024/08/27 21:25:58 ©Poor Uplink Connectivity between AP and FortiGate - @Check if the Etheret connection between FortiAP an AP Down

N
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‘ Issue Cause List ¢ I

©Poor Uplink Connectivity between AP and FortiGate -..
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o L 75 4R AR s 5] e

AP Details

Diagnostics tats Wi-Fi Clients Interfering APs

=) 733 —
° | i AI j:IE 'T/\ /_-I:} Issue Diagnostics

Issue
Cause

» Poor Uplink Connectivity between AP and FortiGate - likely, poor bandwidth, congestion/latency issues

Check if the Ethernet connection between FortiAP and FortiGate has any network congestion/packet-loss/latency. Review echo-interval and max-retransmit settings of
Remedy wireless-controller timers and global configuration respectively, check if the values are too small for the current network and update appropriately. Also, check
compatibility of FortiGate and FortiAP firmware and upgrade the AP if necessary.
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Fortinet SecOps BEZ &= iE
Detects and Responds to Threats Faster

Alignment to NIST cybersecurity framework to improve
risk management
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B (SOC) E4H

FIE=R=

S oERETEER

3 (NOC) a2
T#%

SESWOEE
BERZEHESF

pos @EEE REEST ASESEY ERIEE SOMB WMEEE EIff 0 a5EE §SI Hb nE f?mﬁ ®© A B a2 &
B EZ=EE = List - 2 ElERSH  MIEES 8 UEBA MITRE ATT&CK® 198~ E 1%&[% FH-_ E’_-g iE: Last 2 Hours» @~
EEEYHE ,"‘._'iEEE}J o ﬁ v
BE 56 3 alHE 2]
= o = o = o = o
33 159 — 3 3 —C 6 42 ek 8 60 L
& E S BETE
ESWHT

High Severity Inbound Permitted IPS Exploit User added to Remote Desktop User Group User added to Administrator Group VNC from Internet Network Device Hardware Critical m

192.168.22.10 Test_Lab
82.200.196.142 Test_Lab
9 187.32.97.241 Test_Lab 4
213.41.120.34 Test_Lab
14.102.50.227 Test_Lab
91 1R7 100 2004 Test lah

WIN2008-ADS Test_Lab
threatsocdc. threatsoc...

WINZ008-ADS Test_Lab
threatsocdc.threatsoc...

192.168.22.16 Test_Lab
185.56.80.120 Test_Lab
82.165.133.137 Tesi_Lab 4 3
211.141.78.56 Test_Lab

46.174.114.209 Test_Lab

SJ-Dev-A-Fdy-Fastlron Test_Lab

Test_Lab Test_Lab

BERE T HETE

BRENIH - &k BREM / EREN

WINZ008-ADS threatsocdc.threatsoc.com FGTHS1E 192.168.22.10 192.168.22.16
Test_Lab 3 Windows Server 2008 Test_Lab Demo_Lab Test_Lab |2 47 @ Test_Lab [~ 84
© User added to Remote Deskto © User added to Remote Deskto © Account Locked: Network Device © High Severity Inbound Permitted © Inbound cleartext password usags
© User added to Administrator © User added to Administrator O Missing specific performance mei © VNC from Internet
3 6 © Domain Controller User or Gri 34 © Windows: Active Directory Us 9 © OT Permited Traffic not from Pur 8 7 6

© Multiple Logon Failures: Dom
© Windows Groups Changed

© Domain Controller User or Gr
© Windows: User Added to Local




SENIES,) nﬁk/”:U@meﬁ%Eﬁ Sk

REEXABERE - O6s -~ PRI o E 4

p oS @ERE WEESN ASEEH WRIZEE SMB WERE =T 8 z4EE ®© A B & &
Identity & Location (Global) ~ § Identity & Location X «
o] All Organizations + @ Ff&: Last 1 Hour~  fllBx EEH & 172 |41 > N
IP Address MAC Address User Host Name Domain VLAN ID : Connected to First Seen Last Seen
192.168.26.120 00:26:b9:1f:3b:76 sara.tanner (Domain) stanner-laptop ACCELOPS Jun 24, 2021 1:58:41 AM Jul 9, 2021 1:55:11 AM

ph-network-3560_1
192.168.64.187 00:0c:29:9d:d4:c6 svc_monitor (Domain) lab03-ws145Cw8-2 ACCELOPS 22 192.168.19.1 Jun 24, 2021 1:23:52 AM Jul 9, 2021 1:56:08 AM
(GigabitEthernet0/14)

5J-Main-Cat6500
192.168.20.116 00:0c:29:4e:e1:e8 svc_monitor (Domain) lab03-ws14SCw8 ACCELOPS 30 192.168.20.1 Jun 24, 2021 1:23:52 AM Jul 9, 2021 1:56:18 AM
(GigabitEthernet1/36)

m a Jul 8, 2021 9 m a 1:33:33 AM
L 2 sﬂé?ﬁ fn _— Jul 7, 2021 9 Fﬁ ﬁ *H F‘% 1:43:07 AM
SEIE A > " HEEELECE:

192.168,

192.168,

192.168.N Va:3e:62:69 ACCELOPY Jul 9, 2021 11 1:50:45 AM
192.168.26.102 00:23:5a:3e:62:69 ANONYMOUS (Domain) lab02-ws075Cw8-LAPTOP NT Jul 9, 2021 1:04:07 AM Jul 9, 2021 1:54:42 AM
192.168.26.109 00:24:d6:4c:f0:d0 greg.allan (Domain) greg.allan-LAPTOP ACCELOPS Jul 9, 2021 1:00:53 AM Jul 9, 2021 1:55:20 AM

5J-Main-Cat6500
192.168.64.195 00:0c:29:1e:a1:d8 sdavis-desktop 3 192.168.20.1 Jul 9, 2021 2:00:01 AM Jul 9, 2021 2:00:01 AM
(GigabitEthernet0/11)

62.210.247.100 § don.freeman (VPN) 192.168.19.65 Jul 9, 2021 2:00:02 AM Jul 9, 2021 2:00:02 AM

192.168.26.109 00:24:d6:4c:f0:d0 kpeterson-laptop Jul 9, 2021 2:00:02 AM Jul 9, 2021 2:00:02 AM
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Ei UEBA 1787 : Blt 7 wHBPEAERIN (RE)

Rule : Sudden Increase in User Login Volume

Logon =
Success Learned Y| 10 AM 5
: — | 2PpM | 4
Profile A 3 PM >
-0 Baseline
FortiSIEM B RIRIFARE AR EEECLE -
Logon |
5 Success Log m Daily | 10 AM 20
‘:‘ > > > 9123
Activity \( 2 PM 30
. . -+ 3 PM 20
User X Computer Y Device Z FortiSIEM

Baseline

SHEITTRER

© Fortinet Inc. All Rights Reserved. 54



EiE UEBA 17871 : Blit 7 wHBPEAEREIN (IFER)

Rule : Sudden User Login Pattern Change

Logon =
Success Learned Y| 10 AM 5
: — i 2PM | 4
Profile AETSY >
=1 Baseline

FortiSIEM 8 HIRIFA P E AR 24 cE -
= Success Log Daily N g
== " ” — +¥:| 3AM 5
| Activity Y 4 AM 4
User X Computer Y Device Z FortiSIEM

Baseline

SHETRER

© Fortinet Inc. All Rights Reserved. 55



Hi® UEBA TR . Blit2tTAPEAER (II5)

Rule : Sudden User Location Change

\ FortiGate FortiSIEM

&FortiSIEI\/IEiﬂﬂ?ﬂﬁﬁﬁﬁ’:‘%ﬁﬂ%%ﬁw'ﬁE;—EéZ:IE.I :

S== ALl > A I
BIRIE .« D2 VPN AR - b

Internet

. of0Y 1—cos(f)
’ hav(f) = sin (E) = 5

Haversine Formula

I © Fortinet Inc. All Rights Reserved. 56
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KRB E R EREE 2 (ML Baseline Rules)
B EE U E RSB EAL (Kullback-Leibler Divergence)

500 | Observed
-Today
400 B Baseline
Firewall
Connections 300
Distribution
200
100
0 6 12 18 23 Time
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@ ERE e BRSO

A EEEY

EiEE > Reports > Baseline

Activity Reports
Baseline

P Compliance

» Device

» Function
Fortinet Security Fabric

p FortiSIEM
Incidents
Lookup Table
Machine Learning
Osquery

» Synced Reports

P Threat Hunting

» Report Bundles
Demo Reports
Test Reports

Unguided LABs

= —_
E E = E =V 1] y
X% FortiSIEM
Q
w Reports iy
Frequently Used ~
~

oL

0

AT More

Name

Device CPU, Memory Usage
Profile

Device Disk 1/0 Profile

DNS Request Profile

DNS Traffic Profile

Failed User Logon Profile

Firewall Connection Count
Profile

Firewall Denied Aggregate

S aSe 2 R
BRTEE SMDB WM EEFEE =TI & AHGEE

Description

This report provides baselines cpu, memory usage profile

This report provides baselines disk 1/0 usage for servers, VMs
and ESX

This report baselines DNS requests on a per client basis: the
number of requests and distinct destinations it attempted to
resolve.

This report baselines DNS traffic characteristics on a per
client basis: sent and receive bytes and packets.

This report baselines failed user logons at a host

This report provides baseline of permitted firewall connection
count

This profile captures the amount of denied traffic and the

Scope

System

System

System

System

System

System

< oz~

Data Source

All devices via SNMP
Monitoring

VCenter Via VM_SDK

Microsoft DNS via FortiSIEM
Agent, BIND DNS via
Syslog, InfoBlox NiQS via
Syslog, Cisco Umbrella via
AWS_S3,HTTPS_ADVANCED

Traffic log from network
devices and firewalls via
syslog/netflow - FortiGate,
Cisco 105, Cisco ASA,
Checkpoint FW-1, Palo Alto
PAN-0S, Sonicwall etc.

Windows Security Log via OMI

or FortiSIEM Agent, Linux via
Syslog, FortiGate via Syslog,
All other devices via Syslog

FortiGate via SNMP
Monitoring, Cisco ASA Via
SNMP Monitoring

Traffic log from network
devices and firewalls via

. . Y —_ -

Global -

® o

M< 50~ 1/1

Report Design Template

Global System Reports Root
Template

Global System Reports Root
Template

Global System Reports Root

Template

Global System Reports Root
Template

Global System Reports Root
Template

Global System Reports Root
Template

Global System Reports Root

AL

27 >N



= YHE 45 B4 k » »
mlm —_— R = 2] & ) O = C C
Iii' FortiSIEM @EER WEBSH ASETEH WEIEE SMDB WEEE SIf € R5EE Poo0AaAEA®

4a Search © Machine Learning M Investigation

0 EE - P[] EEE X [2] Firewall Connection Count Profile X

B~ @~ =v Q&7 §| Table v
Baseline Report - Firewall Connection Count Profile
[ wrap Text 50 - 1/3 148 > M
Profile Date Type Hour Of Day Host Name Host IP Avg Firewall Conn
1 (Work Day) 0 LAB-1500D 10.1.200.254 4816.79
1 (Work Day) 0 HOST-10.1.200.254 10.1.200.254 3091
1 (Work Day) 0 CoreFW 10.200.250.254 1224.67
1 (Work Day) 0 FGT5S1E 10.1.210.51 194.49
1 (Work Day) 1 LAB-1500D 10.1.200.254 4784.78
1 (Work Day) 1 CoreFW 10.200.250.254 1219.56
1 (Work Day) 1 FGT51E 10.1.210.51 195.16
1 (Work Day) yl LAB-1500D 10.1.200.254 4784.69
1 (Work Day) ? CoreFW 10.200.250.254 1217.06
1 (Work Day) ? FGT5S1E 10.1.210.51 194.35
1 (Work Day) 3 LAB-1500D 10.1.200.254 4758.52
1 (Work Day) 3 CoreFW 10.200.250.254 1223.08
1 (Work Day) 3 FGT51E 10.1.210.51 196.14

1 (Work Day) 4 LAB-1500D 10.1.200.254 4708.3



—_ = T, 1%Z%| H
mlm —_ - = ’
=L 48 R T =([E
- - —
FortiSIEM @ EER W ERST  ASTEH  BRIEE S MB
Q Resources > Rules
[r ] F - -
» Reports g Edit More Q Sudden
¥ Rules 0 BBt  Severity Name
P Availability
» Performance I (s) Sudden Increase In Firewall
Connections
b Change
p Security
Behavior Anomaly
Ungrouped (s) Sudden Increase In Firewall
7 - MEDIUM Denied Inbound Traffic To A
» Machine Learning Jobs Specific TCP/UDP port
P Watch Lists
» Lookup Tables
» Osquery
(s) Sudden Increase In Firewall
» Connectors 7 - MEDIUM  Denied Outbound Traffic To A
S ific TCP/UDP t
» Playbooks pectiic por
Remediations
» Malware Domains
» Malware IPs
(s) Sudden Increase in Firewall
» Malware Hash 7 - MEDIUM Permitted Inbound Traffic To A

» Malware Processes

& RE 0. .o 'S1.] .

Specific TCP/UDP port

™) [ )
S AdS E C
L EEE =T 08 A5EE

Description

Detects sudden increase in permitted
firewall connections. Over a 30 minute
window, the current firewall connections
is more than 3 standard deviations away
from the mean.

Detects anomalous denied inbound
traffic profile on a specific TCP/UDP
port - over a 30 minute window, both the
total number of denies and the number
of unique source IP addresses are at
least 3 standard deviations away from
the mean for the current hour

Detects anomalous denied outbound
traffic profile on a specific TCP/UDP
port - over a 30 minute window, both the
total number of denies or the number of
unique destination |IP addresses are at
least 3 standard deviations away from
the mean for the current hour

Detects traffic anomaly on inbound TCP/
UDP port usage on a firewall. This means
that over a 30 minute time window, the
permitted inbound traffic (both number
of flows and total bytes) to a specific
TCP/UDP port is more than three
standard deviations away than the
averaece for the current hour.

Tactics

Impact

Impact

Impact

Impact

o g

Technique

® o

Global +

Scope

System

System

System

System

M< 50~ 1/1

AL

31 >M

Data Source Dete

Firewalls via SNMP ]

FortiGate via
Syslog or Netflow,
Cisco 105 via
Syslog or Netflow,
Checkpoint via
Syslog or Netflow,
Palo Alto via Syslog
or Netflow

]

FortiGate via
Syslog or Netflow,
Cisco 105 via
Syslog or Netflow,
Checkpoint via
Syslog or Netflow,
Palo Alto via Syslog
or Netflow

Pr

FortiGate via
Syslog or Netflow,
Cisco 105 via
Syslog or Netflow,
Checkpoint via
Syslog or Netflow,
Palo Alto via Syslog
or Netflow

Pr



mfm —_— 2 —_—l=1=F: B »
—_ = - vl X ' ) ) )
alm — e Z [ PDle
— = H ZH H =
| —
- , »
Iii' FortiSIEM @ ERE W RSN 2 ALSTHg WEERTEE SMB WEEE =T 08 L5EE Po0AEaG
BB &asuaes i= List by Time ~ | e i L o e i UEBA MITRE ATTGCK® ~ a1 - 15m 1h 1d 7d 30d
4 Total 0 New 0 Assigned 0 Notified
2 IREH Y% 5 for Last 30 Days. T fHE)EHEd @ Q ¥  S#HE v  Coumns ~ M<20v 11 4> M
B ID viE—XBE  [CHEHEEIP EBEN K HiE A& R In¢
FG240D3913800441 915
- 248257 2 Hours 192.168.3.1 Sudden Increase In Firewall Connections 871.63
192.168.3.1
0.49
FGT51E 201
- 249114 2 Hours 10.1.210.51 Sudden Increase In Firewall Connections 196.36
10.1.210.51
1.63
CoreFW LEER)
- 248319 19 Hours 10.200.250.254  Sudden Increase In Firewall Connections 1025.27
10.200.250.254
22.90
)
. : LAB-1500D
- 250457 4 Days 10.1.200.254 Sudden Increase In Firewall Connections 10.1.900.254 4670.77

447.20
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Fort|SIEM g

ML IPS EHH - W

Jqf; FortiSIEM

@ B=h e BRSO AE

3=

Sar R INfEl =

B3

BETEE &S CMDB

38 ?

Ll E7EEE

= TfF

% RREE

laa Search @ Machine Learning [ Investigation
@EHE v i [1] EHMEEAR 10.200.250.254
B @ -
JEE i #E 4 5% 10.200.250.254 - Last 30 Minutes*
50
40
30
20
10
. N - T
Feb 16th, 2024 20:06 20:09 20:14 20:19 20:24
BT S AEE O sshiars #117 Playbook ETEES
Event Receive Time Reporting IP Event Type Event Name User Source IP
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-ips-signature-32587 FortiGate-ips-signature-325... user) == 168.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-Generic Generic FortiGate Event user = 178.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-webfilter-url-firewal... The URL belongs to a denie... user3 = 168.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd 171.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-auth-successful FortiGate Authentication su... user L | [
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd == 170.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd == 174.10.199.186

/Y IPS IR RS

@O AL
=~ Q#HfF § Table v 15m 1h 1d 7d 30d 3&
> [El=%, COUNT(Matched Events) ~ [~ | |a
= - = = - - = -1 = = - = = - = - 1
20029 20033
M< 50~ 2/3 132 > M

Raw Event Log

<185>date=2024-02-16 time=20:08:27 devname="CoreFW" d..

<188>date=2024-02-16 time=20:08:27 devnam

<188>date=2024-02-16 time=20:08:27 de-\-lr

<190>date=2024-02-16 time=20:08:27 deé\ gie= "CoreFW" d..

<189>date=2024-02-16 time=20:08:27 devname="CoreFW" d..
<190>date=2024-02-16 time=20:08:27 devname="CoreFW" d..

<190>date=2024-02-16 time=20:08:27 devname="CoreFW" d..

"CoreFW" d..

CoreFW" d..



Fort|SIEM g

ML IPS EHH - W

3=

Sar R INfEl =

38 ?

/Y IPS IR RS

Jqf; FortiSIEM

@ B=h e BRSO AE

B3

BETEE &S CMDB

Ll E7EEE

= TfF

% RREE

laa Search @ Machine Learning [ Investigation
@EHE v i [1] EHMEEAR 10.200.250.254
B @ -
JEE i #E 4 5% 10.200.250.254 - Last 30 Minutes*
50
40
30
20
10
s e —— R - - T
Feb 16th, 2024 20:06 20:09 20:14 20:19 20:24
BT S AEE O sshiars #117 Playbook ETEES
Event Receive Time Reporting IP Event Type Event Name User Source IP
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-ips-signature-32587 FortiGate-ips-signature-325... user) == 168.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-Generic Generic FortiGate Event user = 178.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-webfilter-url-firewal... The URL belongs to a denie... user3 = 168.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd 171.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-auth-successful FortiGate Authentication su... user L | [
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd == 170.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd == 174.10.199.186

@O AL
=~ Q#HfF § Table v 15m 1h 1d 7d 30d 3&
> [El=%, COUNT(Matched Events) ~ [~ | |a
= - = = - - = -1 = = - = = - = - 1
20029 20033
M< 50~ 2/3 132 > M

Raw Event Log

<185>date=2024-02-16 time=20:08:27 devname="CoreFW" dig
<188>date=2024-02-16 time=20:08:27 devr [F show Detail

<188>date=2024-02-16 time=20:08:27 devr © Fortinet Advisor
<190>date=2024-02-16 time=20:08:27 devname="LorerWw" d...
<189>date=2024-02-16 time=20:08:27 devname="CoreFW" d...
<190>date=2024-02-16 time=20:08:27 devname="CoreFW" d...

<190>date=2024-02-16 time=20:08:27 devname="CoreFW" d...



FortiSIEM && FEEEA] IPS ISR (IR RS

EAFLLT IPS BHAR - WERFKMTEE

© Fortinet Advisor M x

Fortinet Advisor @ reb 16 2024, 07:55:23 PM

Any information submitted to Fortinet Advisor may be submitted to OpenAl.

Fortinet does not verify or correct the responses received from OpenAl and has no
responsibility for them. You must exercise discretion and independently verify any
information or recommendations you receive from OpenAl before relying on them.

Make sure you have entered ChatGPT Key in Settings > Analytics > ML / Al > Fortinet
Adyvisor.

To start, select one of the pre-selected questions or type in your own question.

Fortinet Advisor can answer generic questions about FortiSIEM installation and oper-
ations, create a report, analyze a log or an incident and provide recommendations.

Type in your question and hit enter or click send. Press UP key to show all pre-selected questions.

Ly |
L Jd



Fort|SIEM ft o FEEEA] IPS ISR (IR RS

ML IPS EHH - WEHFFIMIEE ?

© Fortinet Advisor B x

=SS = SoEScoss=osoD; S8 SIIssaso 5SS ccITSC —ooDs SSo= Sesos oSS o= core=o(F =ss=ocssgy @ Ssoag

any information or recommendatlons you receive from OpenAI befare relying on
them.

Make sure you have entered ChatGPT Key in Settings > Analytics > ML / Al >
Fortinet Advisor.

To start, select one of the pre-selected questions or type in your own question.
Fortinet Advisor can answer generic questions about FortiSIEM installation and
operations, create a report, analyze a log or an incident and provide recommen-
dations.

Action ¥ © Feb 16 2024, 08:36:16 PM  You

=R DT 2 F iR AN a7 "<185>date=2024-02-16 time=20:08:27
devname= CoreFW" devid="FG5H1E5818902695" eventtime=1708085307691569100
tz="+0800" logid="0419016384" type="utm" subtype="ips" eventtype="signature”
level="alert" vd="root" severity="high" srcip=168.10.199.186 srccountry="United
States" dstip=224.141.85.77 dstcountry="Reserved" srcintf="port9" srcintf-
role="undefined" dstintf="ASE_FGVM" dstintfrole="undefined" sessionid=50000 ac-
tion="detected" proto=6 service="HTTP" vrf=32 policyid=0 attack="test_attack” sr-
cport=50000 dstport=80 hostname="host2" direction="N/A" attackid=32587 pro-
file="sensor" ref="http://www.fartinet.com/ids/VID32587" user="user5"
group="group1” incidentserialno=0 crscore=30 craction=8192 crlevel="high™

<

Type in your question and hit enter or click send. Press UP key to show all pre-selected questions.

Ly |
L Jd
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EAWUUT IPS BB - TEFRBUTES 2

© Fortinet Advisor | X

To start, select one of the pre-selected questions or type in your own gquestion.
Fortinet Advisor can answer generic questions about FortiSIEM installation and

Fortinet Advisor © reb 16 2024, 08:36:25 PM

Ee—ESREMR AN ES M WERYIEE 2 test_attack” » INEERF X FRIIP
Hidk o IEBEHIRE MRMA E@EVIPHIE « AIRERERE » RA T &1 A2 Wi g
AT LR o BB ITIL RN IRER fE e fE T (L I EE o IR IIEEET K ARAREY » SPEEINEENR
IPHi ik S J B — DI T T EETIR

group="group1” incidentserialno=0 crscore=30 craction=8192 crlevel="high™"

Fortinet Advisor @ reb 16 2024, 08:36:25 PM

ER—ESBREMR A BIES M MBI E test_attack” » B HF = FHIIP
it - WEERE MR EEEIPHLL o RIREREE - AT ERE TR IE
BT T o FIREIL IR RS R PR IR > RN InBERG AR AR R » SRITEE R
Pk S E A E— PR E B EIR

Type in your question and hit enter or click send. Press UP key to show all pre-selected questions.

rA
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Syslog/SNMP

API/CLI
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SRR R %ﬁ%%

fERm B SEH
Syslog

B FortiSIEM
EREU SRS

BHEKRERL S H!
Service Unavailable!
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