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EAZR

E— AP EASDH

\¢

Kit

20 %

Serial Number

IP Address
Status
Firmware Version

Radio 1

Radio 2

MAC Address

FP441KTF23000060
10.199.0.1

& Online
FP441K-v7.4.2-build5988

Band 2.4 GHz
Channel 11
Channel Utilization 23%
Client Count 5
Operating TX Power 20dbm

Band 5 GHz
Channe a4
Channel Utilization 2%
Client Count 2
Operating TX Power 18 dbm

Band 6 GHz
Channe 53
Channel Utilization 1%
Client Count o
Operating TX Power 21 dbm

78:18:ec:43:5f:b8
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Map Management — RF Planner

AR R

-

Site-Survey 1
o FH iR AR IS AR,

2 Wireless

@ FortiAlOps

CJ Dashboard
@ Al Insights

Date/Time

@ Inventory

Coverage Cut Off
[None v

Access Points
Clients

Channel Summary
Applications

Location Services
Monitor

Heat Maps
Rogue APs
Map Management

Switch

Security Fabric

Logs & Reports
F::ERTINET

07/30/2024 11:40:03 | Heat Map Type | Signal Strength

Floor Visibility Show Heat Map Show full AP Name
[10% | O
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Monitoring — Rouge APs

€ rortiaiops
T = 252
- =~ Dashboard
T AP #ist&EN |°o ertring
¥ Al Insights FortiAps

@ Inventory B Good
2,956

7= Wireless Rogue APs
Access Points
Clients

Channel Summary © Q Search filterable columns

Applications

. . . FortiGate = MAC Address = SSID = State &
Location Services Monitor

Heat Maps FortiGate-60E-Marty-Lab  84:39:8f:89:53:e9  FTINT-Visitor © Unclassifieq

Rogue APs FortiGate-60E-Marty-Lab  70:4c¢:a5:60:c0:b% Bill_L3 © Unclassifieg

Map Management FGVM04TM24004284 48:8f:4¢:2¢:9d:96  GlobalEagle MotoDVR_9D96 @ Unclassifieg

73 Switch FGVMO04TM24004284  Oe:dd:20:11:c4:01  AndroidAP_7786 © Unclassifie

@ Security Fabric FGVMOATM24004284  24:72:60:4a:bd:d3  WIFIDVR 4ABDD3 @© Unclassifie

B Logs & Reports
FGVMO04TM24004284 2¢:05:47:7d:0b:f7 70mai_M300_0bf7 © Unclassified

Lo System
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Monitoring — Spectrum Analysis
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S
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Frequency < Type S
2402
2427

2452

WiFi, DSSS cordless phone
WiFi, DSSS cordless phone
WiFi, DSSS cordless phone

//

Diagnostics and Tools

() FP231FTF23046473

AP Name () FP231FTF23046473
Serial Number FP231FTF23046473
MAC Address 80:80:2c:3e:23:a8
Status @ Online

Connected via 3 wan1

IP v4 Address 10.1.208.150
Performance Channel Summary Clients

B General
CPU Usage
37% Memory Usage
Temperature
& Radio 1-2.4GHz (CH11)
0% Channel Utilization
Clients
A Interfering SSIDs

Interfering SSIDs Logs VLAN Probe

Spectrum Analysis

alysis 1.

e

Time

Signal Interference Spectrogram
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© Dashboard

15

aiija

Summary
Al Insights
Service Assurance

Al Insights

—

@
@ Inventory

Wireless

R
N

—m
Om

O

R

Switch

Security Fabric

Logs & Reports
© System

B Service Assurance

+ Add Widget
Summary

Connected clients

74 Wireless, 133 Switching

Top 3 Impacted Apps

Switchj

[ —R

Impacted
Clients

| Wwircl.. @
EVWAN @
H Switch... €D

BEXcies ¢ =-

Health and Uptime @

Overall Network Health

150

100

No. of Clients

W Impacted [ Total

Top 5 Problematic Devices
T Internet

9 FAP-441K-Living

) FAP-433G-Office

“» Northern AP

“ FAP-231G-Corridor

WAN

0
ueld  Wed14  Thuls

Device Group: Default @ admin -

Last updated at00:01:36°-c Reloadin41(s) @ 1week~

Impacted Clients Trend (]

No. of Clients

0
Feb18  Monly T ueld  Wed14  Thu 1 Sat17  Feb18  Mon19

W Switching Wl Wireless [ WAN

(& Wireless

Devices Cllents c
Impacted Clients: 34 SLAs
B AP Health and Uptime
M Connection Failure
H Throughput

ime to Connect
Impacted Clients: 24 M Coverage
H Roaming

Impacted Clients: 30

Impacted Clients: 20

Impacted Clients: 17

B o ¢ =-
SLAs

[ FortiExtender Health
W Performance
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ed 14 Thu 15 Frilé Sat 17 Feb 18 0
pacted [0 Total

Top 5 Problematic Devices

S Internet Impacted Clients: 34

" FAP-441K-Living Impacted Clients: 30‘
" FAP-433G-Office Impacted Clients: 24‘

“» Northern AP Impacted Clients: 20 l

"‘1"’ FAP-231G-Corridor Impacted Clients: 17

Clients

Devices

SLAs



@ FortiAlOps
B8 0 58 FE 18 P T

& Al H|h R

@ Fortiaiops

) Dashboard

% Al Insights
Impacted SLAs
Impacted Devices
SLA configuration

@ Inventory

> Wireless
Switch

Security Fabric

5 Logs & Reports

L& System

B Service Assurance

FZ:RTINET

v2.0.1

Wirelg

Throug
@ Vie
MACA

00:09:fh)

40:d6:3¢
d0:cO:bf
cO:Oé:c#
d0:cO:bf
d0:cO:bf

Topology of 6B00-001131039
Throughput ~

Impacted Classifiers Impacted Sub Classifiers

Details

© Q Search filterable columns

Date/Time ¢

a

Hostname % A.%

2024/08/06 10:10:06  6B00-001131039  AP-02

SSID %

=) FortiGate-601E

Radio Type ¢

24GHz802.11ac-2G  Asymmetric Data Rates

Close

Sub Classifier

B Device Group: Default

Signal Str... ¢

-67 dBm ull

TxRate %

48.00 Mbps

Rx Rate %

6.00 Mbps

O admin -

Q

Station MA.

c0:06:¢3:91
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@ FortiAlOps

E R IR 2 8

- Fl.

Al 1Ef

V‘\

Ty

~N

CJ Dashboard
Summary
Al Insights
Service Assurance

% Al Insights

@ Inventory

2 Wireless

73 Switch

@ Security Fabric

& Logs & Reports

Lo System

E® Service Assurance

12 Wireless, 15

No, of Clients

Problem; Topolog) Coverage Logs

AP Sel Coverz

Coverag

Impacti
< Covel

2 Covel

Details

Date/

2024/08
2024/08

Diagnostics

AP Info

Name

Serial

Mac Address

IP Address

Status

Version

FortiGate Hostname

Up Time

Issue Diagnostics

Issue Cause

FP231FTF23046473
FP231FTF23046473
80:80:2c:3e:23:a8
10.1.208.150

Online
FP231F-v7.2-build0365
FortiGate-60E-Marty-Lab

2 days, 6 hours, 44 minutes, 36 seconds

¢ Clients with poor signal have connected due to lesser AP coverage

* Review AP's Tx Power settings
* Provision new APs in the neighborhood of current AP

© Fortinet Inc. All Rights Reserved.
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@ FortiAlOps
He 4k b #ARRE

Connection Failure ~ Time range 1 da

« LN N1; zg Impacted Classifiers Impacted Sub Classifiers
e 518 Al X
R 71N B2 tokyo-wic01 ' (@)  FAP431F-04

Details
View Logs | @ Q Search filterable columr Q
Date/Time MAC Address Hostname < Issue Cause List ¢ Remedies ¢ Access

2024/08/27 09:06:35 d0:3c:1f:d6:02:db ' ©DHCP server sent DHCP NAK. IP Address requeste @Check if DHCP lease is full and reduce the lease dur FAP431

= © Fortinet Inc. All Rights Reserved. 34
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@ FortiAlOps

AR R ER L HEE

Connection Failure ~

Impacted Classifiers Impacted Sub Classifiers

oo Ak

« FIIFA Al 123t

4y
Neo

= tokyo-wic-01 { (=) FAP431F-04

Details Check if DHCP lease is full and reduce the lease duration if too high. Also, it's possible

that client has moved to a new subnet, but requesting old IP - try DHCP release and
View Logs | @ Q Search| renew on the client. Other issues - high channel utilization detected on this AP, co-
existing issues/likely causes - too many interfering SSIDs. Rectify the channel utilization

Issu¢ issue. Alternatively, review AP settings to enable affected clients to switch to other band Access Point
or nearby APs

B-NB @ DHCP server sent DHCP'NAR TP Address requeste ©Check'if DHCPTease is full'and reduce the lease @r FAP431F-04

SSID % Classifier ¢

FTNT-Staff Association

Time range :1 da

Q
Sub Classifier ¢

DHCP NAK
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THCP NAK' P Address requeste

Al

ANl EC 3Ry 1P B ERE DHCP 27 ‘H
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= - ¥ 25 DHCP {&,

|

11K

& Check if DHCP lease is full and reduce the lease ~
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@ FortiAlOps
AR R 250 P R

Roaming ~ Time range

- - s zz mpacted Classifiers Impacted Sub Classifiers
® B YN oke 1 | RoamingDeiay RS : ‘
I I 71N A  tokyo-wic-01 ) —{_ =) FAP431F-10

Details

ViegpLogs | © Q Sear
Date/Time & MAC Address < Hostname < Issue Cause List ¢ Remedies ¢ Access Point ¢ SSID ¢

2024/08/27 11:24:42 8a:d2:f4:51:b3.7f  8a:d2:f4:51:b3:7f @Roaming delay observed. @Review threshold computed/configured for OKC Roa FAP431F-10 FTNT-Staff

= © Fortinet Inc. All Rights Reserved. 39



Al

S B

» /‘ ',~\':~"--:r\”.‘ ] ‘:'. 13.',1 e : ‘.:'-,n",'_

I



@ FortiAlOps
SRR R B R R

Client Details

Diagnostics AP Stats Client Logs
Rt AR ‘
2 *IJ J 1. AI *E 1}i\ ﬁ* l Issue Diagnostics

je Cause * Roaming delay observed
ssue Cause g

Remedy * Review threshold computed/configured for OKC Roaming delay alerts

— = © Fortinet Inc. All Rights Reserved. 41
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@ FortiAlOps
o 1 B R P R

Topology of FAP431F-10

AP Health and Uptime ~

° ~§ ‘H AI ¥IJ %?J? x mpacted Classifiers Impacted Sub Classifiers
23 el 35 -

tokyo-wic-01 } () FAP431F-10

Details

(@ Qe
Date/Time ¢ FortiSwitch Name < Issue Cause List ¢ Remedies $ Classifier ¢

0O 2024/08/27 21:25:58 ©Poor Uplink Connectivity between AP and FortiGate - @ Check if the Ethernet connection between FortiAP an AP Down

N
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@ FortiAlOps
o 1 B R P R

AP Details

Diagnostics AP Stats Logs Wi-Fi Clients Interfering APs

Issue Diagnostics

« FIA Al 1R 1A

N

Issue

Cause » Poor Uplink Connectivity between AP and FortiGate - likely, poor bandwidth, congestion/latency issues

Check if the Ethernet connection between FortiAP and FortiGate has any network congestion/packet-loss/latency. Review echo-interval and max-retransmit settings of
Remedy wireless-controller timers and global configuration respectively, check if the values are too small for the current network and update appropriately. Also, check
compatibility of FortiGate and FortiAP firmware and upgrade the AP if necessary

o © Fortinet Inc. All Rights Reserved. 46
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S o Poor Uplink Connectivity between AP and FortiGate - likely, poor bandwidth, congestion/latency issues

N aee
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FortiExtender A
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T FortiSwitch

~ FortiAP
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