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etApp Unlocks Exabytes of Data for Secure, Private Gen Al ) NetApp

B '

Vendor A

“Nearly half of the files in ‘th.e' world are stored on-

prem on NetApp.”
— Jensen Huang, CEO of NVIDIA, GTC 2024
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Adoption Complexity
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Acceleration Simplification
2002 2012 2022 Today
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NetApp becomes the first NetApp creates the first NetApp becomes the ONLY
vendor to unify file & block data fabric strategy that vendor to introduce cloud
workloads, and structured eliminates silos & provides ops and data services as
& unstructured data unified control across any key data infrastructure
environment pillars in addition to being

the only vendor natively
embedded in all major
clouds
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Local storageZ=EiE R A%, FTUEEB S EFVexternal storage. F4b, IRERIGen Al LLMAEBLEZR IR, SR HZ
GPU memoryia iR e & =B A Z0R9A00 &, T EHEE S MeEMexternal storage2RE T E(CEE ISR,

LLM gy 2 280 2, — BB A1 billion (1018) 2£t#9model, ZZGPU memory Z4*80GB (32-bit full precision). Meta#9LLaMA 2 &#770 billions (70018) ££,
1%E1EZ80GB x 70 = 5600GB = 5.6 TBHIGPU memory, 1OpenAl#IGPT45E St HE 5 B 15 2 &, 1551 FZ80GB x 2000 = 160TBAIGPU memory... ?
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Z{EGPU nodeFERA—TFEIRMMERNLAARREGPU nodeE1TEE - BHEERNS
FIERENZE R AMexternal storage - #&FRlocal storageZEIBE R BIRHIEIME - A BB BRI TIEE
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AL NS  BERNAIZEFEEENEE - RIS EERES R, MBI EREEN, MERXAKE
=t IEZ2Microsoft, Facebook, AWS, Google, Nvidia R BESRRIIEUE - FrATRZ & 17 E {FRVexternal storagesRER IEHAY.
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Al Workload 5941

Gen Al (LLM) Workflow:

iR / \4

* Training

(Pre-training), or
* Fine-Tuning

1 #E 2 A 3T mode 315

Model monitoring Model Training

£ B BEmodel \ /
Model
Model evaluation

RAG S~ — —— Traditional ML models

Retrieval Augmented
Generation

deployment
Inferencing

¥ E2/ Slknowledge baseftfH#EIE
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MARKET RESEARCH:
Pricing & comnetitinon

PRODUCT MANAGEMENT:
Roadmap info
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) CUSTOMER EXPERIENCE:

3 Partner & customer feedback
store ingest

SUPPORT:

Customer support tickets
| powered data

Data source identification
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MARKET RESEARCH:

Pricing & compefition

N ! Response
Working volume ! Knowledge base '@ | augmented with
creation ! volume | proprietary data
Retriever
Model

PRODUCT MANAGEMENT: ((e5Y\ @ _+ 1+ | tesoqfeoopomooo-oo
Roadmap info i ) I
1 Consolidation [
FINANCE
Average discounting over 5
years

CUSTOMER EXPERIENCE:
Partner & customer feedback

Vector data

store ingest
SUPPORT:

Snapl\/l irror, VO|U me Move, i Customer support tickets ! ¥ I ] Vector index
ClOUdsynC, ; E v § powered data

store

Data source identification

Snapshots, SnapMirror, ARP/ALI,
GenAl toolkit ,
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High-performance Virtual machines Ransomware Al/ML/modern . .
SAN NAS S3 Databases Zero Trust (PQC) AL data lakes e felene Backup Solutions
STORAGE SW STORAGE SW STORAGE SW STORAGE SW STORAGE SW STORAGE SW STORAGE SW
DATA PROTECTION DATA PROTECTION DATA PROTECTION DATA PROTECTION DATA PROTECTION DATA PROTECTION DATA PROTECTION
= = = Dy D
| — — —
STORAGE HW STORAGE HW STORAGE HW PUBLIC CLOUD STORAGE HW PUBLIC CLOUD PUBLIC CLOUD
X EEMAgMEF—B X BHREEF—H X RHREF—H X MERBEF—H X (EFRREERT—I
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NetApp 77 BN EZ B
Any Data, Any workload, Any Storage protocol, Anywhere

® Microsoft®
vmware ORACLE 7881 Server SAP
High-performance Virtual machines Ransomware Al/ML/modern . .
SAN NAS S3 Databases Zero Trust (PQC) AL data lakes AR e Backup Solutions

ONLY NETAPP
ONTAP Comprehensive data management software delivering automation, efficiency,

data protection, and security capabilities for file, block, and object

§

= [EEITEETY aws  gEMcoot  Googecou U
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Name

B Examples

8 netapp_d...

v + [(A] Demo

simple @D

ACCESS

Importing of Libraries

import pandas as pd

import matplotlib.pyplot as plt
import numpy as np

import datetime as dt

Modified ~ File Size

25m ago
1hago

Documents

File Edit View Go Bookmarks Help

€ Back ~ | -]

Computer

8 user

i Desktop
W File System

8 Downloads

R Music

£ Pictures

@ Videos

@ Trash

B thinclient_d... &
Network

{3 Browse Network

liveDemo.csv” selected (123.6 MB), Free space: 23.0 GB
Costs per Ride

taxiDatal"fare_amount"

Cleaning of Data

taxiDataClean= taxiData.copy()

4 & Python 3 (ipykernel) | Idle Mode: Edit @

© 2025 NetApp, Inc. All rights reserved.

Notebook

100% B

.plot(figsize=(27,9), xlim=(dt.date(2017,1,1), dt

Ln1,Col1

& Python 3 (ipykernel) O

.date(2

DemoWithoutNetApp.ipynb

=) Name Modified ~ File Size

8 Examples 56m ago

B8 netapp_d... 4m ago

2m ago

1 Q simple @D 0 M 5 & Python 3 (ipykernel) | Idle

Notebook

Importing of Libraries

import pandas as pd

import matplotlib.pyplot as plt

import numpy as np

import datetime as dt

from netapp dataops.traditional import mount_volume

DataOps Toolkit | Mounting volume

NETAPP

& Python 3 (ipykernel) O =

mount volume(volume name="taxiData", mountpoint="/home/user/taxiData", print ou

Reading Data

taxiData = pd.read csv("/home/user/taxiData/liveDemo.csv")

taxiData| "Unique” |= taxiData.index

taxiData["date"| = pd.to_datetime(taxiData

taxiData.set index("date", inplace=True)

taxiData.sort values("date", inplace=True)

taxiData.info()

Visualization of the Data

Rides per Day

taxiData.groupby("date").nunique()

Costs per Ride

taxiData["fare_amount"

Mode: Command ©@

‘Lpep pickup datetime"],

.plot(figsize=(27,9), xlim=(dt.date(2017,1
Ln 3, Col 15

format="%y-

"Unique"].plot(figsize=(27,9))

,1), dt.date(2 ~
DemoWithNetApp.ipynb 1 [
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H—EBEERE%ZE (NSA) CSfC 3
FEREZEEHNCERBEERT

Commercial Solutions for Classified (CSfC)

0 &

FIPS 140-2 Department of Defense Common Criteria
Approved Product List
(DoDIN APL)
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Policy Engine
. HBE

Automatically block known
malicious file types

Multi-Admin Verify

A2

%%Igémﬁnﬂnﬂ

Block rogue admins and
malicious users

Immutable and tamper-
proof Snapshot copies

BrE i ~ BOMIERERER

Prevent data destruction with
immutable and indelible
Snapshot copies

Data-in-Transit Encryption

BEFRAINERLE

Secure data access,
end to end, PQC ready



FI A AL ESTB X8 =E e 8
(ARP/AI) PRECISION

Next generation ransomware threat detection

(Alerts are accurate)
HALE—EHEHTEFEFHNA ESHE _
On-Box &3 5% = (&5 (Detecting every attack)

| june2024 |
% SE Labs
X . L W . Data Corruption Detection (Ransomware)
T— AI/ML £ — KN FERBIER NetApp
ONTAP Autonomous Ransomware Protection with Al
[Ratings |
&5 EIMEFTARMEE. BXEAERN— S——
0 jz E)J 4{ é ;’;EJ] Legitimate Accuracy

False Positives

1 amEARP BFERABHY

SE LABS rating:
https://ntap.com/3VIHMF2
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Real-time detection with is essential to effective recovery - ARP/Al
ERERAE Al EESHA B $h 3% i 55 1 I 52 [0 B % 4t B e RIRRFE

Snapshot Copies

Monitor Config

Monitor new file types

*i‘ %& EQ E}] New file types are file types that were never detected during the learning mode

NSIDERED NORMAL

Anti-ransomware e Name

STATUS

(:) Enabled in learning mode (3181811180810

AR OB US|

Started Tirne: 16 Sep 2021 6:5LPM

- i SAAacscr A AT 1Y z T .
ﬂ The systern has been auto-learning the workload characteristics of 4 3 1 1 & 1 ¥ ¥
v Algarning period of 7to 30 days is recormmended. ) $1q__d:;§-_g - ﬂ% §IJ :ﬁ%E*ﬁ# %
» YYou can switch from "learning” to "active" mode at any time. Event Severity settings H = B H

» Switching early might lead to too many false positive results,

Event Severity
Switch to active mode

Detected new file extensions Don't generate ev...
Created a ransomware Snapshot copy ﬂ Notice

. Detected a ransomware attack
Seconds Minutes

Cancel
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NetApp PQC Ready

L

DATA-IN-TRANSIT

* Scheduled for ONTAP 9.17.1
release

 Lattice-based Key Encryption

DATA-AT-REST

« PQC ready now using AES-XTS-
256 for data-at-rest encryption

ML-DSA (FIPS203, FIPS204)

 Stateless hash-based digital
signature support for SLH-DSA
(FIPS205)
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support for OpenSSL 3.5, ML-KEM,

DATA-IN-USE

* In-use encryption includes off-load
cards, and in-memory operations

« Working with hardware
vendors and partners to develop
future solutions




Al Recognition on only necessary traits

EB;§E Trident Warrior | ”“‘*De‘ef“” °""f"°‘A - o ientify VIPs
Al BREFLAREEE LA

unknown

-
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- BERRERAVGNERT , ETEEME VIP iRE B 2 “
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SR ETE

NVIDIA + NetApp fRiRAE
- NVIDIA TESLA V100 GPU + NetApp AFF GPU Direct Storage

- Stained Glass Transform™ i (& 1A (Bt Al (EEREN AR
{tEXR~ (Randomized Re-Representations )
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RINAEZEH NetApp ZIRAERHE » KA Al EREERIEEES

FHMLEERL  FEMEER - RERNEE - FIENEREE « RIFEAPE
X/ BEEEE | 2024-01-19 &% [ oo 3 50 |

L0 T+ = v
AT {aI A Cloud Native
AL T HRIFTEENEiR
2 2 n ' ': LI fé
L'“}',‘.‘EE}?PH,,'}.‘” Cloud Summit E}g%ﬁ‘ﬁ“ﬁt§
| 29 %
TRREARARRNRNRARARAS
! \.‘ ' 3 ‘ € Devops P MKB E AT E DeVOpS B’\]%L;ﬁ“ﬁ
=% VRN R L D se.co W ZERET
: 5.\ ‘ . earncic DevOpsDays | 42 %

e we PERBRBEMHEERE

Conenon remRr - MEB R Cortex XDR
MMM e T EXPLAINED | 40 %
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