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Why NetApp in U.S Military ?
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Commercial Solutions FIPS 140-2 Department of Defense Common Criteria
for Classified (CSfC) Approved Product List
Component List (DoDIN APL)

Visit security.netapp.com/certs/ for the latest lists of all certifications, and for a list of
M NetApp 5 Common Criteria certified products, visit netapp.com/esg/trust-center/compliance/common-criteria/
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Instructions for customers to access the MUDG

U.S. government civilians or U.S. uniformed military personnel can request a copy of the CAP through
email. Requests must be received from a .mil or .gov email address and be sent with a digital Public Key
Infrastructure (PKI) signature attached.

Atk
\0
\o

To request a copy of the CAP (which includes the MUDG), U.S. government civilians or U.S. uniformed
military personnel should complete the following steps:

1. Goto the DoDIN Approved Products List at hitps://aplits disa. mil/processAPList action.

TachniCal Report

2. Inthe Vendor dropdown, select NetApp.
Military Unique Deployment Guide 3. Click Search APL to display the current ONTAP certification
(MUDG) for ONTAP Data m 4. Click Request CAP to automatically create the email below. If the requestor does not have a .mil or
.gov emall address, the requestor should have their military lead make the request.
Controller (DSC) . , v = —
Instructions to obtain the MUDG for NetApp To: disa.meade.ie list.approved-products-cerification-office@mail.mil
customers and employees Subject: Request Cybersecurity Assessment Package (CAP) for TN <###ititin>

Lisa Rogamn, NabApp
March 2024 | TR-4 764

*Notice to requester*

Uridier guidances from DISA (Detenisd Infarmalion Systems Agency)
- Due to the sensitive nature of the Cybersecurity Assessment Package (CAP) that you are

rx‘ requesting, the information can only be sent to US Government Civilians or U.S. Uniformed Military
Personnel. This request must be received from a .mil or .gov email address and be sent with a
digital PKI Signature attached. Failure to comply will result in a denial of the request.

As a reminder, the information contained in the CAP that is being requested is designated as CUI|
and is legally privileged/binding. It is intended solely for the addressee. Distribution or disclosure
Abstract of any information contained within to anyone outside the military community or the federal

TR-4T54 provickis nEirecinng 10 Acoess W Miitary Linidgus Deployerant Chlde (MU ) e govemmenl is Stnctly pthIbltG’d

OMNTAF Dala Slorage Cantrolier (DSC) for NetApp cusiormers. ard smployees
5. Modify the email as needed then send.

M NetApp &
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Al Recognition on only necessary traits
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B %, Al workload & Z external storage?
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Our turnkey solutions for Al infrastructure simplify and accelerate use cases
Power enterprise Al workloads across the data lifecycle

ENTERPRISE Al

HPC | Model Training | Fine-Tuning | Inferencing

High-performance computing
and model training

GenAl, RAG, inferencing for GenAl, RAG, training,

Model training, retraining, fine tuning, and inferencing departmental/branch office and bursting

dWS

M osoooeern .
NetApp

. =@ Microsoft Azure
i |11 e e e

i | T :
T Google Cloud

NVIDIA DGX SuperPOD FlexPod for Al NetApp® AlPod™  NetApp® AlPod™ NetApp AlPod™ Mini Cloud Infrastructure
w/Lenovo
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Only enterprise storage validated by NSA CSfC to store top-secret data

Policy Engine Immutable WORM Primary Data

& Tamper-Proof Snapshots

"R

Prevent data destruction with
immutable & indelible snapshots

Automatically block known
malicious file types

Al Validate detection Multi-Admin Verify

0| =

End-to-End Encryption

Secure data access,
end to end

Al-powered, real-time Block rogue admins and
ransomware detection and malicious users
response

M NetApp 3 ©2024 NetApp, Inc. Al rights reserved. NETAPP CONFIDENTIAL




Anti-ransomware

STATUS
() Enabled in learning mede

Started Tirne: 16 Sep 2021 6:51:PM

0 The systern has been auto-learning the workload characteristics of
» Alearning period of 7to 30 days is recornmended,
» You can switch from "learning” to "active”" mode at any time.

» Switching early might lead to too many false positive results,

Switch to active mode

Monitor Config

Monitor new file types

New file types are file types that were never detected during the learning mode.

MAXIMUM NUMBER OF NEW FILE

Event severity settings

Event Severity
Detected new file extensions Don't generate ev...
Created a ransomware Snapshot copy o Notice

Detected a ransomware attack

Automatically Trigger
Snapshot Protection

Snapshot Copies

Suspected File Types
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Next generation ransomware threat detection PRECISION
0 (Alerts are accurate)
| 99%+ g
HAE EE—EiH T EZFEFTR A BREIR _
On-Box &= Rsa=1a 8 (Detecting every attack)
| yune2024 |
T SE Labs
Z T4k AML 15 — T ARk R R R A ::ttaA (;:rruptlon Detection (Ransomware)
ONTAP Autonomous Ransomware Protection with Al
Ratings |
@5 BEgEHTRERE. &SRB EEN—IER Detection Accuracy
0 35 E)Jaf é ;‘E[] Legitimate Accuracy

False Positives

1 amEARP BFERABHY

SE LABS rating:
https://ntap.com/3VIHMF2

M NetApp 19
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VM on NFS volume
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VM IIERRY £

VMAERRYEEE (VMM EB 15 R 5F)

VmX
sy Autonomous
- R ERBIEAE 7% " Ransomware Protection Vmxf
BlEn.txt « .docx Bi.mp4 12 3EE .vmdk
ARPZERIZIEL 2 -flat.vmdk
SEAATE LSRR ARP BT TR M AT nvram
BEABELHBLH
vmem
TR AR S8R A zng
f{{fﬁ é@%eﬁuszﬁf iﬁu BFE%J O EDBESE A4 S A VSWP
IR Ee X N TA B 47 2 Bl 4 VMSS
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BARP 132 0] I F BN 2T IR IR
MRIEREIEZRFINLBERL
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log
-\#.log

Some words from our lawyers... No ransomware detection or prevention system can completely
guarantee safety from a ransomware attack. While it's possible an attack might go undetected, NetApp
Ml NetApp 20 ©2025NetApp, Inc. All ights reserved. NETAPP CONFIDENTIAL technology acts as an important additional layer of defense.=



PQC
(Post-quantum Cryptography)

REFERS

1. EHFRBEEE—RNH—RRAEEKEHEUNE
2. (BEFEKE—ELEH NERBAET R , TR E LS,
3. PQC si2E A4 EEFEKETABAMRETaIIT — K FIBH,

M NetApp 21
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NIST Releases First 3 Finalized Post-Quantum Encryption Standards

https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards

While there have been no substantive changes made to the standards since the draft

versions, NIST has changed the algorithms’ names to specify the versions that appear in the

three finalized standards, which are:

¢ Federal Information Processing Standard (FIPS) 203, intended as the primary standard for
NIST Releases First 3 Finalized post-Quantum general encryption. Among its advantages are comparatively small encryption keys that two

Standards parties can exchange easily, as well as its speed of operation. The standard is based on
the CRYSTALS-Kyber algorithm, which has been renamed ML-KEM, short for Module-Lattice-
August 13, 2024 *ased Key-Encapsulation Mechanism.
* FIPS 204, intended as the primary standard for protecting digital signatures. The standard uses
* NIST has released a final set of encryption tools designed to withstand the attack of a quantum & the CRYSTALS-Dilithium algorithm, which has been renamed ML-DSA, short for Module-Lattice-
. ‘(I:":r:szu;z:t-quantum encryption standards secure a wide range of electronic information, from E:: Based Digital Signature Algorithm.

confidential email messages to e-commerce transactions that propel the modern economy. -

* FIPS 205, also designed for digit¥Signatures. The standard employs the Sphincs+ algorithm,

e NIST is encouraging computer system administrators to begin transitioning to the new standards as soon

as possible: which has been renamed SLH-DSA, short for Stateless Hash-Based Digital Signature Algorithm.
e

The standard is based on a different math approach than ML-DSA, and it is intended as a backup
method in case ML-DSA proves vulnerable.

23



NetApp’s PQC Roadmap

L

DATA-IN-TRANSIT

» Scheduled for ONTAP 9.17.1
release

DATA-AT-REST

» PQC ready now using AES-XTS-

256 for data-at-rest encryption * Lattice-based Key Encryption

support for OpenSSL 3.5, ML-KEM
ML-DSA
(FIPS203, FIPS204)

 Stateless hash-based digital
signature support for SLH-DSA
(FIPS205)

N NetApp 24

DATA-IN-USE

* In-use encryption includes off-load
cards, and in-memory operations

» Working with hardware
vendors and partners to develop
future solutions
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(1) ONTAP Tools

— vSphere Client O\ Administrat

NetApp ONTAP tools INSTANCE 10.193.54.102:8443 v

ONTAP tools for VMware vSphere

vCenter server vcl.demo.netapp.com @ v

Getting Started Traditional Dashboard vVols Dashboard

Last refreshed: 04/26/2023 17:43:00
Next refresh: 04/26/2023 18:13:00

@ The dashboard displays metrics obtained from vCenter Server (IOPS, space utilized, latency and commited capacity) and ONTAP (space savings).

ZE B & 51 B 2 BE

& Overview ! @ Datastores @ Virtual Machines

- . Top 5 datastores by Space Utillized High to Low Top 5 VMs by Committed Capaci.. High to Low
Datastore capacity Aggregate 4qpace savings e e

Type @ Al NFS VMFS

oTVi 944 GB
Aggregate A
SCV 563 GB
nfs3

=A-vmO1 287GB
-e4ee0253-58d0-4952-b462-6ee69bdabcdc 360.86 MB

nfsl

@ Used: 40.92 GB
Free: 116.58 GB

Total: 157.50 GB

ope Best Practice

o s Storage Systems E ESXi Host Systems
Read IOPS

Clusters: 1 NFS settings: 1 MPIO settings: 1 Adapter settings: 1
0

Write IOPS
Logical space used: 65.14 GB

0 @ Physical space used: 51.03 GB
. o View all storage systems Edit ESXi host settings
Total IOPS Space saving: 14.12 GB (21.67%) V ge sy s




SnapCenter

4 L.

ummary Monitor @ Permissions Datastores Networks Update

w Settings

BaCKUpS vSphere Client
VM SDRS Rules
vApp Options SnapCenter Plug-in for VMware vSphere INSTANCE 192.168.0.74:8080 v
More % Dashboard Guest File Restore
Alarm Definitions B Settings
18s a nfs 07-27-2( =
M | Scheduled Tasks 1e5019_N1S_07-2720 £ Resource Groups Guest File Browse o
5] Policies 0 @ Policies
i 1 N7.77.7 ~eat Seasiar | Select File(sy
@ VMware EVC test_ra_nfs_07-27-20) P Guest Sessio elect File(s)/Folder(s) to Restore A
< - b
ﬁ y Guest User Mappings [;uv't_,vg_r:;j.:)jf.:).:j.:)::._‘ [% Guest File Restore
& v SnapCenter Plug-in for test_rg_nfs_07-27-2q ?
= RGO ;
ml [ model.mdf
7.2020 Run As Crede

Delete
T

Proxy Creden

-

CANCEL | RESTORE




SnapCenter - ZEFEBIIFXK
BERM/ EHMEER I EXE | #ERK

Exchange 785 Server orAcLE FTPHANA

DATABASE

mHl Windows
Bl Server

vmware

Y ASE ,
SAP MaxDB w M Yy S&:

The SAP Database Sy base PostgreSQL

9 - —
L]
ONTAP ONTAP ONTAP
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