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Ransomware “business” ecosystem
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F::ATINET % paloalto

NETWORKS
FortiGate NGFW

The test was conducted using FortiGate's built-in detection The test was conducted on a Palo Alto PA-220 against 1,000 rules
rules versus the 1,000 rules from Kaspersky’s Network from the Kaspersky Network Security Threat Data Feed, with the
Security Threat Data Feed. following Palo Alto detection lists enabled:

*Known Malicious IP Addresses

*High Risk IP Addresses

*Bulletproof IP Addresses

‘ *Tor Exit IP Addresses
FortiGate Detection Rate 4 O/ ‘ 51 3 o/
7 .7 (o) - =

Palo Alto Detection Rate

Kaspersky Network Security Threat Data Feed increases the

efficacy of threat detection by: Kaspersky Network Security Threat Data Feed increases the efficacy of

threat detection by:
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27 Yerify domains/URLs
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Pleaze enter the full path to the file ¢

[P Verification Summary

Total [P Checked 500
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Elocked 313
(lncover Rate 3.4 %
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2y TLS handshake only (HTTES port 443)
Enter wour choice {1/2/3): 2

LDomain Verification Sumnary

Total Domaing Checked : 1500
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Elocked Domaing 715
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Elocked Domaing
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[P Verification Summary
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We are Kaspersky 33
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3. AVTEST 13l - M ERBSHERES -
ANTEST

‘The Independent IT-Security Institute
N Eeonany

Y Advanced Endpoint Protection:

st places =771

| Participationin 1022 | Ransomware Protection test

Tests/Reviews
Top3 = 85%

The test was commissioned by Kaspersky and conducted by AV-TEST GmbH.
All rights to the test results and the report belong to Kaspersky.

Kasper [ ] Date of report: September 30, 2021
Bitdefender 497 A

Bitdefender Avast 328 . . ‘
Bloadcom i ESET 304 The three assessment scenarios were independently developed and executed by the test lab:

(qymantec) ESET 4 Trend Micro 254 X
@ophoe Avira 251 ® Real-World ransomware attacks user files on local system

Broadcom (Symantec) 240 * Real-World ransomware attacks user files on remote shared folder
GData Trend Micro AVG 216 :
*  Proof of Concept ransomware attacks user files on local system

Number of 1st places

M crosoft
F-Secure S McAfee McAfee 193

G Data 185 . .. . . .
Sov e During the test, the products were expected to detect ransomware activity and its files, block it, roll-back any

Microsoft 155 changes to user files (the other words, to protect all user files) and eliminate the threat from the targeted system.
F-Secure 136 Only these results were considered a true success and the relevant solution was given a credit in each test case.

%
400 500

TOP3, 2013-2024

Total Protection from Ransomware

2. NS EEFPREMEEBEMIE - WRFIESKER -

(=) FEHEEHMERNERRR

ERFENSTERRTRIZERARS - OENSA - 58 - 26 i 0E - 55 BEY - HE
% FOEENERYRESOTEER BSUMENIRSIGEHEEEY  FOHEBSEUREES
RUBHEMBNTH LR - LR 2020 FEGSSEAENESERNLERSEBBTRNE - 5
AANEEESANIE - B - 26  FESNSANEFIETFNE FSEEEORER 2 @REN Figue 1 Totlancormurate protection b dierentprodct bosig on i 1rce sent o
FE(Kaspersky Security Network) - LURISE SRIBEAETHES - MR ENE2ANERELEY . arialybocked st ansomate s eeced, bt s st s wer ok (ot proreie)
e Arranged by “completely blocked” values.

Completely blocked malware attacks M Partially blocked malware attacks




» Interpol Global Complex for Innovation, Singapore
» Kaspersky products, cyber alerts and services
» Digital forensics, Trainings, Investigation support
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E = Kaspersky partnership
I' Iﬁ E/] lNTERPOL

'l\f]]/Q |;I:IE G REAI1 & ANALYSIS TEAM. Kaspersky has the highest overall rating and the most

recommended among all vendors in the Security Threat
Intelligence Products and Services Market

Kaspersky Tl powered by our globally recognized
expert team — Kaspersky GREAT that maintain a
successful track record of spotting new threats early

FROST ¢& SULLIVAN

MOST TESTED

MOST AWARDED' . .
KASPERSKY PROTECTION Kaspersky has been named as an Innovation Leader in
“kaspersky.com/top3 the Cyber Threat Intelligence research 2024

The quality of our intelligence is backed by our most
tested and most awarded threat protection technologies

| GIGAOM
MITRE | ATT&CK “Kaspersky’s suite of threat intelligence solutions, its

Kaspersky has contributed info about CozyDuke, Carbanak services and intelligence network positions it as a
prior the MITRE Evaluation Round2 and Round 3 preparation leader”
stage to support improvements to MITRE ATT&CK

Kaspersky has been recognized as a
Leader in the 2024 SPARK Matrix™:
Digital Threat Intelligence
Management by Quadrant Knowledge
Solutions

FORRESTER

Kaspersky is Positioned as a Leader in Forrester New
Wave: External Threat Intelligence Services, 2021
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SPARK Matrix™: Digital Threat Intelligence Management, Q1, 2025

Aspirants Strong Contenders
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Technology Excellence

QKS Group has named
Kaspersky a Leader in
the 2025 SPARK Matrix
TM Digital Threat
Intelligence
Management
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Cybersixgill{A BitSight Company)

* February 2025, QKS Group
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Leader in the Frost Radar : Cyber
Threat Intelligence, 2024

Frost&Sullivan has named Kaspersky a
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