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FortiAl #7BI{RE

* Favorites Summary  Logs

Firewall Policy

o 4 Category = Generative Al, X Q) Search
el ol = i °

Date/Time Source Destination

Dashboard

$ Network 2026/03/08 00:15:29  10..255.2 60.79.104.10 (console.anthropic.com) [ Generative Al

B Policy & Objects 2026/03/08 00:15:24  101.255.2 60.79.104.10 (console.anthropic.com) [ Generative Al

Security Profiles 2026/03/08 00:15:24  10.1.255.2 60.79.104.10 (console.anthropic.com) [ Generative Al

VPN

2026/03/08 00:15:24 10.1.255.2 60.79.104.10 (console.anthropic.com) [ Generative Al

User & Authenti

2026/03/08 00:09:34  10..255.2 3.174.255.25 [huggingface.co) (O Generative Al

= WiFi Controller

2026/03/08 00:09:34  10..255.2 3.174.255.25 [huggingface.co) [ Generative Al

System

2026/03/08 00:08115  101.255.2 3.174.255.25 [huggingface.co) (O Generative Al

5 Security Fabric

2026/03/08 00:09:15  101.255.2 L1 3.174.255.25 (huggingface.co) [ Generative Al

Log & Report

2026/03/07 23:58:55  101.255.2 L1 3174.255.25 (huggingface.co) (O Generative Al

2026/03/07 23:58:55  101.255.2 3.174.255.25 [huggingface.co) (O Generative Al

2026/03/07 23:58:38  101.255.2 04.18.32.47 (chatgpt.com) (O Generative Al

2026/03/07 23:58:38  10.1.255.2 04.18.32.47 (chatgpt.com} (O Generative Al

2026/03/07 23:58:38  10..255.2 04.18.32.47 (chatgpt.com) (O Generative Al

2026/03/07 23:58:36  101.255.2 [ 3.174.255.25 (huggingface.co) (O Generative Al

2028/03/07 23:58:38  10.1.255.2 3.174.255.25 [huggingface.co) O Generative Al

2026/03/07 23:53:17  101.255.2 L1 3174.255.25 (huggingface.co) [ Generative Al

2026/03/07 23:53:17  101.255.2 L1 3174.255.25 (huggingface.co) (O Generative Al

2026/03/07 23:52:58  101.255.2 L1 3.174.255.25 (huggingface.co) (O Generative Al

2026/03/07 23:52:58  101.255.2 [ 3.174.255.25 (huggingface.co) (O Generative Al

2026/03/07 23:51:39 10..255.2 3.174.255.25 [huggingface.co) (O Generative Al

2026/03/07 23:51:39 101.255.2 [0 3.74.255.25 [huggingface.co) (O Generative Al

2026/03/07 23:5120  101.255.2 [ 3.174.255.25 (huggingface.co) (O Generative Al

2026/03/07 235120  101.255.2 L1 3.174.255.25 (huggingface.co) [ Generative Al

2026/03/07 23:50:31  101.255.2 L1 3.174.255.66 (huggingface.co) (O Generative Al

2026/03/07 23:50:31  101.255.2 3.174.255.66 [huggingface.co) (O Generative Al

2026/03/07 23:50:13  101.255.2 3.174.255.66 (huggingface.co) O Generative Al

2026/03/07 23:50:13 101.255.2 [0 3.74.255.66 (huggingface.col (O Generative Al

2026/03/07 23:49:48  101.255.2  [13.174.255.66 (huggingface.col (O Generative Al

[P,

Category

Application Control

Application Name
& Claude Desktop
& Claude.Desktop
¥ Claude

& Claude

2 Hugging.Face

£ Hugging.Face

2 Hugging.Face

£ Hugging.Face

£ Hugging.Face

& Hugging.Face
& OpenALChatGPT
& OpenALChatGPT
@ OpenALChatGPT
2 Hugging.Face

2 Hugging.Face

% Hugging.Face

% Hugging.Face

2 Hugging.Face

= Hugging.Face

= Hugging Face

2 Hugging.Face

% Hugging.Face

2 Hugging.Face

£ Hugging.Face

= Hugging.Face

2 Hugging.Face

= Hugging Face

2 Hugging.Face

= Memory »
App Sanction Status
Sanctioned
Sanctioned
Sanctioned
Sanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Sanctioned
Sanctioned
Sanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned
Unsanctioned

Unsanctioned

= FortiGate

This value is substituted with a placeholder behind the scene in order
o avoid sending sensitive information to Al models.

Action D &  configurea black palicy for source ip 104.255.00°

 Pass
 Pass
+ Pass

~ Pass

subnet 1

config firewall policy
edit @

t name
srintf

t dstintf
srcaddr

t dstaddr "
action d

t schedule
service

t logtraffic a

>_ Execute & Edit

WARNING: This policy uses srcinti/dstintf "any” and dstaddr "all", which may block more traffic than intended—
scope it to specific interfaces/destinations if possible.

@ & @ 1Source
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BREAMXEEE - SRR ANEEA D

B Policy Packages « + CreateNew ~ [#Editv: [ Delete [#Sectionv @ Policy Lookup #

(™ Enterprise_FortiAnalyzer : o ranton

Top Threats
o # Name From To Source Destination =
@[3 Branch_Office_01 O ' Outbound Traffic to AWS (1-2 / Total: 2)

Al

Firewall Policy 0o 1 M Fortiview

[ port3 1 WAN_Zone B AWS_Quarantined Top Threats
ZTNARules Threats

Traffic
Installation Targets raffi
AWS-us-west-2a

AWS-us-east-1b

O, Branch_Office_02 K port3 [ WAN_Zone

= High

Firewall Policy u Medium

ZTNA Rules
Installation Targets

Install Wizard N to FAC B @ FortiAuthenticator
O Enterprise_Core B

New
Firewall Policy a
one

ZTNA Rules

Traffic Analy:
SD-WAN
N to FML B @ FortiMail

New Folder
Installation Targets

Move N to EMS
Edit

O[3 Enterprise_First_Floor_root

Firewall Policy

Delete
ZTNA Rules

Policy Revision
Installation Targets

Policy Check to Internet £ porta £ WAN_Zone © Fortial

O Enterprise_First_Floor_vdom-  p oot B Repo e
Firewall Policy

Export to Excel
Export to CSV

Installation Targets u s 2 port2 [ WAN_Zone B AWS_private_cloud,

stem Settings
ZTNA Rules FiiRTINET

B KA

tchib - RS (LHBIRFTERE b A3 SHRBERTIES
BFERBEOEE « BB - - BEEERRER BB
—5 - FED - RIS -

il

amR . .
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FortiAl on FortiAnaIyzer
FRARES OHRES  AERNERSHN

(™ rFAZVMé64

& Dashboards

Status Hi, how can | help you?
SOC Dashboard 12

Endpoint Vulnerability . "
What's new in FortiAnalyzer?

XDR Dashboard

&0 Device Manager Events

endpoint

31
FortiView critical 32%

m Log View 25 Show me statistics for Malware over the last 5 days.

26% is question helps analysts quickly understand recent trends in malw
FortiAnalyzer

LIL .

@ Fabric View

1 7 Show me applications grouped by destinations over last 3 days.

@ Incidents & Events

Focusing on applications by destinations allows analysts to identify pote

traffic patterns

© FortiAl medium

(IR L]

Show correlation between VPN and SSH events from today

E Reports
FortiGate 4 Analyzing correlation between VPN and SSH events today can rev

0 System Settings

m

I SIEM
I Fortiweb I ] Get a list of compromised hosts in the last 4 days.

ip 192.168.22.101 2F A EZ! malicious web url RICEE

Incidents < Severity Category = Stat

Outbreak Alert - Log4j2 V... m Unauthorized Access dral \"‘\ 4
Monthly tokens remaining 98.3¢ 46/1024

FEATINET Outbreak Alert - CISAtop... iti Unauthorized Access dral  Send Feedback

- © Fortinet Inc. All Rights Reserved. 7



FortiAl on FortiAnaIyzer
FRARES OHRES  AERNERSHN

(™ rFAZVMé64

& Dashboards [l'_': Edit| @ Last1Week v 2026-03-31 10:37:00 - 2026-04-07 10:37:0

Status

SOC Dashboard 12 18 (§)

Endpoint Vulnerability High Severity Incidents Outbreak Alerts Compromij
XDR Dashboard

Device Manager endpoint Logs

=
= 31
j FortiView critical = 32%
Log View !_ 25
- 26%
Fabric View high = FortiAnalyzer
-
; = 17
Incidents & Events = 18%
© FortiAl medium -
= 15
E Reports — 16%
FortiGate
¥ System Settings low . 7
= s . SIEM
I Fortiweb
Incidents < Severity Category =
Outbreak Alert - Log4j2 V... m Unauthorized Acces!
FERATINET / Outbreak Alert - CISAtop... Unauthorized Acces$

I © Fortinet Inc. All Rights Reserved. 8



FortiAI on FortiAnaIyzer
FBERES OEES - ABRATERSY

B G

Fortinet Logs Threat Hunting Log Browse

-’ & ™ B o & ~

View More v

Traffic Security: Web Filter ~ Event ~

All Devices v Q@ Last 7 Days ~ 03-3112:22:16 - 04-07 12:22:16 ¢ 3 Full Screen ] ’ 2 Create Custom View ‘ ’ Refresh I | More v

or Mode v~ | Source IP=192.168.22.101 % x a @
¥ Date/Time¢ Device ID Source Destination IP Service Host Name Action URL Category ... Sent/Received
2026-04-07 0 FGVM0O1TM25 192.168.22.101 m 192.185.4.56 HTTP onlinetribun.com blocked http: #onlinetr Malicious Wel 452.0 B/0.0 KB mmmmm

2026-04-07 0 FGVMO1TM25 192.168.22.101 @ 192.185.4.56 HTTP onlinetribun.com blocked http:/onlinetr Malicious Wel 397.0 B/0.0 KB m——

%
m
©)
0
o
=]
L

Total logs for analysis: 60 days 4 hours

© Fortinet Inc. All Rights Reserved. 9



FortiAl on FortiAnalyzer
FBEAES DB RS EE AL

Hi, how can | help you?

L _"' v
VRS, T

B 550

#t¥ URL onlinetribun.com 217 —1& event handler A

o © Fortinet Inc. All Rights Reserved. 10
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FortiAI on FortiAnalyzer |[©

BEAES HE RS EE B LR .

AR == VU 7~ Name* 0_Event Handler for URL onlinetrib
Description
BEEESEH

This event handler is designed to track events related to the URL
onlinetribun.com, identifying any suspicious or malicious activities
associated with this domain.

MITRE IDs

Rules

Filter for onlinetribun.com URL

i ?
@ il o e Rule Name Filter for onlinetribun.com URL

Log Filter by Text @°

#1#} URL onlinetribun.com 17 —1E&l event handler A dst_domain~onlinetribun.com =

w

Filter logs where the destination domain contains onlinetribun.com to monitor
activities related to this URL

Log Field @
Log Device Type*
Log Type*

14—

4

PR ECEBTF 27 URL onlinetribun.com BY7SHEEE - BREZESESEENTEUHE?




FortiAl on FortiAnalyzer
FBEAES DB RS EE AL

(%]
&% Hi, how can | help you?

#%F URL onlinetribun.com 3 17—1{& event handler A

Event Handler Creation Successful.

HCERBFEE URL onlinetribun.com BUSHEEE: - FEDEZSEFNTEUIE?

— © Fortinet Inc. All Rights Reserved. 12



FortiAl on FortiAnalyzer
FBEAES DB RS EE AL

@

ADOM:root >_ @~ L2 & (@) admin~

AL ELGGIEIEI Data Selectors Notification Profiles

B

4 Create New

[ Edit | | fif Delete | | % Clone | | ¢ More v Search... @ *

HE

@) St..5| Name=+ Rules = Origin = Data Selector ﬂ
|

0_Event Handler for URL onlinetri...

. = § . Rule-1 Filter for onlinetribun.com URL: dst_domain~onlinetribun.com Custom
BEZ S A This event handler is de... = &

& ¥& Armis Alert Detected

Al Assek ritellzence Platiormyalerk.. Rule-1 Armis Alert Detected: (SecurityAutomation,BehavioralAnomaly) ever @ FortiGuard

o & Data Exfiltration over Remote Serv... Rule-1 Large Data Exfiltration Detected - 1GB: (SecurityAutomation,Datale

: S ; FortiGuard
Detects potential data exfiltration wit... = Rule-2 Moderate Data Exfiltration Detected - 200MB: (SecurityAutomation ©

NS Default Handler for Ingested Exter... Rule-1 External Alert Ingested Event: (Default,Ext-alert,${data_sourcename} (™ Built-in ‘

Default handler to convert ingested e...
FORTINET

& M o (A 8 A

0 © @ Default-Access-to-a-Suspicious-D...

High/Critical Hisk App detected follow... Risky App Detected FOLLOWED_BY[10m] Access to suspicious domain ... (™ Built-in

O o @ Default-Access-to-a-Suspicious-D...

Acoess 5 & StEplelous domakapd SiE.. Malware Download Detected AND Access to Suspicious Domain Detect... = (™ Built-in

P @ Default-Attack-Event-Detected-A...

AAabiinin Adaiiin laad dodacdad bllaiiind

Malware Download Detected FOLLOWED_BY[10m] (Spring4Shell Malw... = (™ Built-in

n
- © Fortinet Inc. All Rights Reserved.



Al BEeEE

FortiAl on FortiManager — B{E#E 5 E

B FMGVMs4-kvM = & Install Wizard

@ Dashboard

B Device Manager

Template Groups [RESZAIGLE

+ Create New | | 4 Edit | | 1 Dele

BGP | Static Route | CLI

@ Ass

B Policy & Objects > | O  Template Group Name %
&2 SD-WAN Manager v

Network O  ComA HUBL

Templates

Overlay Orchestration

Rules
54 VPN Manager L/ O CorpA_HUB2
[ AP Manager L

FortiSwitch Manager >

B Extender Manager >
O  CorpA_BRANCH

B Fortiview >
M Log View >
B Fabric View >
Incidents & Events >
© FortiAl

B Reports >
© FortiGuard >
¥ System Settings >

Provisioning Templates ¥

(2 CorpA_HUB1 _IPsec
2 CorpA_HUB1_BGP

£ HUB_SDWAN

[J CorpA_HUB1_CLIGRP

(2 CorpA_HUB2_IPsec
< CorpA_HUB2_BGP
# HUB_SDWAN

B CorpA_HUB2_CLIGRP

2 CorpA_BRANCH_IPsec
2 CorpA_BRANCH_BGP
& Branch_SDWAN

[ CorpA_BRANCH_CLIGRP

Assigned to Device/Group *

1DeviceinTotal  View Details >

4 HUB1 [root]

1DeviceinTotal ~ View Details >

4 HUB2 [root]

2DevicesinTotal ~ View Details >

£ Branches (2)

Descrig

[Create

[Create

[Create

ADOM:CopA >. @ Lt~

FortiAl Advisor

11 YUU PIEIET, YUU Ldil UPIVAU dil IITIdBE 1V LIE HIELWUIR LUPUIUBY Ui
select the devices to continue. What would you like to do?

1'd like to upload a network topology

FortiAl FLEEE VRIEE E

FortiAl ] ==1TCHY

o =
RERE=E !

E3rY
F4& VPN 2B B

—
This is a JSON representation of two FortiGate sites. Here is
I summary of the information:

I FortiGate Site Information:
- Site 1: Branch FortiGate
| - WAN Interfaces:
- Interface Name: port1
- IP Address: 10.198.1.2
- Gateway: Not specified
-LAN Interfacels
- Interface Name: port3
I - IP Address: 10.1.1.0/24
- Subnets: 10.1.1.0/24

—_— . -

VPN #2018

I 575 oK HE v

© Fortinet Inc. All Rights Reserved. 14




Al BEeEE

FortiAl on FortiManager — B{C#8 85 E

E] FMG-VMéd-kvM = 4 Install Wizard
@ Dashboard Template Groups [ESSTGRE BGP | Static Route L
&8 Device Manager % | [ 4 Create New | | o $ Morev

FortiAl Advisor Cx

Br-1_VPN_SCRIPT

config firewall address
edit “to_HUB-1_local"

set allow-routing enable

next
edit “"to_HUB-1_remote"
set allow-routing enable
set subnet 20.1.2.1/24
next

end

config vpn ipsec phasel-interface
edit “to HUB-1"
set interface portd
set peertype any

set net-device disable

set comments "VPN: to_HUB-1 [Generated by FortiAI]"
set remote-gw 14,1.1.4
set psksecret <PLACEHOLDER_FOR_YOUR_PRESHARED_KEY>

set subnet 20.1.1.1/24 D

set proposal aes128-sha256 aes256-5ha256 aes128-shal aes

HUB-1_VPN_SCRIPT

config firewall address

edit "to_Br-1_local"
set allow-routing enable
set subnet 20.1.2.1/24

next

edit “"to_Br-1_remote” ﬁ}
set allow-routing enable
set subnet 20.1.1.1/24

next

end

config vpn ipsec phasel-interface
edit "to_Br-1"

set interface portd
set peertype any
set net-device disasble
set proposal aes128-sha256 aes256-5ha256 aesl28-shal aes
set comments "VPN: to_Br-1 [Generated by FortiAI]”
set remote-gw 14.1.1.2
set psksecret <PLACEHOLDER_FOR_YOUR_PRESHARED_KEY>

fa Copy code & Save script

FortiAl &Y

4k o] ZZE Y
VPN ZHEEEG EFE

Branch FortiGate_VPN_SCRIPT

config firewall address
edit "Branch FortiGate_to_Hub
set allow-routing enab

set subnet 10.1.1.0/2

next

f@ Copy code & Save scy
Hub FortiGate_VPN_SC

config firewall a

: FORTINET
edit "Hub For

© Fortinet Inc. All Rights Reserved. 15




EfE CNSA 2.0 SIREX: BRENRFPHE=FE5E

A ZUE

) IFHENSREER

EFSiFIRSEEEE (40 Shor Algorithm) AJ
BIRREERE, SEER1T RSA B ECC f2RKER
=FR.

(] &MENEE (HNDL)

BT [BUEE, RYEMEm) 8=, ShMaR
BB AT TR, SRRavER
.

U EREEENZEEME

EEZESREY [INEREEE] | LIEATEE
ERETINE, UWITSEIZREKREZERERE.

0@ CNSA 2.0 2i84E

® 2027

® 2030

® 2035

BE) PQC IRESFREE

FIEFRIBZ BIRZ 254 (NSS) WRSHIREE
FIiE (PQC) EFAEEERIREE,

S nEKHE
IEf=1E%F RSA, ECDSA. EdDSA SHE4H iR
ERMAER, RERRESHYIZER.

a5k

FTEREEEMIME PQC B8R, BRINERHTE
iR, ENREEREFTIE.

* CNSA 2.0 IR#HERE % /5 (NSA) 3

© Fortinet Inc. All Rights Reserved.
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Fortinet (£ EFT 2 LFITH)

SFERBHE (QKD) :

1_1_ QKD HEREIREFZTEHY

T IR,

ZEFME (PQC) :
FortiOS AEER 82
Crystals Kyber, ML-KEM,
BIKE. HQC #0 Frodo £,

IR\ :
B igREEFINEIF, X
BEEHB RGBS EHET
B ES,

EERES:
SEazZENEEE L, LAEE
EE)J IEEIIJ /E\%fFJKLTU_ o

ooooooooooooo

Post-Quantum Cryptography

o1 -+ == B IPSec

Post Quantum Cryptography Additional Key Exchanges

| Create new | & Edit

Transform type =
(0 ADDKE1

ADDKE2

ﬁ:-.%':

ML-KEM-768

HQC192

Quantum-resistant key exchange method

KE groups =

FERTIOET W o

e T o _ !
NN, = B .. --
................... -

© Fortinet Inc. All Rights Reserve
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Fortiweb 8.0

FortiWeb 8.0 & A Model Context Protocol
( MCP ) Z = hEINEE



ARBEESHEELLE - MCP P&

Model Context Protocol

Your Computer

Model Context Protocol o L, -

Local Data
Source A

—

Server A

= -
—_— ]
|‘|‘| < Mcp | i MCP - % Local Data

: Protocol =1 Serverb Source B
- Anthropic 1% 2024 & 11 B#4 MCP eMepHost
( Model Context Protocol » % 321 o ) vce BRI |
Z'_E) ﬁﬂﬁﬁzﬁ%ﬁ , E% LLM }Tg};ﬁﬁ%h{;ﬁij&ﬁ{b . **Et = ServerC RiemoteSerwceC
AR A NEEIN TR - ERNORERT - Internet
- B Y BEHEHEEEMIERIRERE - K BH2EE5 vs MCP 2248
G EFAEEA R - BT N S SIEE MCP 2078 | N+M 1848

o EREERRERIEZE MCP 25— -

o LLM IRFEOIDIFEEMIRIETE T HITERIE -
BEHRZHE - tholgeF 2R E e -

« MCP Protection &£ LLM PhEHE S —1E
EEIBE -

Model 1

Cloud

Model 2
Model 3

BERIEREH BB EERARRET RAAFRIRARATELA MCP 25—
EREES MHFEE 6 IRER

MHFE 9 IRER

- © Fortinet Inc. All Rights Reserved. 19



ANBEERSHEEPHFE — MCP BhE

Model Context Protocol

MCP RYRIEEE - RIIEL—EEHEEMINER -

RAsEDEABE T Eige {H R T 22 7 b RIERBNEZ ZRmE

W EBBEIESHE MCP T MCP 2R - MEETEEHHR  McP TESRIRBA - KBET
Btch - 18 Al TR - Bt FERRERE - BERE UL IR B BRI R 5 -
Bl BRESERE  BBS 6N BEMRGMaIlMCP T2 . Al EAREENTEE - A

FHhEbEFS B R AT EVE e RER B T IE A MIBRE ZAVER

o © Fortinet Inc. All Rights Reserved.
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AREIGESEE
Model Context Protocol

Fortiweb 12 %2 Bl

« FortiWeb 8.0 A MCP ez &

* Model Context Protocol

« MCP £/ JSON-RPC fEA:REA&T - ik
0] #%538 Streamable HTTP =k SSE 2K {Zk)
FortiWeb E=ZE£1¥} Streamable HTTP £
SSE BYRERY MCP R =2 MBS E - '

» FortiWeb Z=[5:ERE
- BEREER
- THEISHRKENE
* JSON BB 4GB ERE

FortiWeb

Dashboard
Network
System
Security Fabric
User

Policy

Server Objects

¢ Application Delivery

Web Protection
Known Attacks
Advanced Protection
Client Side Security
Data Loss Prevention
Input Validation
Protocol

HTTP

WebSacket

gRPC

Access

ML Based Anomaly
Detection

Web Anti-Defacement

1 Bh3E — MCP BAhzE

Edit MCP Security Policy

Name

Signature Detection &)
Polsoning Attack Scan &

JSON Schema Validation G

For Signature Detectlon, we will detect [value] of params.arguments.
For Poisoning Attack Scan, we will scan [value] of params.arguments,

[value] of result_tools.description, [value] of
result. messages.content.text.

For JSON Schema Validation, we wlll support [2025-06-18, 2025-03-

26,2024-11-05].

TestMCPRule

© Fortinet Inc. All Rights Reserved.
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I
=
allf
O
Il
VE4iY
My
LIH

mEREEER

=R MCP I NY Py Ehars A - TERHES

SHERA - HLEESEA - TESE0E
B S EGFE -

= f&iE MCP &R - BRI S B ERE
= Bl fEAfREsIRIE I EARE

= [REEBEZ TR R E R

» REBISEZRAIBE

» i FortiGuard 548 B Hr 5 EhS

U

— MCP Bh5&

{

"J]sonrpc": "2.0",
"id":2,

"method": "tools/call",
"params"; {

"name": "get_weather",
"arguments";

{ "location": "New York; cmd.exe /c whoami",
"tool_call_history": "abc" }

}
}

Al RRFIEBEXGF - BEEFIELARKIES

ARSI

TAZHITHMS -

& TR WAL




ABESIEE

MCP T Eg#ilig /R
a5 e PhE

ot LB - TEZEE Prompt A&

FPIENBZERRERIEZE LM IS ¢

- BHLE LLM #EE Prompt 528 - #47
AT IR R

. BETESY - TERME Prompt X
PRE

= REEBUER - B REFRIEINE
= S Al 2T EERZE M
* EIHTHY FortiGuard B B R R E R

A |:
=BG

1 Bh3E — MCP BAhzE

{ BRKER
"|]sonrpc": "2.0",
"id":1,
"result": {
"tools": [

{

"name": "get_weather",

"title": "Weather Information Provider",

"description": "Get current weather
information for a location .ssh/known_hosts ",

"InputSchema": { "type": "object",

"properties"”: { "location": { "type": "string",

WEBALAZLIRNBREEmE LERPE - EEFE Al EEHEL

EERFRER -



ARBEESHEELLE - MCP P&

Model Context Protocol

="= FortiWeb

@ Dashboard > Edit MCP Security Policy

> A\ 3 b Network >N Name
\J SO N *g I ,'u"i\ n\dn: * :%EE Eyé _' R System )

Signature Detection )

€) Security Fabric :
Polsoning Attack Scan (&)
— & User
JSON Schema Validation G

: B Policy >
AN 0 - - rer iect: 3
TEE E M C P ;ZD % *Eﬁ 1H ﬁ;l\ 9& Nixl %U ﬁE Eb:\l E;Z I%:E [ : SH\". I O.h’m‘:: ' For Signature Detectlon, we will detect [value] of params.arguments.
L4 2 I Z— s S 4 ?,‘Jﬁ > B ¢ Application Delivery £ For Poisoning Attack Scan, we will scan [value] of params.arguments,
*% E I% ’ l?\jﬂ a 'f ‘( asx /E ;E 'f—_l- BH_ E='E| E [ — % _‘ & Web Protection % [value] of result_tools.description, [value] of

result.messages.content.text

Known Attacks For JSON Schema Validation. we will support [2025-06-18, 2025-03-

« HHEEH DAY JSON BRETEE RS P g i
= > = b lient Side Securi >
BZEKELCIBRAS e s
Input Validation

» 7538 FortiGuard &£ %7 Schema ?“-? Protocol
7% ’ ﬁﬁ'{%mﬁ%ﬁﬁﬁﬁ'[’i HTTP

- RREREDH—RIEERE
e PN —
- BTN REE )

Data Loss Prevention

WebSacket = TestMCPRule
gRPC

Cancel
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FortiAl #F7ZBI{REE"

== Fortiweb

@ Dashboard

Status

Status2
+

FortiView Topology
FortiView Countries
FortiView Threats
FortiView Threat Map
FortiView Sources

FortiView Countries
+

b Network

£ System

@) Security Fabric
User

Policy

Server Objects
Application Delivery
Web Protection
FTP Security

DEP® i D

ZTNA
Bot Mitigation

&

API Protection
© Dos Protection
B |P Protection

+ Add Widget

i

/

System Information
HA Status
Host Name
Serial Number
Operation Mode
System Time
Firmware Version
System Uptime
Administrative Domain
Threat Analytics (4

Advanced Bot Protection ('

Q
-

Standalone

FortiWeb

FVWMO0BTM24000834

Reverse Proxy

Tue Feb 25 11:39:10 2025

FortiWeb-VM 7.4.3,build4679(interim), 250212
[12 day(s) 18 hour(s) 59 min(s)]

© Disabled

© Disabled

© Disabled

System Resources

CPU Usage
| 6%

Memory Usage

Q
-

Log Disk Usage
Log Disk Status
Database Status

Total Connections

z FortiWeb

> @ @ Oadmin-
FortiAl (5 2 24

Li o Hi, how can | help you?

BB S AW

= A S I =122
RN E

B RS HIRiER]
AEEENAININEESE
SERECE

kiEiEiR o] fE
RIBEEHIEEHANS 4 L HE
&GN

E g LA
AR R B A AN S B
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2018 Fortinet 4448 —

EZE=-A10

s AR

Remote Access

E#% 260,000 FHE

FortiAP

(<'>)

AR ATEREE
4,096 1@ APs

m[m
]
|-

FortiGate

-

FortiSwitch

X

B Em AT RiEER
256 & Switches



2022 Fortinet &l - EXHE —

FortiAP

()

‘ 3 260,000 ER=
SR S AR oo
4,096 18 APs :g
a0
' FortiGate
SD-WAN . 5
u|m] -
|:| FortiToken
BEERENTES TR #GF
B R T R

MaFHREER - THEEDRE

3 2.0

BB m ARt Remote Access

FortiSwitch

X

' B RAT HEER

256 & Switches

ZTNA
&)

S EREGRIE R B B 7 Wi
FiERE
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Easy to Manage (Al B

FortiAlOps

P L 48 B8 o] B
e - MR EE
g}

38 Al AlET o] 8eRY R

£
iR

@ FortiAlOps
&3 Dashboard
Al Insights

Impacted SLAs w

Impacted Devices

Configurations

SLA

Event Acknowledgement
@3 Inventory

% Wireless

Switch

¥

& FortiExtenders
<: SD-WAN

@ Security Fabric
B5 Logsand Reports
L& System

E SAM
Z:RTINET

B= &5

*AE

\%

Wireless Switching

A

Total

Throughput

@ View Details

IE)

WAN
SLA
Through... e
® switch... @

[& Diagnostics and Tools

&’ Acknowledge

Hostname = LGwebOSTV-XV8G-299 X @ Q Searchfil

MACA.. ¢

00:a1:59:97....

Hostnames W

LGwebOSTV-XVS8...

FortiGat... &

FortiGate-70F

FortiSwitc... ¢

SM10GFS2...

B ADOM:Default @- &)

Classifier
® LowBan..®

Classifier ¢

Low Bandwidth

Devices NO[El @ 1week~ &

Sub Classifier
® Poor Ne... @

Sub Classifier ¢

Poor Negotiated Speed
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FortiSwitc...

SM10GFS2...

€=

Classifier

| 3R

Sub Classifier

\2/
7’

==

/

Low Bandwidth Poor Negotiated Speed
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Easy to Manage — FortiAlOps

FortiAlOps : Al ja 5222 &8 47 ik B Rl ER PR £

¢ Switch Logs X

) Diagnostics Switch Statistics

ﬁ %7? I%EJ Eslzzl §En ﬁg E:E ﬁ B/% ﬁjét I Connecting From 10.255.1.3

E

e Al 5@?3;\‘ (Al |nS|g htS) ;@%:EEP Issue Diagnostics
e —ERERE - oJFZR
R B R e R BRI B EE -

- [BIEAEREIEE (remedy) P« fueCase
“ IR T Run Cable Test |
iZeh - AR ENR RS

awa BT Nl
i%tg?ﬁ E&Ej] ’%ﬁ"é&?/ﬁ\” Fl:_[t | e Run cable tests to check the integrity of cables and replace the cable if results are notOEl

~

Negotiated speed on port2 is less than maximum capacity.
This can be an issue with the cable or device connected.
Negotiated Speed: 100

Configured Speed: auto

Duplex Mode: full

Maximum Link Speed: 2500

I <

Remedy e Ensure cables are properly terminated and not exceeding recommended lengths.
¢ Ensuredevice is correctly configured or upgrade device if it does not support the required bandw. -
[
Close
] © Fortinet Inc. All Rights Reserved. 33
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_1ose Port==2 X @ Q

Port ¢ ¥ | Error Range Pair A Pair B Pair

@ port2  +/-3meters © Short/Ometers € Short/0meters @ Ok;

FREE : RUBDASARRIRI 53R
RIA5484R Pair A, B k4%

dIE;



w,—h

Easy to Manage (Al B2 =3E)
FortiAlOps : Al / ML gEEZE—BE=E

BB [ #2180 2L (&
=i

,,,,,,

HEMERANIEA 2T -
IR w8 Rl FN B R [ e

@@

%%ﬁA__%DL@E/Hf{‘ A
x4 TRRIZE T M HEBR SR




Fortinet ELX i — &

ZIL B 1R
s

PR E XA

R =Bl
HEIER A
E 4 H ER
X HE B S B

ATV PE
FortiGate +
FortiSwitch & FortiAP

BEGME - ORIt
HhiE

H B -
AT EZRE

A

REZZ

X

IOC ;R

L7277 log
RESET

1.0/2.0/3.0 EE&=R



FortiSIEM Playbook

R SEFREAZEREE - WREREEA MR
SOP #17 -




FortiSIEM B &n{CAk#3

wSsArRERREEE - TREEERR

S ERVB ENCEA R RE
- BEIEIRETEERAR SIEM TIEfRRD

oJ77HY 600+ Connectors E'ii%ﬁ@ Playbooks

EI:IEIIEﬁj\:$% ﬂ: PlaybC)Ok |:|2|:|

%% FortiSOAR Cloud Automation Service
REBSEEEN

8 B8t SIEM BB - 387+ SOC 7

FrEMRER - WSS RIEREIRE -

IRHTEZE SIEM Playbook & T B2 Connectors

Xt FortiSIEM

v Automation

nnnnnnnnn

FortiSIEM Playbooks

— A

=& E

- EHBEE

%t FortiSIEM @0mhboad W avsiytks  Mocidents WCases  BODD W Resoures £ Task - BHEMNEA
- SHEEHEEE
- WEL|EETE
« BLEITE
- BNISERE DA
« HRIMAEE

Q Z - Resources > Automation > Content Hub

o] fE A FortiSOAR 4
600+ Connectors EA &3l
Playbooks -

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeee
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A

Al - FRERIEE - EREERR

2& R4 SOAR EIREFEE

board I Analytics A Incidents & Cases S CMDB L Resources 23 Admin

FortiSIEM Automation Service
[RAZEE Playbook 17 E2#1T
BE B{EEHMOERRE -

- X1E13Z1E Playbook #17 - af
%38 Trigger ~ Action £ Flows
SEAEHELIERRE -

. OIS EEER P EHHNT
Playbook

- OJ{k#E Incident B &% 35
Playbook

Resources > Automation > Playbooks

Execution Logs  Schedules

» Reports Playbooks

P Rules
FSM - Brute Force Host Log on success Last Modified 03/13/2025 03:07 PM
Investigation by

P Machine Learning Jobs

-

Investigate BFA Incident

P Watch Lists

» Lookup Tables

BFA FSM Brute Force Logon

» Osquery

w Automation

Playbooks

Playbook Assets Evaluate

n mcisent 15 cresten
Content Hub

Remediations

FortiSOAR Playbooks

FortiSOAR Connectors Close Incioent a5 Folse Pust._

» Malware Domains

P Malware IPs

=]

» Malware Hash

P Malware Processes
b Malware URLs

» Anonymity Network
» Country Groups

» Default Password

b Event Types

b Networks

- Ol FEIZ EHAA1T Playbooks -

K

© Fortinet Inc. All Rights Reserved.

Select Step

Set Variable

Create and save specific variables to be utilized in later
steps of the playbook or in other referenced playbooks

Decision

Define and validate conditions within a playbook. Helps in
managing branching logic

Wait

Pause playbook execution for user defined time.

User Input

Show a custom form for users to input specific data into
the playbook or to provide contextual confirmation

Connector

Add a built-in or third-party connector to enable
playbooks to ingest and utilize data from other tools

Utilities

Add various built-in utility functions and scripts

39



B %& FortiSIEM Automation #{o]7&E{E
Playbook fgzg e 2

Automation Policy 0 x

Name  User added to Domain Admin Group

Severity: [] Low [] Medium High

- Playbook RYfE 2 EAE IR S TE FortiSIEM 12
ZETIERIESR

. Playbook BI#X Incident 5% EE1#B 5% - 5]

Action: [J Send Email/SMS/Webhook to the target users. I:lp

FEHTRHRINT

Run Playbook on Incident Trigger @

. IEREBEMK Playbook ERFHTHETE b i s s s

D Create Case when an incident is created. EI[

[ send SNMP message to the destination set in Admin > Settings > Analytics.

[ send XML file over HTTP(S) to the destination set in Admin > Settings > Analytics.
[J open Remedy ticket using the configuration set in Admin > Settings > Analytics.

[7] Invoke FortiAl and update Comments

Settings: D Do not notify when an incident is cleared automatically.

D Do not notify when an incident is cleared manually.

Save Cancel

. FrAEFortiSOAR Cloud#®@:l B
FortiSIEM FE&)2&#E - £ request / reply 75
VST

- Playbook E)fEEA It In FortiSIEM TTiFE =
AT

© Fortinet Inc. All Rights Reserved.
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1515 SRR ISR BIRINRITE

HPENIFEEE TSR SFENAEE ERP RFFIAIFHRE, B
HREMKRE THEREUE, EHESEESER (4 Google Drive)
gy WebMail E&

HGEFFRERRE!, ERMBTFEEYIHEN, HEES [MBEUR]
RUEREY, EEFRIRRIEETEEREFERnE, PINEiEr8
BHERIX, ERRiEaiRE, BBRACNEIRTAEERER

5 Al DR, EAER [T vs. B3] 175, B

BEREZETHRETAEI, &8 Al oEREERTR, #
VELR, WMIERFRUER. EEXN)\ EaEET  BEIZIERER,
fEEE TR ERIEAY DLP BUR
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J [ == Windows

JCem Jo-

J

© Fortinet Inc. All Rights Reserved.

43



VR SaaS [EFARY AT R IEEREI

Timestamp User Device Severity Description
05/01/2024, 21:54 @ Joy Jones & Downloads vacation-plan.csv from Acme Corp | OneDrive
05/01/2024, 21:54 @ Joy Jones Info —b:l Login outside of usual working hours
05/01/2024, 21:43 @ Joy Jones @ Low & Uploaded vacation-plan.csv to Acme Corp | OneDrive
05/01/2024, 21:35 @ Joy Jones @ G Renamed sales-contacts.csv to vacation-plan.csv
05/01/2024, 21:33 @ Joy Jones @ @ Downloaded sales-contacts.csv from Salesforce
05/01/2024, 21:29 @ Joy Jones @ Info —b:l Login outside of usual working hours
05/01/2024, 21:28 @ Joy Jones @ ’%‘ Connected to HOME_SWEET_JONES

£HEES SaaS fIEERARED SRR EEIRIRhE RS
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T Al: REHRERE Al TRPHSE

=B THRAREHUER. BF FiafT GenAl THAEF, BElR:

@ @ ChatGPT

@ ChatGPT
@ Free Ai Image Gener...

88 Explore GPTs

Today

Data Analysis Insights Reque  +++

Previous 7 Days

FortiNext DLP Benefits

Previous 30 Days
FortiNextDLP Compliance and
DLP Tocls Grammar Assessme|
Importance of Data Protection
Fortinet Security Expertise Ser

Security Services Overview

August

@ Urgraceplan

Process and analyze the following file and tell me insights you see

across the data.

Please upload the file so | can process and analyze it for you.

Al Website Visited

Whilst the use of generative Al models can represent a significant
advantage in increasing workflows and productivity, such tools must be
used with caution.

Please do not enter information that would be considered
commercially sensitive into Al Platforms as the security of this data
can not be ensured.

It is also against our corporate infermation security policy,

For background around the dangers of Al Chat, please take a moment
to the read the article at the link below.

@ The Risks of ChatGPT

o<l

S ERHIERSAR

E2EEN

Bl & T ASSU=ENS £
EZ|| GenAl FIEA Al

/{EFRERHTRA
ERBHRENE, ¥
R EERIEAN

EEETIFHREER

a> H]]]]f
Al D
i H

)
1
il
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FortiPAM

Who ~ How ~ What - Safe - £ EERIFER
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FortiPAM - HEEF &% (Who)
fEmeaE O I FEUSEE R

(B8

- HEIRP
- Eim kP
> RADIUS

» AD/LDAP

> SAML E@iE

o &7&
n?Ju\ g E

>

SEPERY 2

R 1% hl

Al F B REEEI (MFA)

Email OTP
FortiToken
FortiToken Mobile

FIDO Key |- |,

RS R S
(LR
-W?ﬁ‘l’ﬂiﬂ: E.En?Jt-\
R IZRIPGRE

= 358 4R 055 51 PR
ZEEFHEE



FortiPAM - BEFE&E (How)
FEURRRREY

— - e . Edit Approval Profile
R ARBEOR IR TR -

R - FRNAF  REGEER Name
Z_HE@'%?I%% i Number of Approval Layers @

BRRRERRESS 3 E - Description

HE—EE/)—{iSfEE .
B—EZ)—FEEA Layer-1 Settings

WA ENEBEAERERPEIEEN Required number of Approvals
5 ~ IEEN ATV - A BEFEURRIES Approvers

Approver Groups

Single-Approval

m Two  Three

2

= sally

‘ar MgmtApprovals

+

+
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FortiPAM - AP EIE (What)
NZEBNEE & B

@ = RRER R ACTR

IEREESY Events Logs
= : oy -« %4 Z\ R °© . THQ%EE% °
BEEREMERNE  RETHLS - R i

24 % ER PR BARR:

A <] &= o [ ] ; A0 IR o

. ?/1%1% == ,.\Eiiﬂfﬁ . T;%ﬂf,%ﬂﬁ;% )
RS RS RERE e
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FortiPAM - B &8 ( Safe)

ZEREREER  HEERREHEEE

ZE R

REXMEEEEZEAN TPM NZR#El
- O] B4 &) FortiSandbox -
FortiNDR ERIE %0 ~ KR40

\ )
Zero-day BEET - m

- 12 WebSCP - WebSMB - Trusted Platform
Module

« TPM in Hardware Models -
«vTPM in Virtual Machine -

-SSH EgtE i< El -
EREREREE -

118043937 10.10.1.108 62819 10.216.20.10 3389 RDP ovel
118043988 10.10.1.108 62892 10.1.232.2 22 SSH over

118043989 10.10.1.108 62893 10.1.232.2 22 SSH over
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