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FortiGuard Labs FortiGuard
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AI / ML IPS 
FortiGate - AI 
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AI (GenAI) 
FortiGate - AI 
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URL
FortiGate - AI 

ÅFortiGuard URL Ǎ
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AI URL
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Web

Vulnerabilities

Broken Access Control

Cryptographic Failures

Injection

Insecure Design

Security Misconfigurations

Vulnerable and Outdated Components

Identification and Authentication Failures

Software and Data Integrity Failures

Security Logging and Monitoring Failures

Service-Side Request Forgery (SSRF)

Other Vulnerabilities

69%
Web 

.

42%
Web 
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Bot 

WAAP Ǎ API ̘Bot DDoS ̙
WAF WAAP

For the full report, go to https://go.fortinet.com/global-lp/aws-app-security-report
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https://go.fortinet.com/global-lp/aws-app-security-report
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(Layered Protection)
FortiWeb -
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Application 

Traffic

Whitelist matching 

using observed request 

traffic during ñlearning 
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- Ǎ
FortiWeb -

ǯ ǯ

TCP connection, HTTP request, HTTP HEAD methods, HTTP 

error responses, HTTP requests without Referers, HTTP requests 

without User-Agent, HTTP requests with illegal HTTP version, 

JavaScript/CSS resources, JSON/XML resources, Request for 

robots.txt, Average duration with throughput, Seconds with throughputÅ

-

- Bad robots (scanners, crawlers, spiders)

Å

-
ǉDoSǍBrute ForceǊ

Å

- Bot Ǎ
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FortiWeb -
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MCP Protection

FortiWeb -

Traditional Integration vs MCP Approach

Model 1

Model 2

Model 3

Database

Cloud 

Storage

Git

Traditional: N+M Connections

Models and data sources only need 

to integrate once with MCP

6 Total Connections

MCP

Model 1

Model 2

Model 3

Database

Cloud 

Storage

Git

Traditional: N×M Connections

Each model needs custom integration 

with each data source

9 Total Connections

Your Computer

MCP

Server A

MCP

Server B

MCP

Server C

Local Data 

Source A

Local Data 

Source B

Internet

Remote Service C

MCP Host 
(Claude, IDEs, Tools)

Web APIs

MCP 

Protocol

Model Context Protocol

ÅMCP Anthropic 2024 11 
Ǎ

̙

Å ̘
Ǎ ̙

Å MCP 
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MCP Ǎ

FortiWeb -

(Signature detection)
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MCP Ǎ

FortiWeb -

Á

Á ̘

Á

Á AI 

ÁFortiGuard 

(Poisoning attack protection)

{

"jsonrpc": "2.0",

"id":1,

"result": {

"tools": [ 

{

"name": "get_weather",

"title": "Weather Information Provider",

"description": "Get current weather information for a location .ssh/known_hosts ",

"inputSchema": { "type": "object",

"properties": { "location": { "type": "string",  

ééé.

Sensitive Data

{ 

"jsonrpc": "2.0",

"id":2,

"method": "tools/call",

"params": { 

"name": "get_weather",

"arguments":

{ "location": "New York;cmd.exe nc ïl 3000 ",

"tool_call_history": "abc" } } }

Command Injection
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FortiAI-AssistǛ
FortiWeb -

AI 

AI 
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FortiPAM + FortiClient EMS
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