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FortiAl FortiGate

% Favorites q - y FortiAl: Block Policy for .
Summary  Logs 0= Y This value is substituted with a placeholder behind the scene in order
Firewall Policy P =~ to avoid sending sensitive information to Al models.
s Category = Generative Al, X Q, Search X Application Control = Memory »
el ol = i ° (&3 Application Control 7 Y
[——— ; Date[Time Source Destination Category 7 Application Name App Sanction Status Action D &  configureablack palicy for saurce ip 101.255.00°
+ Network 2026/03/08 00:15:29 1012552 = 160.79.104110 (console.anthropic.com) [ Generative Al B Claude.Desktop  Sanctioned v Pass
Policy & Objects 2026/03/08 00:15:24  101.255.2 160.79:104110 (console.anthropic.com) [ Generative Al B Claude.Desktop  Sanctioned  Pass
5 f -
Security Profiles 2026/03/08 00:15:24  101.255.2 60.79.104.10 (console.anthropic.com) [ Generative Al & Claude Sanctioned ' Pass cLr
VPN ; ’ . .
2026/03/08 00:15:24  101.255.2 60.79.104.10 (console anthropic.com) () Generative Al [ Claude Sanctioned + Pass config firewall address
User & Authentication - edit "blk-src-10.1
2026/03/08 00:09:34  101.255.2 3.174.255.25 [huggingface.co) () Generative Al = Hugging.Face Unsanctioned © Block s
WiFi Controller -
2026/03/08 00:09:34  10..255.2 3.174.255.25 [huggingface.co) [ Generative Al = Hugging.Face Unsanctioned &) Block end
System
2026/03/08 00:09115  101.255.2 3.174.255.25 (huggingface.co) [ Generative Al & Hugging Face Unsanctioned config firewall policy
rity Fabric edit 0
[p— 2026/03/08 00:09:15  101.255.2 L1 3.74.255.25 [huggingface.co) [ Generative Al Hugging Face Unsanctioned © slock t name "deny-
° : sreintf '
2026/03/07 23:58'55 1012552 L1 3.74.255.25 [huggingface.co) [ Generative Al & Hugging Face Unsanctioned © slock t dstintf
sreaddr
2026/03/07 23558:55  101.255.2 3174.255.25 (huggingface.co) ([ Generative Al & Hugging Face Unsanctioned  Block t dstaddr "
action deny
2026/03/07 23:56:38  101.255.2 04.18.32.47 (chatgpt.com) ([ Generative Al ) OpenALChatGPT  Sanctioned + Pass t schedule "zluays”
service ’
2026/03/07 23:58:38  101.255.2 04.18.32.47 (chatgpt.com) [ Generative Al @ OpenALChatGPT  Sanctioned - Pass t logtraffic all
2026/03/07 23:58:38  101.255.2 104.18.32.47 [chatgpt.com} () Generative Al @ OpenALChatGPT  Sanctioned - Pass
2026/03/07 23:58:36  101.255.2 L1 3.74.255.25 [huggingface.co) (D Generative Al & Hugging Face Unsanctioned
>_ Execute & Edit
2026/03/07 2358:36  101.255.2 3174.255.25 {huggingface.co) [ Generative Al & Hugging Face Unsanctioned © Block
. - WARNING: This policy uses srcintf/dstintf "any” and dstaddr “all", which may block more traffic than intended—
2026/03/07 235317 1012552 L1 3.74.255.25 [huggingface.co) [ Generative Al Hugging Face Unsanctioned © slock scope it to specific interfaces/destinations if possible
2026/03/07 235317 1012552 L1 3.74.255.25 [huggingface.co) [ Generative Al & Hugging Face Unsanctioned @ Z @ 1source
2026/03/07 235258 1012552 L1 3174.255.25 [huggingface.co) ([ Generative Al & Hugging Face Unsanctioned
2026/03/07 23:52:58  101.255.2 3174.255.25 (huggingface.co) ([ Generative Al Hugging Face Unsanctioned © slock
2026/03/07 2351:39  101.255.2 3.174.255.25 [huggingface.co) [ Generative Al = Hugging.Face Unsanctioned © Block
2026/03/07 2355139 101.255.2 L 3.174.255.25 [huggingface.co) () Generative Al = Hugging.Face Unsanctioned © Block
2026/03/07 23:51:20  101.255.2 L1 3174.255.25 [huggingface.co) (D Generative Al & Hugging Face Unsanctioned
2026/03/07 235120 1012552 L1 3.74.255.25 [huggingface.co) [ Generative Al Hugging Face Unsanctioned © Block
2026/03/07 2350:31  101.255.2 3174.255.66 (huggingface.co) [ Generative Al Hugging Face Unsanctioned © slock
2026/03/07 2350:31  101.255.2 3174.255.66 (huggingface.co) [ Generative Al & Hugging Face Unsanctioned © slock
2026/03/07 23:50:13  101.255.2 3174.255.66 (huggingface.co) ([ Generative Al Hugging Face Unsanctioned
2026/03/07 2355013 101.255.2 L1 3.174.255.66 (huggingface.co) ([ Generative Al & Hugging Face Unsanctioned
2026/03/07 23:49:48  101.255.2 L1 3.174.255.66 (huggingface.co) () Generative Al = Hugging.Face Unsanctioned
AANGINAINT A%+ANLAD  ANAACE A ER AT ACE OF fhu am ISP & timmin Lt
amR . i
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@ Policy Packages +

& Search..
© /B Branch_Office_01
Firewall Policy
ZTNA Rules
Installation Targets
©P Branch_Office_02
Firewall Policy
ZTNARules
Installation Targets
B Enterprise_Core
ZTNA Rules
Installation Targets
O[3 Enterprise_First_Floor_root
Firewall Policy
ZTNA Rules
Installation Targets
BB Enterprise_First_Floor_vdom
Firewall Policy

ZTNA Rules

Installation Targets

+ CreateNew ~ [#Editv: [ Delete [#Sectionv @ Policy Lookup #

o # Name

From

0O ¥ Outbound Traffic to AWS (1-2 / Total: 2)

0 1

Install Wizard NtoFAC

New

Clone Vto FML

New Folder

Move N to EMS
Edit

Delete

Policy Revision

Policy Check to Internet
Run Script

Export to Exce

Export to CSV

[ port3

£ porta

£ porta

[ port2

To

1 WAN_Zone

I WAN_Zone

£ WAN_Zone

[ WAN_Zone

Source Destination

AWS_Quarantined

AWS-us-west-2a
AWS-us-east-1b

FortiAuthenticator

FortiMail

AWS _private_cloud

(™ Enterprise_FortiAnalyzer

= Man

M FortiView
Threats
Traffic

B Inciden
© Fortial
=

stem Settings

FLIRTINET

Top Threats

All D

ranton

itical
u High

m Medium
=
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FortiAl on FortiAnalyzer

(™ rFAZVMé64

& Dashboards

Status

SOC Dashboard
Endpoint Vulnerability
XDR Dashboard

Device Manager
§ FortiView
Log View
Fabric View
Incidents & Events
© FortiAl
E Reports

0 System Settings

FiSRTINET

“T_'] Edit J © Last 1 Week v 2026-03-31 10:37:00 - 2026-04-07 10:37:00

12

critical

medium

Incidents <

Outbreak Alert - Log4j2 V...

Outbreak Alert - CISAtop...

18

Outb

LIL .

(IR L]

m

Severity &

reak

Alerts

endpoint Events

31

32%

25
26%
FortiAnalyzer

17

FortiGate

I SIEM
I Fortiweb

Category < Stat
Unauthorized Access dral

Unauthorized Access dral

Hi, how can | help you?

What's new in FortiAnalyzer?

ent trends in malware

Get a list of compromised hosts in the last 4 days.

ip 192.168.22.101 2F A EZ! malicious web url RICEE

S

A

46/1024

Send Feedback Monthly tokens remaining 98.3¢
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FortiAl on

(™ rFAZVMé64

& Dashboards

Status

SOC Dashboard
Endpoint Vulnerability
XDR Dashboard

Device Manager
§ FortiView
Log View
Fabric View
Incidents & Events
© FortiAl
E Reports

0 System Settings

FiSRTINET

[F_’] Edit J © Last 1 Week v 2026-03-31 10:37:00 - 2026-04-07 10:37:0

12

gh Severity Incidents

critical
high
medium

low

Incidents <

Outbreak Alert - Log4j2 V...

Outbreak Alert - CISAtop...

18

Outbreak

LIL .

(IR L]

m

Severity &

FortiAnalyzer

Alerts Compr

endpoint Logs

31

32%

25
26%
FortiAnalyzer

e 74

18%
15

16%

FortiGate

o . SIEM
I Fortiweb

Category <
Unauthorized Acces!

Unauthorized Acces$

Hi, how can | help you?
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FortiAl on FortiAnalyzer

B G

Fortinet Logs Threat Hunting Log Browse

-’ & ™ B o & ~

View More v

Traffic Security: Web Filter ~ Event ~

All Devices v Q@ Last 7 Days ~ 03-3112:22:16 - 04-07 12:22:16 ¢ 3 Full Screen ] ’ 2 Create Custom View ‘ ’ Refresh I | More v

or Mode v~ | Source IP=192.168.22.101 % x a @
¥ Date/Time¢ Device ID Source Destination IP Service Host Name Action URL Category ... Sent/Received
2026-04-07 0 FGVM0O1TM25 192.168.22.101 m 192.185.4.56 HTTP onlinetribun.com blocked http: #onlinetr Malicious Wel 452.0 B/0.0 KB mmmmm

2026-04-07 0 FGVMO1TM25 192.168.22.101 @ 192.185.4.56 HTTP onlinetribun.com blocked http:/onlinetr Malicious Wel 397.0 B/0.0 KB m——

%
m
©)
0
o
=]
L

Total logs for analysis: 60 days 4 hours

© Fortinet Inc. All Rights Reserved. 9



FortiAl on FortiAnalyzer

Hi, how can | help you?

#1t¥ URL onlinetribun.com 217 —1& event handler

A

© Fortinet Inc. All Rights Reserved.
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FortiAl on FortiAnalyzer

6 Hi, how can | help you?

&+ # URL onlinetribun.com %217 —1{& event handler

A

Details

Name* 0_Event Handler for URL onlinetrib
Description

EEEESEH

This event handler is designed to track events related to the URL
onlinetribun.com, identifying any suspicious or malicious activities
associated with this domain.

MITRE IDs
Rules

Filter for onlinetribun.com URL

Rule Name Filter for onlinetribun.com URL

Log Filter by Text @*

. : : o~
dst_domain~onlinetribun.com
w

Filter logs where the destination domain contains onlinetribun.com to monitor
activities related to this URL

Log Field @
Log Device Type*
Log Type® Normalized 1

e

4

4

»

ECEBTF 27 URL onlinetribun.com BY7SHEEE - BREZESESEENTEUHE?




FortiAl on FortiAnalyzer

Hi, how can | help you?

#%F URL onlinetribun.com 3 17—1{& event handler

Event Handler Creation Successful.

O EEIFEE URL onlinetribun.com B SHEEE -

EEREEEENTRUEE?

A

© Fortinet Inc. All Rights Reserved.
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FortiAl on FortiAnalyzer

@

ADOM:root >_ @~ L2 & (@) admin~

AL ELGGIEIEI Data Selectors Notification Profiles

B

4 Create New

[ Edit | | fif Delete | | % Clone | | ¢ More v Search... @ *

HE

@) St..5| Name=+ Rules = Origin = Data Selector ﬂ
|

0_Event Handler for URL onlinetri...

. = § . Rule-1 Filter for onlinetribun.com URL: dst_domain~onlinetribun.com Custom
BEZ S A This event handler is de... = &

& ¥& Armis Alert Detected

Al Assek ritellzence Platiormyalerk.. Rule-1 Armis Alert Detected: (SecurityAutomation,BehavioralAnomaly) ever @ FortiGuard

o & Data Exfiltration over Remote Serv... Rule-1 Large Data Exfiltration Detected - 1GB: (SecurityAutomation,Datale

: S ; FortiGuard
Detects potential data exfiltration wit... = Rule-2 Moderate Data Exfiltration Detected - 200MB: (SecurityAutomation ©

NS Default Handler for Ingested Exter... Rule-1 External Alert Ingested Event: (Default,Ext-alert,${data_sourcename} (™ Built-in ‘

Default handler to convert ingested e...
FORTINET

& M o (A 8 A

0 © @ Default-Access-to-a-Suspicious-D...

High/Critical Hisk App detected follow... Risky App Detected FOLLOWED_BY[10m] Access to suspicious domain ... (™ Built-in

O o @ Default-Access-to-a-Suspicious-D...

Acoess 5 & StEplelous domakapd SiE.. Malware Download Detected AND Access to Suspicious Domain Detect... = (™ Built-in

P @ Default-Attack-Event-Detected-A...

AAabiinin Adaiiin laad dodacdad bllaiiind

Malware Download Detected FOLLOWED_BY[10m] (Spring4Shell Malw... = (™ Built-in

n
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Al~ AN P FortiAl H'my O

FortiAl on FortiManager |

FortiAl +

\. J

B FMGVMs4-kvM = & nstall Wizard ADOM:CopA >. @~ [t~

@ Dashboard RCUWEICEGTT [Psec Tunnel | BGP  Static Route | CLI FortiAl Advisor

11 YUU PIEIE], YUU Ldil UPIVAU dil IITIdBE 1U1 LIE HIELWUIK LUPUIVBY Ul
+ Create New | | 4 Edit | | i Delete | | @ Assign to Device/Group

select the devices to continue. What would you like to do?
B Policy & Objects > O  Template Group Name % Provisioning Templates ¥ Assigned to Device/Group * Descrif £
I ke to upload 2 network topology O r I .T
& SD-WAN Manager ¥ (D CorpA_HUB1 _IPsec

p—— rew Detail J

< CorpA_HUB1_BGP AL AN B L RVRERRGLIGETE Select Devices

0 CompA_HUBL = [Create =
EabOB SOWAS 4 HUB [roof]

[J CorpA_HUB1_CLIGRP

B Device Manager

Network
Templates
Overlay Orchestration

Rules (2 CorpA_HUB2_IPsec
1DeviceinTotal ~ View Details >
2 CorpA_HUB2_BGP
5Sa VPN Manager > O  ComA HUB2 ;: HU; s_DwAN_ [Create
REID- 4 HUB2 [root]
[ AP Manager > [ CorpA_HUB2_CLIGRP

VPN

FortiSwitch Manager >
2 CorpA_BRANCH_IPsec

B Extender Manager A1 — 2 CorpA_BRANCH_BGP e DS TN Ve et »
A = reate
B Fortiview > JES e SUWA ZaBranches (2)
B CorpA_BRANCH_CLIGRP

ST

MLogView b - S S e e s . —
This is a JSON representation of two FortiGate sites. Here is a
B Fabric View > I summary of the information: I O r I
Incidents & Events ? I FortiGate Site Information: I
v 4 - Site 1: Branch FortiGate
© Fortil I - WAN Interfaces: I
- Interface Name: port1
B Reports . - IP Address; 10.198.12
” - Gateway: Not specified
FortiGuard >
® o I ~LAN Interfacgs: V P N
£ System Settings > - Interface Name: port3
I - IP Address: 10.1.1.0/24
- Subnets: 10.1.1.0/24
B e e e e e e

[ © Fortinet Inc. All Rights Reserved. 14



Al ANP

FortiManager

FortiAl on

) rMGVMs4-kvM = & install Wizard aoomcopt 5. @ L1v ) (@adnin-

@ Dashboard AOPERCRE (Psec Tunnel | BGP | Static Route | CL FortiAl Advisor Cx
H it

X ¢ 7 = $ Morev e

& Device Manager > | | 4 Create New a i More ' ‘“\"“'1‘{*‘»\ A3

Br-1_VPN_SCRIPT

config firewall address
edit “to_HUB-1_local"

set allow-routing enable

next
edit “"to_HUB-1_remote"
set allow-routing enable
set subnet 20.1.2.1/24
next

end

config vpn ipsec phasel-interface
edit “to HUB-1"

set interface portd
set peertype any
set net-device disable
set proposal aes128-sha256 aes256-5ha256 aes128-shal aes
set comments "VPN: to_HUB-1 [Generated by FortiAI]"
set remote-gw 14,1.1.4
set psksecret <PLACEHOLDER_FOR_YOUR_PRESHARED_KEY>

fm Copy code & Save script

set subnet 20.1.1.1/24 D

HUB-1_VPN_SCRIPT

config firewall address

edit "to_Br-1_local"
set allow-routing enable
set subnet 20.1.2.1/24

next

edit “"to_Br-1_remote” ﬁ?
set allow-routing enable
set subnet 20.1.1.1/24

next

end

config vpn ipsec phasel-interface
edit "to_Br-1"

W c’y 1

FortiAl

VPN

set

set

interface portd

peertype any

net-device disable

proposal aesl128-sha256 aes256-s5ha256 aesl28-shal aes
comments “"VPN: to_Br-1 [Generated by FortiAI]”
remote-gw 14.1.1.2

psksecret <PLACEHOLDER_FOR_YOUR PRESHARED_KEY>

i@ Copy code

X Save script

Branch FortiGate_VPN_SCRIPT

config firewall address
edit "Branch FortiGate_to_Hub
set allow-routing enab

set subnet 10.1.1.0/2

next

FORTINET

© Fortinet Inc. All Rights Reserved.
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f CNSA 2.0 R Poy z Q d uy

L 7

A-if 3l ¢S CNSA 2.0 R
¢ R '
£0); I ® 2027 PQC
D 17z ho»\ | € b Shor Algorithm C ! A QA o KG=v (NSS)o =3 "Hd
0 . L7 RSA ECC V1,6 =3 Dr L (PQC)» V |
AT Y
oD (HNDL) ® 2030 a T¢I
i R ont ML owA T * Ay B RSA ECDSA EdDSA L
®w OerT L X nitéH ayr . H e 1 O Ha. ¢\
O- ¢é 11 A0 ® 2035 R go
X aY 1LHae 1@ j o Ad 9 " Hd’PQC 31 TLH =
B DO 1 17T K G= [ a us Di &
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Fortinet v df 3 0

d . a QKDB o
Post-Quantum Cryptography

QKD & b D G R, 0
d | | a PQCB 0) =i= 4 [ EE! — IPSec 3 == =
' 3 ) g
(F:?{/gglss Ky?)er \ |\|/|LY KEM Quantum-resistant key exchange method
BIKE HQC = Frodo M
- R 4 a O- Post Quantum Cryptography Additional Key Exchanges
ql D T |: é | H | Create new | & Edit | | if Delete
a ><| (I) \’1 dB:‘]] k é’ D Transform type % KE groups =
\I [0 ADDKE1 ML-KEM-768
ADDKE2 HQC192
=Y <Y o
Tr 1LV |1 @
O O BIG 3 AT
=-= © Fortinet Inc. All Rights Reserved. 17



Fortiweb 8.0

FortiWeb 8.0 & A Model Context Protocol
( MCP ) Z = hEINEE



Model Context Protocol

t MCP

Model Context Protocol

A Anthropic 2024 11
i Model Context Protocol A

NJ A LLM
A
A MCP
A LLM
A
A MCP Protection LLM

MCP

J><T

(U]

MCP Host
(Claude, IDEs, Tools)

Your Computer

=4 wMcP Local Data
—> = <
- E 1 Server A g Source A
mMcP | L EEH mcp Local Data
Protocol =11 ServerB Source B

.l

MCP _ WebAPIs
1 ServerC

-

Internet

vs MCP

MCP U N+M

Model 1

Model 2

Model 3

MCP

© Fortinet Inc. All Rights Reserved.

- &

" Remote Service C

Database

Cloud
Storage

Git
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t MCP

Model Context Protocol

MCP MCP A MCP A

U A U Gmail MCP A U A

o © Fortinet Inc. All Rights Reserved. 20



Model Context Protocol

Fortiweb

AFortiweb 8.0 MCP
A Model Context Protocol

~

AMCP JSON-RPC A

Streamable HTTP SSE

FortiWeb Streamable HTTP
SSE MCP

A Fortiweb U
A
A
A JSON

Dashboard
Network
System
Security Fabric
User

Policy

Server Objects

¢ Application Delivery

Web Protection
Known Attacks
Advanced Protection
Client Side Security
Data Loss Prevention
Input Validation
Protocol

HTTP

WebSacket

gRPC

Access

ML Based Anomaly
Detection

Web Anti-Defacement

Edit MCP Security Policy

Name

Signature Detection &)

Polsoning Attack Scan (&)

JSON Schema Validation G

For Signature Detectlon, we will detect [value] of params.arguments.

For Poisoning Attack Scan, we will scan [value] of params.arguments,
[value] of result_tools.description, [value] of
result. messages.content.text.

For JSON Schema Validation, we wlll support [2025-06-18, 2025-03-
26,2024-11-05].

TestMCPRule

© Fortinet Inc. All Rights Reserved.
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IS I P 2

A

FortiGuard

t MCP

{
"J]sonrpc": "2.0",
"id": 2,
"method": "tools/call",
"params"; {

"name": "get_weather",

"arguments";
{ "location": "New York; cmd.exe /c whoami",
"tool_call_history": "abc" }

}
}




MCP
|
Prompt
LLM
A LLM Prompt A
A . Prompt
A
Al

FortiGuard

t MCP

A

{
"J]sonrpc": "2.0",
"id":1,
"result"; {
"tools": |
{
"name": "get_weather",

"title": "Weather Information Provider",
"description": "Get current weather
information for a location .ssh/known_hosts ",

"InputSchema": { "type": "object",
"properties"”: { "location": { "type": "string",

Ve

e ee.




Model Context Protocol

™

>

JSON

MCP

JSON

FortiGuard

~

A

Schema

t MCP

Dashboard
Network
System
Security Fabric
User
Policy
Server Objects
Application Delivery
Web Protection
Known Attacks
Advanced Protection
Client Side Security
Data Loss Prevention
Input Validation
Protocol
HTTP
WebSacket
gRPC

Access

ML Based Anomaly
Detection

Web Anti-Defacement

Edit MCP Security Policy

Name

Signature Detection )

Polsoning Attack Scan )

JSON Schema Validation G ©

For Signature Detectlon, we will detect [value] of params.arguments.

For Poisoning Attack Scan, we will scan [value] of params.arguments,
[value] of result_tools.description, [value] of
result. messages.content.text.

For JSON Schema Validation, we wlll support [2025-06-18, 2025-03-
26,2024-11-05].

TestMCPRule

© Fortinet Inc. All Rights Reserved.
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FortiAl

Al
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FortiAl FortiWeb

=_= FortiWeb Q > @ @ Oadmin-
@ Dashboard ¥ | ‘ + Add Widget FortiAl Ceb X
Status | L |
Status2 '. System Information 2 B |LU &Y Hihowcanl helpyou? A
% I | HASstatus Standalone {
FortiView Topology Host Name FortiWeb [ -
FortiView Countri
s Serial Number FVVMOBTM24000834 {
FortiView Threats
Operation Mode Reverse Proxy ‘
FortiView Threat Map
System Time Tue Feb 25 11:39:10 2025 !
FortiView Sources
e i Firmware Version FortiWeb-VM 7.4.3,build4679(interim),250212 !
FortiView Countries
o System Uptime [12 day(s) 18 hour(s) 59 min(s)] !
{
4+ Network > Administrative Domain © Disabled
{
& System ? Threat Analytics (4 © Disabled
; . {
) Security Fabric > Advanced Bot Protection ' €@ Disabled

2 User > | A

B Policy > System Resources o i+ | |A

= Server Objects > CPU Usage

¢ Application Delivery >

& Web Protection > Bl | Memory Usage

W FTP Security > |

z ZTNA 2 Log Disk Usage

9€ Bot Mitigation > 11% A

¥ API Protection > ¥ | Log Disk Status @

© Dos Protection > Database Status o

B |P Protection > Total Connections 0

I

] © Fortinet Inc. All Rights Reserved. 26



Fortinet 3.0
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2018 Fortinet H t 1.0

~”

Renlfote Acces:
260,000 g
um
]
a0
FortiGate
FortiAP FortiSwitch
©) X
u - u oy

4.096 P APs 256™  Switches



2022 Fortinet H t 2.0

FortiAP FortiSwitch

(( ® ) ) u “ & Remote Access ><
u u_ T

4.096 P APs %g 256™  Switches
a0
' FortiGate
SD-WAN 3 ZTNA
E FortiToken D\a\o
== =

©
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Easy to Manage (Al
FortiAlOps U Al

@ FortiAlOps B ADOM:Default @ -

& Dashboard > | Wireless  Switching  WAN Devices Meilhicl @ 1week~ &
Al Insigh
nsights v SLA

Impacted SLAs w : . Through... @

Impacted Devices @ Switch... @

Classifier

Sub Classifier
® LowBan..®

® Poor Ne... @

Configurations Total

SLA

Event Acknowledgement

@ Inventory Throughput

= Wireless . . . .
@ View Details  [@ Diagnostics and Tools =~ & Acknowledge

>3 Switch
. Hostname = LGwebOSTV-XV8G-299 X @ Q Search filterable columns X
FortiExtenders

>
>
>
>
. SD-WAN > MACA.. & Hostname ¢ W | FortiGat... & FortiSwitc... & Classifier & Sub Classifier &
>
>
>
>

00:a1:59:97:... LGwebOSTV-XV8... FortiGate-70F SM10GFS2... LowBandwidth Poor Negotiated Speed

H
.é

@ Security Fabric
B5 Logsand Reports
L& System

E SAM

FERTINET 550

© Fortinet Inc. All Rights Reserved. 31
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FortiSwitc... Sub Classifier &

)




Easy to Manage t FortiAlOps
FortiAlOps U Al

¢ Switch Logs X

) Diagnostics Switch Statistics

I Connecting From 10.255.1.3
E

AAI (AI InS|g htS) Issue Diagnostics
A

e Negotiated speed on port2 is less than maximum capacity.

. e This can be an issue with the cable or device connected.

- I c ¢ Negotiated Speed: 100
A (remedy) A ssuetause |, Configured Speed: auto

| e Duplex Mode: full
Run Cable TeSt e Maximum Link Speed: 2500

~

A ]
r | e Run cable tests to check the integrity of cables and replace the cable if results are not OE Run cable test l

Remedy e Ensure cables are properly terminated and not exceeding recommended lengths.
¢ Ensuredevice is correctly configured or upgrade device if it does not support the required bandw. -
[
Close
r 1 1
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