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= Google Associate Android
Developer

= CCDH (Developer for Apache
Hadoop (CCDH)

= EMCISA

= RFID+

= MCSD.NET
= MCSE

= Sun Certified Enterprise
Architect (SCEA)

= Sun Certified Java
Programmer (SCEA)

» |inux Professional Institute
Certification Level 1 and 2

CKA, CKAD, CKS

Bl ZE il
= OSCP

» Certified Wireless Security
Professional
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= CCFP

CCSK (Certified Cloud
Security Knowledge)

CSSLP

CISSP

CISM

BS7799 LA

* [EC 62443-2-1 LA

SR/ EMAE
= Certified Scrum Master

= |TIL Service Manager
= PMP
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F 2% (Development)

MHRTE (Microservice)

+ 425 g4 O

$#82% 5 (Continuous Integration) BT (Continuous Delivery)

2018 K2 (Infrastructure as Code)

E[R4EZUE (Cloud Native)
Fe2 g (Container)

L N A

EinE & (Cloud Computing)
B EIRE S (Operations)

E B la (Virtualization)
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— RIESELLEEE % DevOps 3 CI/CD HYIE

 DevSecOps WRARITTERHEEB LR -
- BAENFHEELRE CI/CD BRI (Concept of Pipelines and the CI/CD pipeline)
- =T EPISEAL CI/ICD B4R (Building Blocks for CI/CD pipelines)
- ERETEAFTT CI/ICD B4R (Designing and Executing the CI/CD pipeline )
- BE{EAIZEES (Strategies for Automation)
- HHRCICD BT BEFELERMTEK (Requirements for Automation Tools in CI/CD Pipelines)
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NIST SP 800-204c (Implementation of DevSecOps for a Microservices-based 11
Application with Service Mesh)
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BUER 82 5= Manifesto for Agile Software
Development
- EEMBLHmMMAETERRERS  BRMEBRNRZREEENRERZE R - BEBEENE]
BMHEZEILIMNMEEE
- BEABEGEERRZEETE (Individuals and interactions over processes and tools)
- O] HMERESEFRFFER X (Working software over comprehensive documentation)
- HEFSEERGAIHE (Customer collaboration over contract negotiation)

- OEZ{CERBTEETE] (Responding to change over following a plan)
- EiE - BwARARIEEBAHEEE  BRMEERLAIER -

BAEBRNZ T AT H Z R A E AR 2RI IR B

https://agilemanifesto.org/iso/zhcht/manifesto.html 17



T—: EFL S S = Manifesto of CI Cl %A - BEERREBRA

—_—

AR ABNEEEFEREEETHE A ZEE (Atest has zero value until its result affects the behavior of an
observer)

- HMAFEERNEHEEEES S/ EEENHAZENEINEEE (The best observer for a test result is the
developer or packager who instigated and/or initiated the change being integrated)

- FEEZGNEBEEHEEENX/NEKREE - ®2RBERFPH/NEEBBR—RERLUIBMBRAIEZE (The benefit of
continuous integration is inversely proportional to the size of the change. Many iterative small changes far
outweigh a massive bundled change.)

- HRAREFNENBESZNRZIRLEETLSIEMMIER (Rapid feedback to the developer or packager of the
change will cause them to pay attention. Aim for hours not days to provide test results)

- BEAEEEREETMMEIUERIIRES D (Packagers only take responsibility for tests that they can contribute

- EXEEEREEEEL EERAIGE (Packagers respect tests and testing systems that produce reliable
results. Conversely they |gnore and shun tests and systems that are flakey)

- EEE %KFEX%%%E%HZ NERASHIER 45 R Packagers should not have to search for test results outside of
their workflow.

- EXOEEEZESEHNEMBEESWEIRNEHITRIZE (Packagers should be able to run individual tests on their
own machines)

- BRI ZEMEEEF LA SH (The ideal test can be updated in lockstep with the changes it is testing.
Aim to store a test along with the software that the test is most related to)

- N STFEZER M ARI#ETT (The best place to test a change is before that change affects anyone else)

- FEEERIN/NEHEZSEAEREEERAPNAREHRZREME (A small suite of tests that follows these
principles is more valuable to continuous integration than large suite of tests that does not)

https://docs.fedoraproject.org/en-US/ci/manifesto/ 18



EXE M FAES (The Rugged Manifesto for Rugged
DevOps)
HEREN  FEENZE - BPEXBZEEMAK (1 am rugged and, more importantly, my code is rugged)
TR ECLHAIRSHERER (I recognize that software has become a foundation of our modern world)
7RI EBENEKXREDT (I recognize the awesome responsibility that comes with this foundational role)
¥ ARENEN R EREICSA ARG - MBEEHIREANFERIE X (I recognize that my code will

be used in ways | cannot anticipate, in ways it was not designed, and for longer than it was ever intended)

K IBBENENERBHENNEEFTENHNE  MEHNREMERLZE KEL:  BERZZENEE (|
recognize that my code will be attacked by talented and persistent adversaries who threaten our physical,
economic, and national security)

B rREEIRE  mMBHEBEERSIWEE (I recognize these things - and | choose to be rugged)
HEEEASHEENASFBHIIR (I am rugged because | refuse to be a source of vulnerability or weakness)
EERERERARERENEDELIEMAIETS (I am rugged because | assure my code will support its mission)

HEEEASHELENEE ELEPE (I am rugged because my code can face these challenges and persist in
spite of them)

HEBREARERESS  MERAH M EZEF SLEIEL (I am rugged, not because it is easy, but because it is
necessary and | am up for the challenge)

https://ruggedsoftware.org/



s ZERIAMBEERIERES Manifesto of DevSecOps

- EREBARPART (ERNLZZHEANZE  £BREAMEMZA - ZAERZL MBI ERTT - ARIKEE
FHELE AFEHHEANBHEEZNEHEE
- BWEFMUNEE

BEREMBBLEIIRA (Leaning in over Always Saying "No")

PIRIBW T ARRZEHEE - FEEMEIEER (Data & Security Science over Fear, Uncertainty and Doubt)
EMERESIEBBRBZLEMEK (Open Contribution & Collaboration over Security-Only Requirements)
ojiE3E APl FREMNZERZFBEEGNZEESEXEFSE (Consumable Security Services with APIs over
Mandated Security Controls & Paperwork)

FRANERABEONZE D MIELE12 K EE (Business Driven Security Scores over Rubber Stamp Security)
FEAESE B RRKBFELIER L55% (Red & Blue Team Exploit Testing over Relying on Scans &
Theoretical Vulnerabilities)

24x7 MEHNZEELBH AR BENERINEHEEITOIFE (24x7 Proactive Security Monitoring over Reacting after
being Informed of an Incident)

NERBIBEEMIEFRRBEBSFF (Shared Threat Intelligence over Keeping Info to Ourselves)
SROEEMIERFEAREREZEITIZE (Compliance Operations over Clipboards & Checklists)

https://www.devsecops.org/ 20
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Enterprise administrators / Managing users, organizations, and repositories  / . . .
o GitHub Docs Manage users / User security best practices Enterprise Server 3.1 ~ English ~ Q. Search topics, products...
€ All products
Enterprise administrators
Best practices for user security In this article
OVERVIEW v
Outside of instance-level security measures (SSL, subdomain Enabling two-factor authentication
INSTALLING o . ) . . . i L Requiring a password manager
isolation, configuring a firewall) that a site administrator can Restrict access to teams and repositories
CONTIGURING GITHUB ENTERPRISE v implement, there are steps your users can take to help protect your
AUTHENTICATION v enterprise.
MANAGING USERS, ORGANIZATIONS, ~
AND REPOSITORIES Enabling two-factor authentication

Manage users

Two-factor authentication (2FA) is a way of logging in to websites and services that requires a second
Roles in an enterprise factor beyond a password for authentication. In GitHub Enterprise Server's case, this second factor is a
Wsar security best practices one time authentication code generated by an application on a user's smartphone. We strongly

recommend requiring your users to enable two-factor authentication on their accounts. With two-
Invite people to manage L . . .
factor authentication, both a user's password and their smartphone would have to be compromised

Manage administrators to allow the account itself to be compromised.
e B For more information on configuring two-factor authentication, see "About two-factor
Audit users authentication”.

Managing dormant users

Manage user suspension Requiring a password manager
Place a legal hold

https://docs.github.com/en/enterprise-server@3.1/admin/user-management/managing-
users-in-your-enterprise/best-practices-for-user-security




About GitHub Advanced Security

GitHub has many features that help you improve and maintain the quality of your code. Some of
these are included in all plans, such as dependency graph and Dependabot alerts. Other security
features require a license for GitHub Advanced Security to run on repositories apart from public
repositories on GitHub.com.

For more information about purchasing GitHub Advanced Security, see "About billing for GitHub
Advanced Security.”

About Advanced Security features

A GitHub Advanced Security license provides the following additional features:

» Code scanning - Search for potential security vulnerabilities and coding errors in your code. For
more information, see "About code scanning.”

» Secret scanning - Detect secrets, for example keys and tokens, that have been checked into the
repository. For more information, see "About secret scanning."

* Dependency review - Show the full impact of changes to dependencies and see details of any
vulnerable versions before you merge a pull request. For more information, see "About
dependency review."

https://docs.github.com/en/get-started/learning-about-
github/about-github-advanced-security




License Compliance ..

Introduced in GitLab 11.0.

If you're using GitLab CI/CD, you can use License Compliance to search your project's dependencies for their licenses. You can then decide whether to

allow or deny the use of each license. For example, if your application uses an external (open source) library whose license is incompatible with yours,
then you can deny the use of that license.

You can take advantage of License Compliance by either:

. L . & Try License Compliance scanning to
¢ Including the job in your existing .gitlab-ci.yml file. e e e

» Implicitly using Auto License Compliance, provided by Auto DevOps. GitLab Ultimate. It's free for 30
days.
To detect the licenses in use, License Compliance uses the License Finder (£ scan tool that runs as part
of the CI/CD pipeline. For the job to activate, License Finder needs to find a compatible package
definition in the project directory. For details, see the Activation on License Finder documentation (£ GitLab checks the License Compliance report,
compares the licenses between the source and target branches, and shows the information right on the merge request. Denied licenses are indicated
by a x red icon next to them as well as new licenses that need a decision from you. In addition, you can manually allow or deny licenses in your

project’s license compliance policy section. If a denied license is detected in a new commit, GitLab blocks any merge requests containing that commit
and instructs the developer to remove the license.

® I the license compliance report doesn’t have anything to compare to, no information is displayed in the merge request area. That is the case
when you add the license_scanning job in your .gitlab-ci.yml for the first time. Consecutive merge requests have something to compare
to and the license compliance report is shown properly.

@ License Compliance detected 6 licenses and policy violations for the source

] Manage licenses View full report (2 Collapse
branch only; approval required @ 2 L e

Denied
Qut-of-compliance with this project's policies and should be removed

x  MIT License Used by async, debug, lodash, and 10 more




Secret Detection ..

Version history

A recurring problem when developing applications is that developers may unintentionally commit secrets and
credentials to their remote repositories. If other people have access to the source, or if the project is public, the sensitive
information is then exposed and can be leveraged by malicious users to gain access to resources like deployment

environments.

GitLab 11.9 includes a new check called Secret Detection. It scans the content of the repository to find API keys and
other information that should not be there.
GitLab displays identified secrets visibly in a few places:

e Security Dashboard

* Pipelines’ Security tab

e Report in the merge request widget

@ Secret scanning detected 3 new critical severity vulnerabilities. @

New

@ Critical Password in URL in dir/sub-dir/Ffile.gl
@ Critical Password in URL in dir/sub-dir/file.gl
@ (Critical Password in URL in dir/sub-dir/file.gl

https://docs.gitlab.com/ee/user/application_security/secret_detection/




¥t Infrastructure as Code (1aC) B9Z ZE &1L

- [ Git REESFREFEFHRTE
« OJPU{E A Ansible Y Terraform S E¥ 58 EE T

- OJPIER diff TEALERER  IREREEERSBES
o RNFEDFTEE Access falflizs

« Z{R3& Repository

- OJDIZBRFEETIE  BEEGEHLE




Security as Code

- BEZEEK  BERAREFBEEBREEBEZEEXREHEE - FlW
» Open Policy Agent (OPA)

« Aqua’s Apolicy, i
» HashiCorp’s Sentinel L
« FIZRTEER (NIST SP 800-204c) Reques

. EEBRABEIRE
. BIEREEE (BB RRTLL root #1T)
. BB

O .
¢ e elastic ‘W Terraform -\(® envoy

KM; docker Many services can

inegrate with OPA
0 @\ o
/3 §‘o kofkka  (fque @ceph ‘\ Istio

Linux PAM

) ﬁﬂy j::'fEﬁ%U IEQ% Policy Query 1 ‘ Pokey Decision
o HEBEIIZR JSON JSON

=

L |

[x 3 R

Policy (Regp) Data (JSON)

https://www.cncf.io/blog/2020/08/13/introducing-policy-as-code-the-open-policy-agent-opa/




o] L8 CI/CD L

Google

BES W BEXETHEEGENEE

jenkins security scan X Q
Qi REEHR BOEH OQ#HE BWE ¥E%
#y47 3,770,000 IEEE 5 (fE=05RS ¢ 0.30 1)

https://plugins.jenkins.io » probely-security ~ EH:2iE {4 =
Probely Security Scanner - Jenkins Plugins

202147 H29H — This plugin uses Probely to scan your web application for security
vulnerabilities. It enables security testing in your CI/CD pipeline.
TriEsniEE#EE 2 28 - EIEsHE - 202211/

https://plugins.jenkins.io » snyk-security-... ~ B {EZEEH
Snyk Security - Jenkins Plugins

20214210 H13H — ID: snyk-security-scanner ... Install the Snyk Security Plugin; Configure a
Snyk Installation; Configure a ... Search for "Snyk Security".

https://plugins.jenkins.io » aqua-security-... ~ Ej:RiE{EH4g =
Aqua Security Scanner - Jenkins Plugins

Description. Adds a Build Step for scanning Docker images, local or hosted on registries, for
security vulnerabilities, using the API provided by Aqua ...

https://spectralops.io » for-jenkins ~ EizFiz(E4EH
Jenkins Pipeline Security & Vulnerability Scanner | Spectral

Jenkins Security. Secure your CI/CD using just one line of code in your Jenkins Cl workflow and
enjoy mind-blowing scan speeds and maximum security.




217 c-ATO #Hl

authorization to operate (ATO)
f v

Abbreviation(s) and Synonym(s):

ATO  show sources

security authorization (to operate) ' show sources

Security Authorization (to Operate) = show sources j:ft I£==En='= A’,J‘\E ?ﬁ %% —CI > f\? él\ :r&
=
Security Authorization(to Operate) ' show sources

Definition(s):

& The official management decision given by a senior organizational official to authorize
operation of an information system and to explicitly accept the risk to organizational operations

(including mission, functions, image, or reputation), organizational assets, individuals, other

organizations, and the Nation based on the implementation of an agreed-upon set of security

controls. S5 =3 A ’— NN
BB BRI R IT P AARR

Source(s):

CNSSI14009-2015 from NIST SP 800-53 Rev. 4, NIST SP 800-53A Rev. 1, NIST SP 800-37 Rev. 1

NIST SP 800-137 under Authorization (to operate) from CNSSI 4009

NIST SP 800-161 under Authorization (to operate) from NIST SP 800-53 Rev, 4
NIST SP 800-30 Rev. 1 under Authorization (to operate) from CNSSI 4009
NIST SP 800-39 under Authorization(to operate)

NIST SP 800-37 Rev. 1 [Superseded] under Authorization (to operate)

NIST SP 800-53 Rev. 4 [Superseded] under Authorization (to operate)

NIST SP 800-53 Rev. 4 [Superseded] under Authorization(to operate)

34




AEZSERAENNMEESTELZEHIES

@T UE Pin-toto

in-toto

T
TUF
A framework to secure the integrity of
The Update software supply chains
Framework
A framework for securing Software supply chain protection

software update systems

Supply chain compromises are becoming a frequent
occurrence. in-toto can help you protect your software
supply chain.

https://theupdateframework.io/ 35 https://in-toto.io/







N

I

2

JL

=R

o

EIELE (Code security)

[m =)

zx 2% (Container security)

)

= EZE (Cluster security)

i

=maFaZ 2 (Cloud security)

M

37



MARFSFEFD 2 MV EZ 2R (NIST SP 800-204) —
BnEFNEIE

MS-SS1 &7 Al

- HRPRERNNEFINAZRER APl iR

- BEBSHASEZES®EIID  WHEHFERZESZI HMAC 112

- BIEAPI B HEERELA —REREINFER

- BIEAPI EBENERABHEANGRESH  LHEAEENFEAEEMNRLE

- MRZBEHEINERE B REBVEE - WHEINBREE® A JFREATUE
- WREA OAuth 3 OpenlD E12% - BERHELSE

MS-SS2 FHEUE

- FERFIZEG AR ZEEFHIIEGIEER - oA APl BERTHMYITIEE - SHMRBEONS
s RIFE—TIEE

O BERIE 7 - (BE MU EG]

o« B S R R E R B IR 17 BE

« BXERGIFEGERIFRY I FEE E

- EBRZEAFIEGEARSFEETETNHRIF/BRBIE 0k BEEER - BeRZREE M
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M ARFE FEFH 2 ML 2 RIS (NIST SP 800-204) —
HE?"E’*?E%&%U (Service Discovery Mechanism)

MS-SS3 A #5 s ek E

« EZERHERFEEMAVEE

- RIZEEMBENEZEBRR—E QoS RUIREHE

- ERRBGERGEREEZEEZBLETERER

o« FERZEAET IR M AR TS AR TS 2 MRV ERE S 14

- MRBEHF=HEERE - BEEASFRBSHIRGBAEETRE
« HRIERAENBRBER - BZERRBOEIZRB
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ol AR 75 FE PR S AR BV R = 3R HEE (NIST SP 800-204) —
ZEEH
MS-554 Z &l

o B P InfERZE EE R 0y
- BEFIn¥R AP B33 in % B v 75 B RV BRI B2 2 A8 E o) s pl N 2R E
- REFZLHRE EZEEEMEZERIZFAIAREE
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MARIZ B 2 AV Z ZREE (NIST SP 800-204) —
ZE BT

MS-SS5 ZE & iE

- ZEEEVWRETRRERERFSRANT  DUEIASENTS - WL TR D E
« OBV —ESEPHNNERNUZESIRFBIRE
- ODIEVIEFERBNELR  DUIERIRESERARNENR

B
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i AR 75 & %
OJ i€ 15 14 b5

AR Z5REE (NIST SP 800-204) —
4 B

-

MS-SS6 B {FETE &=

« BBEESRCEA - DIRFISREcHIEHE

MS-SS7 BIFR & Tz

- BEIF @R TNBEFERZ A E Bl kTS 7 B
- BERERER ST E AMRE FErVELR
« MRV EREETRES

MS-SS8 it = BRI

- KRB FHEERREIRIRG ERERAE
- PREIEZMKIRS IR APl ERRE
- EREAEAERE
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AR F5 FE R 2 AV Z 2 3RE& (NIST SP 800-204) —
I_EE MFER (Integrity Assurance)

MS-SS9 F AR A AR FEHIE A

© FABARMRARRREZREAMEZZLBEPTHES] - DUEETED - WEZEGIIE NET
LER A

- HEEBMAREE - DEREEEENMEETH IR AR AR E S

« [EFMBEREINBEIEREY - (ERIREERZEEF AL ER

- EBRZEZEFPFPHIRH A A RN R RET M

MS-SS10 EBERNFHE

- BPHEREMEZERLENEE
- ERoJDIRRBEMSHNFENERER (B Session ID EE M EARE:ARZN)
- NEREEBRIST AEZENERERERE - MUREEREE
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ARSI R N Z 2 3REE (NIST SP 800-204) —
I 48 ILE (Counter Internet-based Attack)

MS-SS11 #5612 37 FHBE 75 I B (Preventing credential abuse and stuffing attacks)

« FhEWEZRAR LG EZZ R AR RS - AINGEMIHERNBEARMELZERILELR -
MmitEZE=Z B FEEATHNZEMMBERERLNESIER

- ERZEERARSERENES (BERERA) - RN REBSHT HBANERE

«  FERZIYL 72 AU PH ER AR 5 BB RV - W0 7E A A P ER AT 1 L B ¥R

- R LENESR  BRUREE  BEXZ4 - LBHLEREEN
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ERiEL:

- ZXEESF A a8 EA (Secure Software Development Lifecycle, S-SDL)
- BEHBE IR ZR - JIEREEREEERERAENZEZREER
- FHBEENZZHEEH (SDK = DevKits)
 BIEN o] IDE T BN Lintian Extension
- ANIENGESE
o BIAOIPFEMRAIES TEE D - 527E Merge #RHl - BEX—TEERKBES
« OJPI#EE) Security Champions 512 - EF eI EL =
- BEEZ TR
- FEEEIBLEA (Static Application Security Test, SAST)
« MZEH (Secret Detection) : BRENEFELEMBENMEEFEEXNEEF
- (kFEIZTEIFHE (Dependency Scan)
- FREEXBL R (Dynamic Application Security Test, DAST)
* Web API Fuzz Testing
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e SE LN

BTy & — (Image Risks)

IR R A2 EX

Aan 2 bR R R
(Registry Risks)

B 2R b

(Orchestrator Risks)
FIBESe kL A 2R A9 E P
TTE{th A (Container Risks)

B FRIFE R E bz
(Hosts OS Risks)




NIST SP 800-190 Jz fs £51 2 o 3E 2R

a0 E b
e IR (Container Risks)
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e R BusE NS y [TEERE
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By g5 | (Orchestrator)
Ay HEEE
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/ | BRESm
B 1RO LIS 1 B85 10 L IR IER
(Image Risks) (Registry Risks) /
U7 (SR 0 LI HEH OS KRR

(Orchestrator Risks) (Hosts OS Risks)




NIST SP 800-190 ¥R 9 L by 1 9 5%

IR AE R B ARE MR IEMI9F (Image Vulnerabilities) :
- ZEMBEIEPIITHERAER

Aot 15 12 5% 7€ TR P (Image configuration defects)
- EEBIREIERENZ S

ANBZEEFE (Embedded Malware)
- HIIMEIEETEEEGSIFH

ABEBRX W2 (Embedded clear text secrets)

o EZSEEEMNFREREEZI

A OS89 848 (Use of Untrusted Image)
- ZUEBHOMEESINIEIREE




) 2 k1Y JE P B 9 5R

- HEHENALEELR (Insecure connections to registries)
- MERIMEIEN LESL MEERBNE
- BixEPHIBHIMEIE (Stale images in registries)
- BRIEEREPAZZHNRERE @ AE2EMREEIEE P - MAJLERIAR A &R ARER
« ARG #ERBIEREBES (Insufficient authentication and authorization restrictions)
« BIRNEFENEHTEZHEHSEBENNMEEN MEIEZELBE iR - WHRRBESERE
o [REIQJLIGMREE LB2ERNEREZED




NIST SP 800-190 ¥§ 17 {F=8HY | bzt ¥4 5=

#PREIREIEFH (Unbounded administrative access)
o KERE/\EIRIRAIAE T EEREERIITRER
RAIZHERZEY (Unauthorized access)
« RITEHmIERE 1 S AlRESl 2 S 4R

|—‘QEII:I

BB KR EE AR (Poorly separated inter-container network traffic)
- RRBERESERED IR

& A B SR E ZF 4k B9 T EITE —#EE® (Mixing of workload sensitivity levels)
- RBERHESZHEMESS

RE=EHER RIS E S (Orchestrator node trust)

- BEREREANSZSNMMNZEZ S
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NIST SP 800-190 #1Z53544/E I £1%

o HITHBEVEERYI9RA (Vulnerabilities within the runtime software)
- BERHBITH AR

« EEFHINE IS FE (Unbounded network access from containers)
- EHBRIELDRBRE

g oo X

s LELETHBRHITIRIZEEETE (Insecure container runtime configurations)
- BEITE AR ERE
- BEEASBINIERIZEI (App vulnerabilities)
- BHBSRFEAEINERTS
- EEME 28 (Rogue containers)
- EfmAEE - HIE - R EIRIE
o WHEBRINBEIEITTAILE MEZENI




Bzl ®:

- BRI BIEH  EREEEEANKIR

- FRHAEREGERIJLIRHRESZS Y

o Y E/NELIERT (Slim) B EAE

- FFMKRE shell B Distroless base 2%

- LIRTERMREII B 28 (Scratch Containers)

- ERBRPAERAEEIRT (Rootless Containers)
- MREBXBELBIBE (Middle Layer)fWot - BEEHZ 4B 05558,
- AZHEE—EE  MURIUIZPEERNERS

« B secret EEEFERMERZERINE

- {8 Dockerfile &A1& (Dockerfile linter)

« ¥ Dockerfile £E1T{RE
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BARRIILEEH (Large attack surface)
- RS HRREGIIFRRR - SRS EET (W NIST SP 800-123) RHFRAMMR

rE

HZHJ4Z/0 (Shared kernel)

- &f®

g O

Nz

IR BERHNT

FHIEE XA IT1ES R (Host OS component vulnerabilities)
- EIRFHRIFELRFIPANITERESTTHRIARA
5B FHERR (Improper user access rights)
- BIEMFRAFNEFIEER] - RS ZEREFEHEN D RIRF

FHIESE
- MEIR

ES AN

CILoE ]

=aar/N

E 4 (Host OS file system tampering)
BEti e T E/ TR RS X EUERR
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#1152 DevSecOps HIE R R ##

R RZPTANEN Do M EEREIMRZ A RAERRE  IRARTHELXRETER 22
RERBIETHNBHLZEEE  ARZEY -

s2f# DevSecOps REZRER ML E | BRHENZEZEREZET—87 - B Cl/CD WEBEPMEISE
ZE  EHRESRIIFHLE

a2 % DevSecOps R G MANUHS (Compliance as Code) : SR RACHERAF R EUEKRUREZIR -
%é{ﬁ%ﬁzﬁﬁ?ﬁﬁﬁ%}\ ° B2 BT Cl/CD WEBFHABRERS B2 REIFGZERIFEAE

iRrfZDevSecOps RBRBEREZLZE | AMEERE - NAEIRRFBTEA

R DevSecOps R E7E DevOps WL B EMALZEZE : DevSecOps EXKUERIEW AT - BIULE
1=




+ 24,
:2n|:| A
- #N5R DevOps @& Cl 81 CD - H DevSecOps s 2 ZMEFELE (Continuous Security)
» DevSecOps A5 Bl E - B A RENRMAME - ME - BEENEmERAT - BRE
PEA B BISEBLTNRER - RIEFREEARER L TR ENES
o WARMOIENHMEERNXRMMEITELTEM  BEARXLIEEZFEIEAREMONGE
. ?ﬁéSUJFIJLJ: - MERUERENZEZOUE - WHEMAFAFRRBEEZENHEHBAE - NT—REE
EENZE
s OPEBEUARBEZSAN CI/CD ER - WHERRBEBRMASHEZEZNE
« DevSecOps Bt ERENIFELZ S

il

- TEAEINAE  FERENNLZE  BR%:  =5Z:  ERZENAE - ZFEEM
Zx
il BT
Test Monitor
BEE
Build
Cl &1 cD
Release (=1
Operate
B1E
Code
BELE HRE =
Continuous Security Plan Deploy
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