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8 EE 7358 ( Two factor Authentication )

E7) \/‘ r‘

Something you know... Something you have..

- USERNAME & ONE TIME
PASSWORD PASSWORD
1st Pass
!

N

7 DIGITAL ASSET
—

|
User Directory Service TokenIOTP Database

<
{
\\

Stronger authentication
= Password maybe compromised (stolen, hacked, shared)

= Stronger authentication is achieved by requiring additional One-Time Password

= = © Fortinet Inc. All Rights Reserved.
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Fortinet & 57 Bl B IEFENE IR (IAM)
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FortiAuthenticator FortiToken FortiToken Cloud
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SPEE ZEFH

(*Web) -
Go gle ofkeses \ Authentication = \
i ORACLE [/ | ]
@ salcyorcc.cmn . . - - Kerberos
FortiAuthenticator System of - J RSSO
f RADIUS A ti
Record w%i;:,“;:;,; Sysiog s
mtegratlon
MFA aaS
FortiToken (Network) <Ml FSSO & :
Cloud ‘ Authentlcatlon :] ...................... ﬂ’ﬂ
Employee
2FA
( Certificate) | ............................... é
Authentlcatlon
Guest
FortiToken Certificate Server

R 22 3R (L

Establish identity through user
log-in, adaptive, certificate,
and/or multifactor input

*(Web) Authentication: SAML2, coAUTHZ2, OIDC, RestAPI

ERZE

Provide information from
authentication source for use
in privileged access

© Fortinet Inc. All Rights Reserved.

(CRL, OCSP, SCEP)

—EA

Improve security with improved
user experience, i.e. reduce user
login fatigue
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Login

-

itz 1

[ sesssnand @]

Confirm on Your Mobile Device or Enter

Token Code
I

rnitz

[ Token Code ©l

s

Authentication Successful

9:41

FOR

Login Request

FaceTime Calendar Photos
'\
i

A

Reminders Stocks App Store

®)

Podcasts

FortiToken

FortiToken

Request successfully sent




FortiToken — Two-Factor Authentication e Jsea020

Multiple Token Options, Easy to Use and Deploy ¢/ irokenmobile ) ( FortiToken 2008 /2008CD )

Durable, large display,

Perpetual Llcense OATH OTP token with

Multi platform OATH OTP
application with push A FortiGuard activation or
notification of login attempts optional encrypted
and one tap approval activation file.

NG /

FortiToken Mobile App Simplifies User Input to

“Click to Accept’ " FortiToken220 )

Hardware Tokens Available — to Suit All Use

Cases BN A ini credit form
FATnET o  factor OTP token

Self-Service Portal for Guest Access and BYOD K )

-

Simple Deployment options

4 N

Perpetual Licensing — No Ongoing Fees for FortiToken 300 FortiToken 400 -
Locally Managed FortiToken - Driverless USB Device « FIDO certified
* FIPS-140 compliant » Passwordless security key
» Economical PKI authentication. * Use with SSL/VPN, SaaS, or
Use with cryptography apps, FIDO2 supported browsers

K VPN, web-based apps / K /
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« Z1x{ER) token TE28 - EEA R BT K

- A OATH 1% TOTP (time) based tokens
(FTK200)

« USB certificate tokens (FTK300)

. #@ A Android, iOS and Windows Mobilefy
FortiToken Mobile

T
0N il
jou 10

\J.

Physical ¢

Support for wide

. N Username Tokenl
+ SMS £ Email 8453545, B
- }fg\ﬁﬁ %’E@ Passwor d ‘ methods
¢ LOGIN
¢ WlndOWS/LanX 1§_|HE%%EZ1IEA§EHE@%E/\ Certificate
API
- EEaEERadius B EME 2 565 R (BYOD) g2

- Fortinetex BRI EEE AfRAE
- VPNZZARRIEHZ B AR
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FortiToken Mobile

« Two-factor Authentication

HEER
FortiToken {TE# FTKMOB390A5B9C34 AR Fortinet Taiwan

€ FortiToken Mobile

#5065 B FortiToken Mobile - By 2SR RT

05SSR T FTKMOB390ASBIC34, #R5] LT Bi# ASUSH
“DEYMJYFMBWEUGANA" Fortinet
H2EAMMAL QR code E R RSB "Scan Barcode”

{R&F% T 5 R RRA5E AL Thursday, March 03, 2016 17:28 CST (UTC +0800) 20582855 )i ARUH, SRR HAR ENTERUBN

Expires in 27 secs

Powered by Fortinet
AR Fortinet Taiwan

n_qr_FTKMOB390A589C34_DEYMJYFMEWEUG4NA png

F:ERTINET

> @ 1 attachment: ftm_gr_FTKMOB390A5B9C34_DEYMJYFMBWEUG4NA.png 2.8 KB
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Download on the

App Store

Download from

Windows Store
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FortiToken Mobile

* FortiToken Mobile: 32 & Android, iOS £
Windows Mobile

« 60V 8 EnzE S, 30 oy 60F PR EE Fr A HA

- B8 FHZER, X EHEM TOTP & HOTP
OATH tokens 3I1%]. Google, Dropbox, Amazon

. O]} 8 QR Code tRiERER 75 By AT
- %78 FAC OJ L& HIBY AR PIN B R & 14 6l
« XKAMRERFH
- APmsEl BiER - ol FiHEMEW
- HEBREEVERE - ol AR EE T RUE
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FL:RTINET

FortiTFAC Version: 1000, = T}T"
Service Status: Connected A

‘ Switch User™ ||
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802.1X Port Access Control
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Wi-Fi Access Control - iF ZEEH A4t
21k o 230 2% £
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. B R g - R S8

. R EMB RS S Q-

« IRIEIFUETE “““““““
FortiAuthenticator

- FBEANRSR B ENSER

BT S BRI FortiAP | (@) |@)] |(®)
 Facebook / Google
« Twitter / LinkedIn @
FortiGate
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dWs$s

G Guardicore

Technology Partners
PRE-VALIDATED. DOCUMENTED.

m %Zia.;_césoft . ) ORACLE NUTANIK
ibaba Cloud
U McAfee i"}f Pulse Secure Safe' L SentinelOne

» Fabric API integrations with FortiAuthenticator and FortiToken to comprehensively secure

your attack surface

© Fortinet Inc. All Rights Reserved.
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2023-02-08

HERZFERLBHRERAERML

{E#Eaton WorksH QIR BEAF R RAMSEAREHE (TOYOTA) AFEMARZZHHARRE & IHHESH
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o

2. FortiPAM - AP

i

3£ (Who )

VS EF @ HEEINZEZ =
Al il E oty 1
ST = SERFRERGI(MFA) e e
- Email OTP
JEIRIES : RADIUS - SRR IS R
- FortiToken
SZIRIRFE : AD/LDAP - FortiToken Mobile S EEFENEEE

S2IEIRS : SAML IdP

© Fortinet Inc. All Rights Reserved. 23



FortiPAM - EFZEEE (How )
FEURRERIEEZ
Edit Approval Profile
AB o IRE KRR EBEZMIE
Name Single-Approval

R - ERORF  BEGRER B 7o | Three

Number of Approval Layers @

Z_ﬁgﬂﬁ?ﬁi%ﬁ ° Description
Y/
GFHREEZRERZIE -
Layer-1 Settings
F—ERV—(IEBEE - Required number of Approvals 2 %
Approvers & sally X
AORIZEEBE - oA User 8 +
. — Approver Groups ‘& MgmtApprovals X
Groupfl & - +

© Fortinet Inc. All Rights Reserved. 24



TEPRIZE - RE O] LUERR

9 BN

= Inherit Policy - Enabled:

B2 NEEAER —HRVERIRA

= Inherit Policy - Disabled:

OJZEBEERZEARR A

® ERER

-OERZEREKEFE -
- O] ARG E 1B IR

- view, list, add, edit, owner

C FortiPAM - Z=#%

ZE (How)

Edit Secret Folder

# EditFolder 'D Refresh

Name

Parent Folder Root Folder
Inherit Policy

Secret Policy B default

Inherit Permission

User Permission:

# Edit [ Delete
D% Users &
1 & admin
Group Permission:

# Edit T Delete

D% Groups % Folder permission ¢

No results

Edit User Permission

Users = admin x
+
Folder Permission ¥ None ’
View
Secret Permission Add Secret
Edit

Edit User Permission

Users & admin x

Folder Permission Owner v

Secret Permission | v None
List
View
Edit
Owner

© Fortinet Inc. All Rights Reserved. 25



‘= FortiPAM - E5#%:£478%( What )
NEBINEE N E D
@ EET TR 2
HEREESY Events Logs
EEEANEEENE  REERSE - T - zmi;\%ﬁ
R IREBILIRBUR - - EFREERR - . g
- O E e E SRS Lo

© Fortinet Inc. All Rights Reserved. 26




* % %

= FortiPAM - Z=5&1{E ( Safe)

Secure File Transfer, Securing Secrets and Monitoring

2HEN
ZEIRE

RERRMBEBBERN  TPM M2 *SSH Efpttiea < 1w -

- T FortiSandbox - = TPM in Hardware Models - .1§FH %E@lg&%}g‘g o
= VTPM in Virtual Machine -

FortiNDR =/ =240 ~ R4

1 II}I‘, Total
|
a
Zero-day s 22T © ; o
. @ End Sessionls) eard
Session D & ource &

= Destination ¢ Destination Port & Applicati

=] & fortipam@systexdmis.onmicrosoft.com @

0 EZ j:% WI n SC P N WI n S M B ° TrUStEd p l athTm 118043937 10101108 62819 102162010 3389 RDP ovel
M 0 d u I e 118043988 10101108 62892 1012322 2 SSH over

118043989 10.10.1.108 62893 10.1.232.2 22 SSH over

E = © Fortinet Inc. All Rights Reserved.




fERRIR




225 {8 I A B,

iPAlAE]

Information e
Technology (IT)
CH -
Radius + VPN Radius + VPN g 3 !
Server Server
. T0T  [or 2eEmkE
DOTHER ' |01 a#ERimE OT ZHIEB X

OT ZHlEA iR

SCADA D

Server O PLC
.
OT Bﬁ e CONTROL NETWORK

Operational .
Technology (OT)

FIELD NETWORK

- © Fortinet Inc. All Rights Reserved. 29
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& Z 0] LR E 3P

s N=1

BT

- JZT

Name

Number of Approval Tiers @

Description

Tier-1 Settings

Required number of Approvals

Approvers

Approver Groups

Tier-2 Settings

Required number of Approvals
Approvers

Approver Groups

Tier-3 Settings

Required number of Approvals
Approvers

Approver Groups

One Two

- admin

(=Y

[=N

% Add Favorite

of Launch Secret

C' Change Password % Verify Password @@ Make Request
FGT-VM
New secret request
Requester = admin
Request Type Launcher
Secret «& FGT-VM
Request Duration 30 minutes

& Edit & Approve © Deny © Q Search

Secret = Request Type = Requestor =

Requestor Comments =

[=] Action is required €9

2a FGT-VM#2 - tierl # Launcher o= admin
' © Q, earch
Date/Time Secret name User Operation Start Time
2023/03/05 23:15:26 FGT-VM pam @ Approved 2023-03-0523:14:00 2023-03-05 23:44:00
2023/03/05 23:14:45 FGT-VM admin & Request 2023-03-0523:14:00 2023-03-05 23:44:00




User name

Password

= B IRiE

Ir.._

=

fos

355({E . ESXi Mgmt

# Add Favorite C' Change Password % Verify Password

Template

VMware ESXi
BB pam

Z Web Account

o Launch Secret

Use FortiPAM session

-
-
-

-

vmware: ESXi

vmware” ESXi-

3 storage \
Q Networking \

“I Navigator [ vizesxi
3 @ .
Manage J Get vCenter Server | 91 Create/Register VM [
Monitor vi2esxi
Version: 6.7.0 Update 3 (Build 14320
{3 Virtual Machines ‘ State: Normal (not connected to an

Uptime: 221.65 days

© Fortinet Inc. All Rights Reserved.

31




Z2FE R - Web RDP

Becure | https://10.1.219.126/sslvpn/frd... N

Launch Progress Launch Secret: JUMPBOX

> Select Launcher
o Remote Desktop-Windows

Getting Info o Web RDP

Launching

Done Cancel

& RDP 1€
"R EHIERE

- FPAVULTM23000 X @ frdsviewer - rdp

7% wadi
* & YV
Mgmt [ Routing 5 Proxy [ HTTP [ SSL 5 Docs [ Regex 5] Exploit £S5 EVE [ Blog

S 4

B O & ¢

L] d L I RUBRARYG -

JIIIIIIIII
alnnﬂlaunnn

;ﬂl-é-lll-pﬁ
I.

.gﬂ Illl
-nllqll

Prod(1).zip




RIEMR M - 152 BIEE
REERFIRF “BREEXEERIET”

Regex

Regex

7
L™ ]

Type v

FGVMO2TM23000965 #[qet sys status
Version: FortiGate-VM64 v7.2.4,build1396,230131 (GA.F
Virus-DB: 1.00000(2018-04-09 18:07)
Extended DB: 1.00000(2018-04-09 18:07)
nex(a-z]'[\s]"[a-2-] reset Bmckcszljambm Enable Extreme DB: 1.00000(2018-04-09 18:07)
AV AI/ML Model: 0.00000(2001-01-01 00:00)
execla-z\s] reb[a-z] Allow Enable  Enable IPS-DB: 6.00741(2015-12-01 02:30)

Pattern v Actiony | logy  Alerts

® he command is not allowed to execute. Please check with your administrator.

FGBOF-LAB2 Spoke $ execute factoryreset

33



ﬁ

Secret
View Secret logs

.I]. Check-outs an

View Logs related t

Secret Video

View Logs of Secret

Job

View Logs related t

€ X B Secret Video

© Q Search

Date/Time

2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...

Token Id

2904276946
2904276946
2899492783
2899492783
2874457834
2874457834
2851061257
2851061257

Secret name
VMware ESXi
VMware ESXi
VMware ESXi
VMware ESXi
FGT-VM
FGT-VM
FGT-VM
FGT-VM

M Details

Log Details

B B¢ Video
S¢

< [ Details

Event Type
ssh-command
ssh-command

ssh-command

© Fortinet Inc. All Rights Reserved. 34




Daily Report

BHRRBIPERAVSGE - REY

|33t ]

S

A BRVELR AR

Top Failed Password Verification by Secret Name and Reason

#
1
2
3

Secret Name
RDP250 (*a32761)
FTP (*5c7249)
RDP250 (*a32761)

Reason
connection-error
connection-error

login-auth-error

Top Failed Password Verification by Secret Name, User and Reason

#
1
2
3

Secret Name
RDP250 (*a32761)
FTP (*5c7249)
RDP250 (*a32761)

Clear Text View

Summary

Stats

Total # of Views 14

Top Clear Text View by Secret Name

- W N

Secret Name
RDP250 (*a32761)
SMB (*37315b)
FTP (*5c7249)
RDP (*e88a77)

Top Clear Text View by Secret Name and User

Secret Name
RDP250 (*a32761)
SMB (*37315b)
FTP (*5c7249)
RDP (*e88a77)

Totals
-
|

|

Totals
.|
|

]

User Name Reason
admin connection-error
admin connection-error
admin login-auth-error
Total # of Views
User Name
admin
admin
admin
admin

Total # of Views

w

w

N B oo

N B e

Schedule-default-2023-05-17-000100
=P vIVeID -
Secret

Secret Launch Success
Summary
Total # of Launches
Total Duration

-+ B
Stats

39

02h 12m 225

Top Secret Launch Success by Secret Name

#  Secret Name
FTP (*4597ed)
7.4_SSH (*36ab5c)
FTP (*5c7249)
FTP (*45bad?)
FTP (*c1a030)
RDP250 (*a32761)
SMB ("5c7831)
RDP (*e88a77)
FTP (*3999bb)

P T T N

Top Secret Launch Success by Secret Name and User

#  Secret Name
1 FTP(*4597ed)
2 74.5SH(*36ab5c)
3 FTP(*5c7249)
4 FTP(“45bad?)
5 FIP("cla03f
6 RDP250 (*a32761)
7 | SMB(*5c7831)
8 RDP(*e88a77)
9 FTP(*3999bb)

Password Change
Summary

User Name

Stats

Total # of Launches.

- NN W e D @ W

.|||||IH§
-
§

Total Duration
02h 01m 48s
06m 295

01m 235

53

16s

553

s

07s

18s

Total Duration
02h 01m 485
06m 295

0im 23s

ol e ] - ] .
g

¥
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" Easy To Security
fF%%ﬂ]E%}%K%EE - PR RS % 58 [ P
REE X

v Easy To Manager

+” Easy To Tracking
AP BT ~ Uik - MICELXZ SR EE Mt

v Fortinet Security Fabric

F@rt-lnet?ﬁ, LR CR
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