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feedback — your input will aid our research in this area.
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ChatG pTE R—éﬁ’/_\\ activity. It appears that someone has been using your account to access sensitive
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To protect your account and prevent further unauthorized access, we have temporarily

%ﬁ@%f’ﬁﬁlﬁﬁﬁ%ﬂ'\l suspended your account. Please download and view the attached Excel file to reactivate your

account and verify your identity.

Subject: Urgent Notice: Your Host4u Account Has Been Suspended
Dear valued Host4u customer,

We regret to inform you that your Host4u account has been suspended due to suspicious

information.
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Thank you for your cooperation,

The Host4u Team
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SECURE THE CLOUD
CloudGuard CloudGuard
Posture Management Intelligence

Posture Management
& Visibility

CloudG

uard

Workload

Runtime Workload Protection
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. * Quantum SECURE THE NETWORK

Network Traffic Analysis

CloudGuard

Network

Cloud Access Control
& Prevention

CloudGuard

Web & API Protection

Multi & Hybrid Cloud

Quantum
Security Gateway
Enterprise Firewall

Quantum
SMB

SMB-Suite

* Access Control

= Advanced Threat
Prevention

= Data Protection
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Quantum
Maestro

Hyperscale
Quantum

Rugged
ICS Security
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* Wide Range of Firewalls

* Up to 3 Tbps Throughput

= 1,10, 25, 40, 100 GbE ports
= Wi-Fi, DSL, 3G/4G/LTE

Quantum Quantum
Lightspeed P
Hyper-Fast Firewall R'D THelsDE
Quantum Quantum
loT Protect Smart-1 Cloud
loT Security

* Unified Policy

* Compliance

» Autonomous Security

* Event Management

Security Management 4 4
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@ Horizon

UNIFIED MANAGEMENT
& SECURITY OPERATIONS

Horizon
MDR

Managed Prevention & Response

()

Horizon
XDR

Extended Prevention & Response

[

Horizon

Events
Unified Events

CHECK POINT

INFINITY

PORTAL
Management & Unified Visibility

THREATCLOUD

Threat Intelligence
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“’ Harmony SECURE USERS & ACCESS

SECURE ACCESS SERVICE EDGE (SASE)

« Zero Trust Network Access (ZTNA)
« Secure Web Gateway [SWG)
* Cloud Access Security Broker (CASB)

* Branch FWaa$S
—

Harmony
Connect (SASE)

EMAIL & COLLABORATION

« Account Takeover Protection

« Data Loss Prevention

Harmony

Email & Collaboration . Threat Prevention

« Zero Phishing

ENDPOINT & MOBILE

Harmony
Endpoint

Harmony
Browse

Harmony
Mobile

* Threat Prevention « Zero Day Browser

Protection

* App Protection

« Anti-Ransomware * Network Protection

* Threat Prevention

« Forensics * Device Protection

- Secure Media + Zero Phishing

» Access Control

—

— 2

©2023 Check Point Software Technologies Ltd. 7



Ad%[i%jtégtmlugl

PISSEANTEHR

CHIE B ES |
* Intrusion prevention

- Anti-bot

« Anti-virus

« URL filtering

- URL reputation

* |IP reputation

- Domain reputation

- Anti Phishing

- ldentity Awareness

- DDoS
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« CPU-level inspection
- Malware DNA
Threat emulation
Threat extraction (CDR)
Campaign hunting (Al)

Context aware detection (Al)
« Huntress (Al)

« Zero-phishing

- Malware evasion resistance
« Deep Learning
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Infinity TI Inspected files Sandboxed files

Bﬂ -U: E':é;i H% %EJ; IQ % Recommended For = R

Perimeter

&0

Profile Description:
Optimized security for perimeter gateway to preve Recommended For Data Center
cyberattacks. Includes protection for users browsing Perimeter East-West
web, data centers, incoming emails and FTP. This is
default profile and the recommended profile for mu
protections on the same gateway.

For protecting your data
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Profile’s Technologies:

# Sandbox Threat c&c
Cloud Protec 'Y

s File & URL _mm Sanitiz Internal Network Strict Security
Protections Reputation " (CDR)

L)
=
il
m
L)
o

Help me decide

AT'S NEW

Aug 2020
E Protections tab is now available in R81. It provides
ailed visibility of file type actions per profile, and an
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Ged Sandboxing support for the following macOS file
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https://fortiguard.com/appcontrol
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Source: vendors security advisories web pages & http://tiny.cc/urgency
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Quantum
Maestro
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MAESTRO HYPERSCALE ORCHESTRATOR
MHO-140 | MHO-175

MAESTRO o /
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(-1 Check Point

SOFTWARE TECHNOLOGIES LTD

Maestro Hyperscale Orchestrator

140

Maestro Hyperscale Orchestrator

175
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8x 100 / 40GbE
48x 10 / 25GbE

32x 100 / 40GbE
Or 128x 10G

RAINBUAR S 7T [ 2= 1

1 GbE Copper or Fiber

25 GbE, 10GbE,
1 GbE Copper or Fiber

mul
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1 + 1 Redundant
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Check Point Maestro
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Auto-Scaling
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SandBlast™ Forensics © o 9 E & = < Check Point

OVERVIEW GENERAL ENTRY POINT REMEDIATION BUSINESS IMPACT SUSPICIOUS ACTIVITY INCIDENT DETAILS SOFTWARE TECHNOLOGIES LTD.
DORMANT HIGH Endpoint Anti-Ransomware c:\program files (x86)\cobian backup 11\cobian.exe ransomware.win.filepat Administrator
status severity triggered by trigger protection name ocal user
Hiu ATTACK STATS What sort of connections and processes were involved? ‘ BUSINESS IMPACT What was the potential damage done?

Unsigned = 449 5 Data - 255 Data
Processes w0 Loss - Ransom

@ ATTACK TYPES What were the attacks types seen or prevented? ﬂ REMEDIATION Were all incident created elements removed?
infostealer ransomware virus
100% 38% 100%
° ENTRY POINT How did it enter the system? 2/2 1027/2667 2556/2556
—_— i i
@ O % terminated processes & quarantined/deleted files Ce restored files
Administrator was logged in. Incident was traced back to an execution or copy in explorer
% MITRE ATT&CK™ Tactics and techniques seen as defined by the MITRE ATT&CK™ framework

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command and Control Exfiltration Impact

Execution through API Executable Tampering Process Injection Process Injection Data from Local System Data Encrypted for Impact

Unsigned Process Office Application Startup

User Execution Shorteut Modification
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This PC WinSCP
Recycle Bin Zoom
Acrobat Docker
Reader DC Desktop
Firefox  docker_vo.
Google Grammarly
Chrome
@
Search Microsoft
Everything Teams
A &
Synology  birdlexwu..
Drive Client

Shell

Edit View

w S A 9O B
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Session

Scripts

®H» X

Profiles  Toolbelt

= Endpoint Security

A Overview

(v} Update now

fn Configure Upgrade Time
(v} Upgrade now

Q scan system now

) Disconnect from VPN

£} Advanced

JB! Check Point

200 87 270 18

Window Help

A Endpoint S

Compliance

Enforcing all polick

Anti-Malware

Media Encryption and Port Protection

No devices detected

Firewall and Application Control

rograms and 0 connectior e blocked

Full

| Disk Encryption

naypted

Remote Access VPN

to iam-cp.checkpoi

Conne:

Capsule Docs

Anti-Bot and URL Filtering
Monitoring

Anti-Ransomware, Behavioral Guard and Forensics

Threat Emulation and Anti-Exploit
¢ found

urity Client upgrade is scheduled in

A B T Q) ENG

hours and 36 minutes

Compliant

On

Enaypted

Connected

Installed

16:58
10/09/22
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root@debianll-docker:~/F

6 KB/s
285 KB/s

)

46°

’nisr

er#

© & & 32 T O
bird@debian11-docker: ~

python3 pyphisher.py I

Q B24°

&+ SunOct9 4:58 PM
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