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Juniper Mist Access Assurance
Only Cloud-Native Network Access Control 
Driven by Mist AI
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No end-to-end visibility

Impossible to manage 
without breaking

Solutions are  
complex and brittle  

Cumbersome 
troubleshooting and 
lack insights

Legacy LDAP and 
on-prem directoriesLack agility and scale

Maintenance, feature 
updates & security patchesRequires downtime

What's Wrong with NAC Solutions Today?
Require professional services or a dedicated NAC IT expert

Current NAC Customer Responsibility
1) Design for service redundancy
2) Design for high availability
3) Design for scale
4) Manually scale up or down
5) Maintain server hardware / VM servers
6) Perform upgrades / security patches
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Cloud-based Network Access Control for 
Guest, IoT, BYOD and Corporate devices

Easy-to-use access policies and workflows

Built-in Redundancy and High-Availability

Optimized day 0/1/2 Operations – Full NW stack

Juniper Mist Access Assurance
True Cloud-based Network Access Control Driven by Mist AI



© 2024 Juniper Networks
4

Juniper Business Use Only

Juniper Mist Access Assurance
Moving to the integrated cloud Microservices-based Cloud NAC 

service natively integrated into 
network operations.

IT-friendly Day 0-2 operations fully 
integrated into the network, 
continuously validating end-user 
experience.

AI-Native network operations 
extended to network access control.

Periodic hitless feature updates
security patches and vulnerability 
fixes without downtime planning.

Geo-awareness, high-availability  
Intrinsically available with the 
Juniper Mist Cloud.

Replication 
Primary AAA connection 
Logging Connection 

Typical NAC
Deployment

Customer 
Managed 

NAC Mgmt. 
Node

Backup Mgmt. 
Node

Policy/Auth 
Node

Load
Balancer
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Juniper Mist Access Assurance Framework

Micro-Services based 
Cloud NAC Offering

IT-friendly day 0-2 operations

Industry-first AI powered 
operations

Artificial 
Intelligence Microservices

Wired/Wireless 
Infrastructure

Access Assurance 
Service

RadSec

APs Switch

3rd Party W&W
Infrastructure

Mist Edge 
(NAC Proxy)

RADIUSRADIUS

Cloud Directories & Services 
(3rd party)

RadSecRadSec

•

Juniper Mist Cloud
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Access Assurance 
in Juniper Mist
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Integrated into the Network – Mist AI
• Access Controls front and center

• Access Set-up in Mist
– Policies
– User and device certificates
– Direct Integration into cloud directories and 

IDP
– Pre-shared Keys for IOT and BYOD

• Features and Security updates 
implemented transparently

• 100% API-driven
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Client Events Extend to NAC Operations
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Mist AI-Native User Experience Monitoring
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Simplifying and Securing End-to-end Posture 
Validation with Juniper Mist Access Assurance

Why does it matter?
The simplest way to enforce 
network access control (NAC) 
with posture in the modern cloud.

End-to-end network automation 
for posture enforcement.

Easy cloud-to-cloud integration 
with well-known endpoint 
management / security platforms.

RadSec

802.1X Auth

Periodic device check-in

Get client MDM 

compliance status

UEM/MDM 
managment

Access 
Assurance

* Support for Microsoft Intune, Jamf, VMware Workspace One (fka Airwatch)



© 2024 Juniper Networks
Juniper Business Use Only

Simplified End-to-End Posture Integration

MS Intune

Workspace ONE
JAMF

RadSec

802.1X Auth

Periodic device check-in

Get client 
compliance status

Access 
Assurance

End-to-end automation 
for posture enforcement 

Easy cloud-to-cloud 
integration with MDM/ 
UEM  platforms

Ensure compliance and 
enforce access control 
in the cloud
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Simplified End-to-End Posture ⎼ Setup
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Simplified End-to-End Posture ⎼ Visibility
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Access Assurance - Support for IOT & BYOD
Enabling Provisioning, Policies, Operations

• Org Level PSK (Pre-Shared Key)
– Cloud Scale
– Cloud PPSK (Private PSK) Lookup
– Org-level per PSK client visibility

• Key Life Cycle Management
– Automatic Key Expiration
– Key migration

• Self Provisioning Portals
– Supporting cloud directory connectors
– Workflow based self-service portals 

• BYOD vs Guest vs visitor
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In Summary
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Artificial 
Intelligence Microservices

Delivering an Experience First Network 
from Client-to-Cloud

SD-WAN EdgeWired LANNetwork Access

MarvisClient

0

Access Assurance
For a seamless client 

connectivity experience

To Cloud 

Wired 
Assurance

WAN 
Assurance

Wi-Fi
Assurance

Access
Assurance

Wireless LAN

Why can’t I 
connect to 

the network?



© 2024 Juniper Networks
17

Juniper Business Use Only

Juniper Mist Access Assurance Differentiators
First Microservices Cloud-based NAC Offering
• Guest, IoT, BYOD and Corp 802.1x device support
• Inherent high availability
• Seamless feature upgrades and maintenance
• 100% API-based for cross-platform integration

IT-friendly day 0-2 operations – Full stack
• Single pane of glass – Wired / Wireless / SD-WAN / Access
• Flexible yet simple network access policies and enforcement
• Automated network device provisioning

AI-powered operations – Full stack
• End-to-end visibility of user connectivity experience
• 3rd party device support (wired/wireless)
• Support for cloud-based identity providers and UEM/MDM
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Key Takeaways
The first cloud-based NAC
• Natively integrated into the Mist Cloud

Easy-to-use policies & workflows 
• Customers up and running in minutes, not days or 

weeks
Mist AI for Day 0-2 operations fully 
• Near-effortless network management across the full 

stack 
• Wired /wireless / SD-WAN and Access Control

Redundancy and High Availability
• Built into the Architecture
• Points of Presence worldwide

UEM/MDM and eduroam support
• Microsoft Intune, Jamf, VMware Workspace One
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4 Years a Leader!
Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure,  Tim Zimmerman, Christian Canales, et al., 6 March 2024
GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and MAGIC QUADRANT is a registered trademark of Gartner, 
Inc. and/or its affiliates and are used herein with permission. All rights reserved. This graphic was published by Gartner, Inc. as part of a larger research document and should be 
evaluated in the context of the entire document. The Gartner document is available upon request from Juniper Networks.

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest 
ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner 
disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

https://www.juniper.net/us/en/forms/2024/gartner-2024-mq-wired-wireless.html

Juniper Networks is a Leader in  
2024 Gartner® Magic Quadrant™

for Enterprise Wired and 
Wireless Infrastructure

Furthest in Vision, Highest in Execution

Read the complimentary report:
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