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What's Wrong with NAC Solutions Today?

Require professional services or a dedicated NAC IT expert

Solutions are Impossible to manage
complex and brittle without breaking

Cumbersome

troubleshooting and No end-to-end visibility
lack insights

Legacy LDAP and

Lack agility and scale O

Maintenance, feature
updates & security patches

Requires downtime
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Current NAC Customer Responsibility

1) Design for service redundancy
2) Design for high availability

3
4

5) Maintain server hardware / VM servers

Design for scale

Manually scale up or down

)
)
)
)
)
)

6) Perform upgrades / security patches
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Juniper Mist Access Assurance

True Cloud-based Network Access Control Driven by Mist Al

&3\ Cloud-based Network Access Control for
w8 Guest, loT, BYOD and Corporate devices

S—

" Easy-to-use access policies and workflows

@ Built-in Redundancy and High-Availability
Optimized day 0/1/2 Operations - Full NW stack

© 2024 Juniper Networks
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Juniper Mist Access Assurance
MOVing tO the integrated CIOUd Microservices-based Cloud NAC

service natively integrated into
network operations.

IT-friendly Day 0-2 operations fully
integrated into the network,
continuously validating end-user
experience.

Al-Native network operations
extended to network access control.

£

Juniper
Mist Cloud

Periodic hitless feature updates
security patches and vulnerability
fixes without downtime planning.

Geo-awareness, high-availability
Intrinsically available with the
Juniper Mist Cloud.
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Juniper Mist Access Assurance Framework
f \ Cloud Directories & Services\

S
) . =
Microservices

Juniper
onelogln G Suite
Micro-Services b:i\sed Access AssUrance /Q, Q, 1
Cloud NAC Offering Service % eduroam

Mist Cloud
g3
j \ WorksmtON[ Simple MDM /
Industry-first Al powered vt
operations RadSec RadSec

-0- / / /GE% Mist Edge

W . . (NAC Proxy)
} | IT-friendly day 0-2 operations D ., RADIUS mz|m

P R—

Artificial
Intelligence

@ M —
Wired/Wireless 3rd Party W&W

K Infrastructure / k Infrastructure /

UniPer :
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Access Assurance
in Juniper Mist
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Integrated into the Network - Mist Al

* Access Controls front and center

* Access Set-up in Mist
- Policies
- User and device certificates

- Direct Integration into cloud directories and
IDP

Pre-shared Keys for IOT and BYOD

* Features and Security updates
implemented transparently

* 100% API-driven
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Authentication Servers

Mist Auth -

RADIUS

RadSec L

Mist
@) Monitor
Marvis™
23 Clients

[Z] Access Points

Switches
@ WAN Edges

% Mist Edges
@ Private 5G

4 Location

nIJ[] Analytics

[n)
oo Site

@ Organization

' DELREY

Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule

Add Rule Create Label

No.

Administrators
Audit Logs

Client Onboarding
Inventory

Mobile SDK
Settings

Site Configuration

Subscriptions

Name

Auth Policies
Auth Policy Labels
Certificates

Identity Providers

Mist Edge Proxy
Mist Auth [

Match Criteria (match on Pol

ocation, 551D, User Group, etc)
+ o TN T K
+ (a |

D

Applications Campus Fabric Device Profiles

Application Policy Switch Templates Labels

X £ < < <

Hub Profiles m Pre-Shared Keys

Network Topology RF Templates

Networks WLAN Templates

WAN Edge Templates
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ientoEvents Extend to NAC Operations

STAGING-LAB MON,05:49PM 2 Q (@

Monitor Wireless | Wired | WAN client slava@lab.mistifi.com ~ 12:00 am, Sep 2 — 12:00 am, Sep 3 ~ 2 ©

=ce= Wl D6-ac-fC-ae-d6-8f

BRQLAB

12:00 AM Sep 2 - 12:00 AM Sep 3 (drag an area of interest to Zoom In)
Total bytes : Datd Rate
29
3:00 am - 4:00 am, Sep 2: Bytes: no data, 0.00 Mbps
Client Events  29Total 14Good 15Neutral 0 Bad =
Success
Authorization & BRQLABAP2 AP BRQLABAP2 BSSID 5¢:5b:35:5f:00:69
Reassociation
SSID ##mist nac Certificate Serial Number 580000024a20619625822

NAC Authorization BRQLABAP2 4:26.¢ M, Sep 2 0ab2700000000024a
Success Authentication Type 802.1X

User Name slava@lab.mistifi.com

BRQLABAP
NAC‘Server Seoi Certificate CN slava
Certificate Certificate Issuer /DC=com/DC=mistifi/DC=|
Validation Success =lab-
Certificate Expiry 2023-01-07T11:36:24Z O/CNEIancA

NAC Client BRQLABAP2 11:54:26.598 PM, Sep > p .
Cailifieata Certificate SAN (UPN) slava@lab.mistifi.com Certificate SAN (Email) slava@lab.mistifi.com
Validation Success L3

EAP Type EAP-TLS
DNS Success BRQLABAP1 4:03.674 PM, Sep 2
Gatewav ARP BROLABAP1 11:54:03.396 PM, Sep '

© 2024 Juniper Networks Juniper Business Use Only
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Mist Al-Native User Experience Monitoring

a MAGICAL_MYSTERY_TOUR

)

THU,01:226PM 2 Q

| Anonvmous

Lab1

12:00 AM jun 1 - 12:00 AM Jun 2 (drag an area of interest to Zoom In)

Total bytes DatalRate

19 12

4:00 pm - 5:00 pm, Jun 1: 23.9 MB, 0.05 Mbps

M

Client Events 31Total 11Good 5Neutral 15Bad

S5C:50:3550C 74

Autnhorization
I Failure?
AP 5c¢:5b:35:52:1f:7f BSSID 5c:5b:35:5b:ad:d3
AP Deauthentication 5c:5b:35:50:c7:4c
SSID nac-1x Description Client does not trust the

5¢:5b:35:52:1f:7f

certificate of the Mist
Authentication Service.
PIeIse check client device

NAC Authentication

Failed

Authentication Type 802.1X

5¢:5b:35:50:c7:4c configuration and import
Mist certificate from
Organization > Access >

Certificates

Authorization

Failure® 0001-01-01T00:00:00Z

Certificate Expiry

AP Deauthentication 5c:5b:35:50:c7:4c

5¢:5b:35:52:1f:7f User Name slava@mistdemo.com

Failed

AP Deauthentication 5c:5b:35:50:c7:4c

I NAC Authentication

© 2024 Juniper Networks Juniper Business Use Only
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Simplifying and Securing End-to-end Posture @
Validation with Juniper Mist Access Assurance

A\ Access
282 Assurance

G
;,‘f en UEM/MDM il The simplest way to enforce
Nce managment ':, network access control (NAC)
RadSec ; with posture in the modern cloud.
v ‘U End-to-end network automation
=3

Why does it matter?

-’
-’
-’
-’
-’
Pid
R

for posture enforcement.

—
o
E ——

802.1X Auth Easy cloud-to-cloud integration

with well-known endpoint
management / security platforms.

* Support for Microsoft Intune, Jamf, VMware Workspace One (fka Airwatch)

Jjuniper | o«
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Simplified End-to-End Posture Integration @

Ensure compliance and

enforce access control ‘5%8 Access
in the cloud —= Assurance

MS Intune

Workspace ONE
JAMF

End-to-end automation
for posture enforcement

o PP R—
=3 |

802.1X Auth

Easy cloud-to-cloud
integration with MDM/
UEM platforms

Juniper Business Use Only _J U ﬂ | per
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Simplified End-to-End Posture — Setup

Juniper Mist ° [MIST CSQA] STAGING-LAB Change language (en) v | WED 12:41PM Q @

@) wonitor B |dentity Providers

Marvis™ Static Configuration Add IDP
2 clients Name ¥ IDP Type Default IDP

OktaNewAppTest OAuth
D Access Points

oauth-okta OAuth

Switches mxedge-aws-eduroam Mist Edge Proxy

Local AD LDAPS
@ WAN Edges

Google LDAPS LDAPS
3 mist Edges Azure OAuth OAuth

X
(X) BrataEs Azure AD LDAPS
4 Location
Linked Accounts Link Account v

ul’ll] Analytics

Status Application Company Name v
DGD Site 2 2 jamf PRO JamfPro ef7637b6-6d15-4ff9-8d59-c2252f2afa3c

L] B8 Microsoft Intune  Microsoft Intune 255d31b5-3f25-457a-b6ec-3877a4411593
@ Organization




Simplified End-to-End Posture — Visibility

Juniper Mist o [MIST CSQA] STAGING-LAB

@) Monitor

Marvis™

2, clients

(2] Access points

Switches

() WAN Edges

% Mist Edges

@

Q Private 5G

4 Location
uUu Analytics
o site

@ Organization

© 2024 Juniper Networks

Monitor

Wireless

Wired

iPadDFLZ ~ Today ~

N iPadDFLZ

BRQLAB - BRQLAB-AP2

12:00 AM Apr 9 - 1:32 PM Apr 9

Bytes

Client Events

Success

DHCP Success

Authorization &
Association

NAC Client Access
Allowed

NAC Client
Certificate
Validation Success

NAC Server
Certificate
Validation Success

Applications

App name

Unknown

BRQLAB-AP2

1

Pre-connection

%% Authorization Latency

51 Total

area of interest to Zoom in)

45Good 4 Neutral 2Bad

AP

MAC Address

Client IP Address

Last Association

BSSID
X RSSI
SsID
Total Bytes ¥ Percent Bytes
26MB 100%

BRQLAB-AP2

76:59:cf:79:1b:1e

10.7.50.64

Apr 9, 2024 12:00:36 PM

00:3e:73:63:¢8:31

-52 dBm

##mist_nac

Number of clients

<3 DHCP Latency

30/20|| 1

Data fate

1:20 PM - 1:30 PM Apr 9: 8.3 kB, 0.00 Mbps

Protocol

Number of Streams

VLAN

Band

DNS Servers

Description

Channel

RX Bytes

26MB

Juniper Business Use Only

802.11ax

750

S GHz

8888

DNS Success IP 8.8.8.8

40

X Bytes

Change language (en)

TUE 1:32 PM

J

]

Ul |$’€f
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Access Assurance - Support for |IOT & BYOD

Enabling Provisioning, Policies, Operations

* Org Level PSK (Pre-Shared Key)

— Cloud Scale
— Cloud PPSK (Private PSK) Lookup
- Org-level per PSK client visibility

» Key Life Cycle Management

- Automatic Key Expiration
- Key migration

* Self Provisioning Portals

- Supporting cloud directory connectors

- Workflow based self-service portals
* BYOD vs Guest vs visitor

© 2024 Juniper Networks

Juniper Mist’

@) Monitor
Marvis™
2. Clients

D Access Points

Switches

(&) wan Edges

% Mist Edges

V Location

ool] Analytics

&5 site

@ organization

’ LIVE DEMO
Pre-Shared Keys

SSID Role Expiring Keys
Mist_loT Creditcarddevices Within 1 Month
BYOD-IOT cameras Within 1 Week
Live_demo_only contractor1 Within 1 Day
Demo-MPSK contractor2
—
Live_demo_do_not_remove digitalmedia
Q F
Key Name Created Time Modify Time ¥ Ppassphrase  Expiration

corp4@mistdemo.com
aide-demo_contractor1

Guest Devices

aide-demo_digital-media  Nov 4, 2022 4:59:55 PM

aide-demo_scanner1

aide-demo_contractor2

Nov 4, 2022 5:03:00 PM

Jan 19, 2022 7:49:56 PM

Apr 7,2024 6:12:39 PM

Apr 2,2024 7:51:24 AM

Jun 17,2024 6:33:51 AM  Jun 17,2024 6:33:51 AM ki

Jun 15,2024 5:34:26 AM  Hokiokk
May 9, 2024 4:41:45 AM  kkdidkk
May 7,2024 8:39:38 AM ki

Apr7,2024 6:12:39 PM ek

********

Apr 2,2024 7:51:24 AM

Dec 16, 2024 5:33:51 PM

Reveal Passphrases =

Max Usage,

Unlimite:

Unlimite

10 Max

Unlimite:

Unlimite

Unlimite

Change language (en) v | MON11:02AM 2

Client Count

Juniper Business Use Only
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.'I Juniper Mist

Connect to WiFi
Scan this code to connect

or enter the code manually
SsID
byod-net
Passphrase

2FJACc(% ‘ D

Email Passphrase

Valid for 182 days

Generate New Passphrase

juniper |«
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In Summary
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Delivering an Experience First Network
from Client-to-Cloud

Acrtificial

Intelligence Microservices

Marvis

Assurance

Client To Cloud

7 G = WiFi Wired WAN
connect to (OB Assurance Assurance Assurance

the network? | | |

— —_— X

o Ii o - =
[ ] — P —
: D ¥

Access Assurance
Network Access Wireless LAN Wired LAN SD-WAN Edge

For a seamless client
connectivity experience

© 2024 Juniper Networks Juniper Business UseOnly = NETWORKS



Juniper Mist Access Assurance Differentiators

© 2024 Juniper Networks

First Microservices Cloud-based NAC Offering
 Guest, loT, BYOD and Corp 802.1x device support

* Inherent high availability

« Seamless feature upgrades and maintenance

« 100% API-based for cross-platform integration

Al-powered operations - Full stack

* End-to-end visibility of user connectivity experience
« 3rd party device support (wired/wireless)
» Support for cloud-based identity providers and UEM/MDM

IT-friendly day O-2 operations - Full stack

» Single pane of glass - Wired / Wireless / SD-WAN / Access
* Flexible yet simple network access policies and enforcement
« Automated network device provisioning

juniper | »
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Key Takeaways

@ The first cloud-based NAC
* Natively integrated into the Mist Cloud
@ Easy-to-use policies & workflows

®* Customers up and running in minutes, not days or
weeks

@ Mist Al for Day 0-2 operations fully

* Near-effortless network management across the full
stack

* Wired /wireless / SD-WAN and Access Control
®@ Redundancy and High Availability

* Built into the Architecture

* Points of Presence worldwide
©® UEM/MDM and eduroam support

* Microsoft Intune, Jamf, VMware Workspace One




Juniper Networks is a Leader in
2024 Gartner® Magic Quadrant™
for Enterprise Wired and
Wireless Infrastructure

® Junipes
@ HPE (Anba)

Huawei

® Cisco & Extreme Networks
@

Fortinet

Furthest in Vision, Highest in Execution

& CommScope (RUCKUS)
@ . Arista Networks

Read the complimentary report:

Cambium Networks

A
I
.Alsed Telesis
TP-Link
w
[ =t
-
o
w
>
w
o
—
-
o
=
= Sioliinn

COMPLETENESS OF VISION —_— As of January 2024 © Gartner, Inc

https://www.juniper.net/us/en/forms/2024/gartner-2024-mq-wired-wireless.html

4 Years a Leader!

Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure, Tim Zimmerman, Christian Canales, et al., 6 March 2024
GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its dffiliates in the U.S. and internationally, and MAGIC QUADRANT is a registered trademark of Gartner,

Inc. and/or its affiliates and are used herein with permission. All rights reserved, This graphic was published by Gartner, Inc. as part of a larger research document and should be
evaluated in the context of the entire document. The Gartner document is available upon request from Juniper Networks.

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest
ratings o other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner
disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose. R 19
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