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Security for Al, Al for security
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Protect the use of Al, leveraging partners to help co-develop
custom models
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Hypershield Al capabilities to auto-detect application
behaviors, write and test compensating controls and discover

RE Al EXFIDH Al

RERE N . .
anomalies in application behaviors
. Al-powered capabilities from Splunk and Cisco XDR to
T—4 SOC g g o oPTE @ =
supercharge threat detection, prevention and remediation
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Hybrid work is the norm Transition to multi-cloud and SaaS
Remote Users (A 'SaaS
@ ) Applications
Evolving
Perimeter
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Everything is encrypted

95% of web traffic, 86% of malware and
100% of SaaS traffic is encrypted
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The current state “before”. scenario

E Data Center & Cloud # _Campus/Branch

Risk of Business Interruption | /ncreased likelihood and impact of a breach

R o . S ) Visibility gaps for connected devices
Visibility gaps | Unknown communications, dependencies, and application risk Device sprawl and loT are out of control
Exposure from limited East/West Enforcement | Attack surface across workloads is too large

Complex, static security policies lag behind | Need adaptive, automated, and scalable policies

Can’t meet Regulatory Compliance | Risk of failing audits

Limited enforcement | Need least privileged risk-based access control for users, apps, workioads, and devices

Can’t simplify and standardize at scale | Can’t change policies fast enough to keep up with the business
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The “after” scenario they are seeking

il

Total Visibility

Total Visibility | Know every app, workload, and dependency

Know every user and device

Complete Zero Trust Microsegmentation | App to app and user to app control to limit scope of a breach

Compliance Adherence | Visibility into compliance status in real time

Automated Containment
Contain infected devices+revoke access

Consistent and Effective Policies | Automate policies to keep pace with change

Achieve least Privilege Access

Reduced Attack Surface | Know the risk level of your workloads ) -
Restrict access by Users/Devices
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Inside =
trusted

Zero Trust

Users & Apps Inside
All Equal
Full Network Access

There is no
inside...

v

Users & Apps Anywhere
Verify & Never Trust
Application Specific Access
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1. B8 Al

ERAZ &S Push - OTP - FIDO2 - Phone : SMS - Security Key * Token(HW/SW)

2. 5% 1 5 A

A EEE: checks for updated OS - browser and compliance with security policies

3. 51k

B4R 1=1E: who accesses  which applications  which devices * what locations * which authentication
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Device Health App Duo Mobile

Hom
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Login secured by IS
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macOs is up to date

Systemn password is set

FileVault is enabled

Firewall is enabled

.....

Netwaorka

Duo Trusted Endpoints

Trusted Endpoints

Create Policy
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v' Administrators
v' Bypass Users
v' DevOps

v' RemoteWork
v' User

o FREEELRMEFIP
v EREZR
v B—|PHEEKRALE

Applications

AWS Console
Gitlab
Snowflake

User Groups

Administrators
Bypass Users
DevOps
MTeam
Remote

Locations & IPs

High-Risk Countries

Low-Risk IP Addresses
35.128.4.87
23.28.241.155
173.38.117.86

Low-Risk IP Ranges

Non-Authentication Events

Bypass Status Enablement
Always surface
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AUTHENTICATION
REQUIREMENT

No Re-Auth
> Required
Duo Push
——> 2FA
Verified
> Duo Push
L 5 FIDO2

Authenticator

> Block

EEFR

Cisco Confidential



A PEEN5E: Known Attack Patterns

1. EAERENASEEAN FRERTMMAERETEEREA,
2. REMASED ATSEMNEERE PINEEMERE KK

3. HEESRIE(Push spray): BB RAREEZEERE DET
JEET EH4 RO HE X EE HO4E1L

4. HEFEEIM(Push phishing): BREBETRARE EITH HIEAH
EEBRENEEL

5. FAEEMRITER EREUFRE-—BEENBEEBILERE
FERIFHh REEITEREE.

6. BIFMABEALE: BERBENFIEGFEUFERERRMIER.
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Authentication for Critical App Demo
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If Remediation Demo

AnyConnect VPN:

Zero Trust Access:

Umbrella:

o 10:11 pm
AND@ D de NG




Zero Trust Access on Apple
10:12PM Wed Oct 18 Device
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AnyConnect Duo Mobile Okta Verify
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Unified policy

ISE Security Cloud Control Secure Workload
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Policy Inte gration
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e WL, Laptop Control Policy: SGT policy, A Policy:
xecutive Attributes: . . policy, App Cy:
: Assigned Policy:  Allow SGT aware access Enforce
Team Corp SGT Emol e ) s Workload to workload Group to group
) EmzoYEE ployee, inspect, IPS, SGT-EPG microsegmentation microsegmentation
Asset, Win11, compliant, VLAN  Protected Threat Defense Policy
Posture Corp, ACCL Web App,
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Cisco Security Solutions

Know which security solutions deliver segmentation outcomes

& Data Center & Cloud # Campus/Branch

Secure Workload | Zero trust micro-segmentation & workload protection to secure applications
and data across multi-cloud environments, native multi-cloud policy integration and control

Identity Services Engine (ISE) | Dynamic
network segmentation and access control to
enhance security and compliance across your
network

Security Cloud Control | Centralized management and policy enforcement, enabling consistent segmentation and threat defense
across multi-cloud environments

Firewall | Advanced threat protection and zone-based segmentation to safequard your network and assets

Coming Soon: Hypershield | Distributed, Al-native architecture that delivers
securnty enforcement everywhere

Multi Cloud Defense | muitidirectional
protection across hybrid cloud, block
ingress/egress and lateral movement

Cloud Protection Suite | £nd-to-end security solution for applications, workloads, networks, and clouds




Why Cisco

Learn what our advantages are

& Data Center & Cloud # Campus/Branch

Secure Workload
More complete: Microsegmentation, visibility, & policy discovery vs. top competitors

Secure Workload & Firewall
Complete North-South and East-West segmentation solution

Identity Services Engine (ISE)

Complete profiling and visibility of users and
devices (IT and OT) delivers end-to-end
segmentation vs. challenging multi-vendor
strategy

Security Cloud Control
Centralized, consistent segmentation and threat defense across multi-cloud environments vs. challenging multi-vendor management

Firewall
Threat protection including visibility of threats in encrypted traffic to enforce segmentation vs. high cost of hardware decryption

Multi Cloud Defense
Standardizing multi cloud threat defense and
removing complexity

Integrated Policy and Context Sharing
Shared context and integrated policy allows for end-to-end dynamic security policy

Coming Soon: Hypershield
Autonomous segmentation, distributed exploit protection, and self-qualifying updates
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