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USD 3.00M

15th highest cost 33% lower than 4% lower
£ 17 R EFEF 4.88M USD compared
global average to 2023

Global highlights

Top 3 initial attack vectors

Phishing I 1 69,
Compromised... 15%

Cloud... I 129,

Percentage of all breaches

UsSD 4.91M
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Cost of a Data Breach Report 2024 | Education industry | © 2024 IBM Corporation

Key statistics Root causes of a data breach
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Time to identify and contain

Education industry

192 days to identify 71 days to contain

Global average

194 days to identify 64 days to contain
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The top security Investment categories
following a data breach
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Incident response (IR) planning and testing
Threat detection and response technologies

Employee training

IAM

Offensive security testing

Data security and protection tools

Managed security services

Insurance protection
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IBM Security strategy
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Secure hybr|d clouc and Al

Hybrid Cloud and Al Security

IDENTITY

Security Operations and Infrastructure
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(Exposure)
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& (Threat Surface)
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Artificial Intelligence

Hybrid Cloud

Quantum Computing

To simplify data protection in the future, a shift from point
products to a data security platform is happening
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JE FETE LR (Type of risk)

Operationalization

Cybersecurity
Explainability 61%
Ethics 58%
Reputation 58%
Social implications 57%

Accuracy

Bias

Data integrity

Behavioral 52%

Source: IBM Institute for Business Value. 2023 IBM IBV Generative Al CEO Pulse
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Crowd out the competition in both Al and Securing Al

Comments
from a Gartner “Al security

Security Panel 1S a
Discussion

data problem”™

Why?: Organizations
are limiting the adoption
of Al and LLM's until data
Is properly secured. Data
Is the new security
edge.
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Example use cases

User

Chat bot / web app User
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Question / Query

Large Language

:/C_m\< Question

";_j Answer

Output /
response

_ Data
Enterprise Data Store Preparation Embedding Model (LLM)
Knowledge P model
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Streamline data security to
protect business transtormation

254E (Discover) {R3E (Protect)
- BEREEIR B3 48 (Discovery & Classification) - FENMBN RS IR IREZIE (Encryption)

—- BRVRI N2 HE ] (Model & Algorithms) - S TEEMAITERER (Security Policy)
- $IREH I (Vulnerabilities) r\ - FFEEEBIEREE (Continuously Monitor)
0] & (Respond) \J 4T (Analyze)

- BRI BREBEREME (Remediation) - R EZRERESRREEARE (Prioritized risk)
— 5815 SOC SAEFRNE (Enrichment) - RHE(EERZEIERRK (Data flow)
- MERMEST (Integration) - BENEREZERARE (Automated workflow)
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Mainframes Databases Multi-cloud Warehouse

Bigdata
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Policy Violations

Exceptions

MySQl '
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(Data Sources) (Collector)
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Outlier Analytics

Risk Scoring

Privileged Users
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Public Cloud

Data Flow
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Security Events
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Policy Automation
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(Integration)

Identity
Context

Ticketing  ThreatIntelligence Orchestration
Insights
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Threat Intelligence

Automated threat
investigation

Use case
Management
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Playbook
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Security Admin
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Security
Analyst
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